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Cyberattacks Continue to Rise

Who’s behind the breaches?

73%
perpetrated by outsiders

28% I

involved internal actors
2%

involved partners
2%

featured multiple parties

50%
of breaches were carried out by organized criminal groups

12%
of breaches involved actors identified as nation-state or state-affiliated

Who are the victims?

24%
of breaches affected healthcare organizations

15%
of breaches involved accommodation and food services

14%
were breached of public sector entities

58%

of victims are categorized as small businesses

©2018 Extreme Networks, Inc. All rights reserved

What tactics are utilized?

48%

30%

17%

17%

12%

11%

of breaches featured hacking

included malware

of breaches had errors as casual events
were social attacks

Involved privilege misuse

of breaches involved physical actions

What are the commonalities?

49%

76%

13%

68%

of non-POS malware was installed via malicious email
of breaches were financially motivated
of breaches were motivated by the gain of strategic advantage (espionage)

I
of breaches took months or longer to discover

Source: Verizon 2018 Data Breach Investigations Report, 11th edition e




The Attack Surface Expands

In the past the
perimeter was
well defined.
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Collaboration
IS critical

S

N

loT is
exploding

...the perimeter
Is everywhere

Public/Hybrid Cloud
services are burgeoning

Mobility continues
to expand




70 % of successful breaches start on endpoint devices

70% of suééessful breaches
start on endpoint devices

Credentials too easy to steal by:

s
‘ Yo m -(l]f'-..o“'._; r ’..’,“: bk Qoing
the HalD Laae et
» End-user credentials and/or log-in data
» Customer or patient Information
+ Froprietary business data
¢ Inteliechusl propenty
» Bank accourt or cradt card data

Weakest Link: User Credentials

= 1DC

AMALYZE THE FUTURE
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No Consistent Visibility and Disparate Tools Across the Network

What is preventing customers from gaining visibility
across the IT environment?

® Varied technologies inside your organization
B | ack of tools

m Workload complexities

m Security Constraints

m Lack of visibility (where to start)

Total number of environments
m Other

2018 Intel DCM Survey
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Management Center Platform Components

ExtremeControl ExtremeAnalytics ExtremeManagement elaen
Governance Engine

Role-based granular network Layer 7 application visibility Alarm and Event management * Fully automated network
access control and priority and control configuration compliance
» Configuration, inventory & -
* Flexible assessment « 1,000s of fingerprints for port change management
: independent app. detection L .
« Compliance enforcement P PP  Zero touch provisioning ﬁgf\::/ )(/)Zr(liscggg %S}Zﬁiiisf -
* Guest & remediation portals » Dashboards, diagnostics and - C ity planni compliance ’
P troubleshooting apacily planning P

 User & end-system tracking e T A —— - Discovery & topology C ;):é-ozged-leaﬁr)](ezuggr-grll\i/aer:lce
« Automated incident response threat reporting ’ P

templates reports

ExtremeConnect Network Automation ‘

Enables automation & integration with VMware, MS, OpenStack, « Event-driven workflow automation
BYOD, MDM, Security, NGFW, etc. - Fabric, Topology and Service provisioning (FC)
Open to support 3 party by using workflows and scripts
» Service definition available through NBI and custom
attributes
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* Provides direct access to Management Center Open API — Build-Your-
Own-Integration




Tool Consolidation and Data Integration

Wired and Wireless
— It does not matter how a client/endpoint is connected
to the network
Clo @

Physical and virtual
— Results in “access to private cloud” approach
— From IoT sensor to a VM in the data center, same

principles

Single datastore Wireless and Location o o — 7
— Provides context |
— Delivers new insights and provides new capabilities
— Enables to draw new conclusions

(Edge) automation, security and integration
— Control, Connect, Policy

Single tool for network management, access
control and analytics in a heterogeneous 43
environment

Access and |dentity

Topology Security = NGFW, MDM,
Endpoint Security
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Application AQalytics

Events and
Workflows

Compliance

Data Center and
Virtualization

— Enables new capabilities through customization APl E

] — Ecosystem
— Reduces the numbers of tools and operational cost Partners
— “Single Pane of Glass”




Network Access Control

IF IF
(user role = HR employee) (user role = HR employee)

AND IF AND IF
(device = corp laptop) (device = personal IPad)
AND IF AND IF
(access method = wired) (access method = wireless)
THEN GRANT THEN GRANT
CORPORATE ACCESS LIMITED ACCESS

=
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ExtremeControl Access Policy Rules Engine

conoimions 3 3 3 3 3D

Access Auth User Device . .

Mon - Fri

Wired 802.1x

Station Compliant

Employee
Employee BYOD
: Guest .
: Contractor Public
Wireless MAC Auth Contractor .
Corporate Coffee
Devices Area
Supplier A p Plant
Supplier B

08:00-18:0°

Wired

Switch Group Web-based

Vacation

Wireless

AP Group IT Admin

Always

Wireless

sSID Contractor

$User $Device $Access Type
$Location $Time $Posture THEN $Network Service

Authorization Rules
may be made
quite sophisticated

Never forget the

KlSS Rule
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ExtremeAnalytics with Application Telemetry

= Key Benefits:

User name, device

— Leverage network infrastructure ype focation. €(c. >0, %@32
anagement Center

— No hardware probes Analyics

— Application visibility at every site (c=1_

— Per flow application performance

measurements

Partial Flows

= Application Telemetry Platform Support

— Edge: Summit Switches, ExtremeWireless E [ ]

— Core: VSP (Dec 2018) ()

— DC: SLX, Virtual Sensor (Q1 2019) () ()
A
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-‘—

1
LEramazon
I webs

] services

ExtremeAnalytics
| — o

Benefits:
. 2 Google Cloud Extreme ‘_
= Strengthen security Management Center

= Deliver exceptional application
experiences Internet

= Speed up IT troubleshooting

How we do it:

* Application level visibility from the
edge to the DC virtual
environments and multi-cloud

« Support for encrypted applications
« Over 10,000 fingerprints Data Center
« Real-time and historical reports )

« Detailed application and network : B ’:ﬂ
performance —

-
popicaton Q\ Wireless Edge

Application
Telemetry
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Virtual Sensor for VMWare Deployments

Data Center

s T T T T T T T T T TS TS TS TS TS ST SRS E ST - \
[ ExtremeAnalytics I
: oo . Virtual Sensor .

pp
I H I \ VM-1 M |
I Extreme SLX ‘\ - |
VMWare I
\ vm
I \ Virtual Switch ware )
\ \ 5 .’ 7/
= B 1 ’ _______________/)-___
'\ > 7 N
! ;;\% /’/ //\?g
| ) g P //(\Q)O
138 . PN
\ 0 7 RS
235 s s @
\ e ’ ,\@‘Q
v s’ [ ] “45‘.\" <F
- - - Extreme »
_________________________ > Management Center’
[— ). i
ExtremeAnalytics Engine § ~ o
'\7,’@ ~ S
o ey ~ ) Google Cloud
4

e

. gk
iEramazon

B0 webservices

/7@\\\

ml Microsoft
Hl Azure

N o)
r?l.@ lE]

UHO

Remote Office Campus Network
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Deep insights across the entire network

[E Extreme Management Centeri Lo X [E Dashboard - Analytics - Extreme X +
< C A Notsecure | btps//134.141.5.175:8443/0neView/view/analytics
E Extreme Dashboard Browser Application Flows Fingerprints Packet Captures Reports
it Network ol Insights =
‘ Alarms & Events Jons Big Show +~ © O @ (@ Today -
C t - b | d h b d & control Top Applications L el Top Application Groups
ustomizable dasnpoar o
H CIFS
= Wireless W CommVault
. . . = ommVaul o
Real-time statistics ]
Govemance = Microsoft Sharepoint e e
B NFS
Reports L —
. . _ o [ 1066420
IT Role-specific
W fips port
M nas port -

Flow Totals 8.7 %

Bandwidth Totals [ 30

15M 133.8 GB

dashboards

9761 K 892 GB

488.1K 446GB

0 B e e T e s s e e e 1] e L o e
1108 11/09 11/09 1109 11/09 11/09 11/Q 11/08 11/09 11/09 11/09 11/09 11/09 11/Q
21:00 1:00 500 900 1300 17:00 205 21:00 1:00 500 900 13:00 17:00 20:5

[LDAP Readonly/rgoel] Last Updated: 2018/11/08 10:16:41 Uptime: 8 Days 23:

- o X
* 9 @®0 ¥ :
Q ? =

&%

Sites with Highest Response Times £ /™ %
Top: | 10 S @ Today
W /World/APAC/Bangalore/B...
AMR

B \World/APAC/Chennai
W /World/APAC/Singapore
B /World/APAC/Taiwan

™ iWorld/EMEA/Germany/Be. .

B /World/EMEA/Germany/Fr J
= /World/EMEA/Ireland/Shan...

W World/NORA/California/San -

Application: All Response Time -V

o Last 24 Hours *  Application: ~ All
ALL 153ms 2

s 1755

—_———
IWorld/APAC/Chennai 248ms

— -

2ps 554ms

World/NORA/New Hampshire/Salem 22ms

3 B

2 @@=
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360" View of a user

)= Extreme

S
Dashboard Browser Application Flows Fingerprints Configuration Reports PortView: 60:45:BD:66:BA:12 Q 2

kennedy-surface

Overview Application Summary Details Map - /World/Madison School District/Floorplan Sessions Network Information

.c] Access Profile End-System End-System Events Health Results
ntro

L5

@ Add To Group #| Force Reauthentication ##| Force Reauthentication and Scan & Lock MAC > Edit Registration < Refresh End System

Analytics

Access Control Access Type

User Mame: mkennedy

AuthType: 802.1X

State: ACCEPT

Policy: District Staff Access

Profile: District Staff Access Profile (Auto)

Custom Data
None

60:45:BD:66:BA:12
10.11.25.104
kennedy-surface

Access Control Engine/Source IP: 10.11.85.35

Activity

Last seen 04/12/2018 10:30:23 AM
First seen 05/11/2017 03:50:59 PM

[ MetSight Administrator/root | Last Updated: 2018/04/12 10:37:26  Uptima: 19 Days 2

ays 2

12:53

©2018 Extreme Networks, Inc. All rights reserved

AP: 1644Y-1105800000
Port Alias: EDUC-Secure,
AP Port: AP1-EDUC (D8-84-66-71-A5-90)

Top Applications

Teachers Pay Teachers 43.25 MB
Google Play 19.18 MB

Infinite Campus 9.08 MB
BrainPOF 4.98 MB

peardeck 4.86 MB

Device Family

Windows
Windows Surface

Location Health

Zone: Risk: No Data
10.11.85.20/AP1-EDUC EDUC-Secure Total Score: No Data
Default

Last Scan: No Data

Registration
State: Not Registered

Operations

-

(=3
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Ecosystem

BR Microsoft Intune
A jamf

vmware airwatch

G Suite

ciTrix

.., XenMobile
D
IBM MaaS360

@ Skype for Business

SOPHOS

"‘ Mobilelron

iz Ivi
R Rp——
é‘)'/"s"{em Center secure @9
onfiguration Manager when transparency matters,

splunk> iboss

NETWORK SECURITY

Vs

Management

and Analytics ==°=
y mPa\Oé\}_‘g
Labs
Mobility ‘:\ E’;‘:ﬁgﬁ | Security i i T
=I0) Lightspee .
@Q Sehtspeed QY McAfee
ePO
Data Center i
Private Cloud - !Qfgig!gg
@atchGuard'
n vmware -~
. ‘ . B3
citTrRix ™NSX el
openstack - Check Point
Vmware |, Microsoft* - e e
vSphere &= Hyper—V One Convergence
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Firewall Integration

= User ID information to firewalls
— Exchanges UserlD & IP mapping to firewalls.

IP address + user

= Distributed IPS | -

AA )
] —aay ;
Disconnect message

— Quarantines EndSystem upon notification fror “———

Disconnect message

IP address + user

= No session hijacking
— Delete all open sessions at Firewall if the end:

©2018 Extreme Networks, Inc. All rights reserved



Network Device Configurations Compliance
HIPAA, PCI and GDPR

I= Extreme Q 7

x

Audit Tests  Governance Run: PCI| 6/19/2017 6:46:16 AM All Devices: PCI 6/19/2017 6:46:16 AM Device Details: 10.54.80.16 Device Details: 10.54.80.39 Device Details: 10.54.80.225 Device Details: 10.54.80.6

Test Passes and Failures

Scores over Time

= Analyzes and assesses - - .
network configurations for
compliance

60% -

50% 4 W Passes

40% - M Failures

Governance

30% -
20% -
10%

0%

= Provides out-of-the-box ]
audit-driven and user-
defined compliance

@
s

6/11
6/12
6/12
6/13
6/13
6/14
6/14
6/15
6/15
6/16
6/16

Time | Verdict  Test Test Description Details Remedy Weight  IP Address Name Type Family Regime

6/19/2017 6:46:16 AM  Pass Invalid deauthenticati... This atiack is a scena... Controller: 1. Medium  10.54.80.225 EWC. extremenet... V2110 Wireless Coniroller  PCI Payment Card In... 106 Review logs

te m p I ate S re p O rts 6/19/2017 6:46:16 AM  Pass  Invalid deauthenticati... This attack is a scena... Controller: 1... Medium  10.54.80.025 EWC.exiremenet... V2110 Wireless Controller  PCI Payment Card In... 11.4 Use intrusior
6/19/2017 6:46:16 AM  Pass Default AP modes Choose a strang clus...  cluster secre. High 10.54.80.225 EWC. extremenet... V2110 Wireless Controller  PCI Payment Card In... 4.1 Use strong ¢

6/19/2017 6:46:16 AM  Pass Fuzzing attack A potential fuzzing att... Controller: 1... Medium 10.54.80.225 EWC.extremenet... V2110 ‘Wireless Controller PCI Payment Card In... 10.6 Review logs

. 6/19/2017 6:46:16 AM  Pass Fuzzing attack A potential fuzzing att... Controller: 1... Medium 10.54.80.225 EWC extremenet... V2110 Wireless Controller  PCI Payment Card In... 114 Use intrusior

u O u t p u tS a d etal | e d S et Of 6/19/2017 6:46:16 AM  Pass Adhoc An adhoc device has ... Controller: 1... Medium  10.54.80.225 EWC extremenet... V2110 Wireless Controller  PCI Payment Card In... 10.6 Review logs
. . 6/19/2017 6:46:16 AM  Pass Adhoc An adhoc device has ... Controller: 1. Medium  10.54.80.225 EWC. extremenet... V2110 Wireless Coniroller  PCI Payment Card In... 4.1.e Examine sys

re m e d I at I O n n e Xt - Ste S 6/19/2017 6:46:16 AM  Fail SNMPv3 SNMP v3 is more sec... snmpv3isn... Medium 1 80.225 EWC extremenet... V2110 Wireless Controller  PCI Payment Card In... 4.1 Use strong ¢
p 6/19/2017 6:46:16 AM  Fail SNMPv3 SNMP v3 is more sec... snmpv3isn... Medium  10.54.80.225 EWC. extremenet... V2110 Wireless Controller  PCI Payment Card In... 4.1.e Examine sys

6/19/2017 6:46:16 AM  Pass PS-Poll flood attack A PS-Poll flood attac...  Controller: 1... Medium  10.54.80.225 EWC extremenet... V2110 Wireless Controller  PCI Payment Card In... 10.6 Review logs

Rl | i t5ichi Administatoriroot | Last Updaled: G18/2017 1:34:48 PM_Uptime: 0 Days 08:03:47 operations ) O @EE B

The Information Governance Engine is NOT:

» Areplacement for a network scanner (Qualys, Nessus, etc.)

= Areplacement for a SIEM.

= A compliance management solution for applications, servers, storage, operating systems, or end-systems.

Note: IGE can “assist” organizations in assessing their HIPAA, PCI and GDPR compliance readiness; we cannot claim 100% GDPR support / readiness
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Orchestration & Automation —
XMC Network Workflow Automation BT

with XMC 8.2
or later

E Extreme Scheduled Tasks

Saved Tasks  Scripts  Workflows  Workflow Dashboard

Automate routine task:

+ Palette Designer Details

ita Network User Workflows

A Aams & Events Activities Q a o Verlly » Run General Variables Inputs Outpu

System Worldflows =

[ i Sl Name:

Automatically provision your & oo - o

1 1 v Conf
e ntl re n etWO rk Wlth SeCU re Z e ro Analytics on;;ic Suppor E| Version:
. . v 1
touch (including SLX platform) > wikss & oxst Craty:
g % Bon Con Contgur S ® 7 e
. . Govemance n VDX C. stﬂn _’ J&CDVEII _’ on \gUlEI ontigure unllgure Sﬁve ) EI'Id \ .

° Device Family SNMP Profile LLDP Support Cleint Keys Configurat > Create Date and Time:

S ave o p e ratl ons tl me ) Govemance ER e = 11032018 02:4724 PM

Reports

. . . » Inventory SUCCESS iccess Event ast Modified By:
Eliminate human error and adjust [l ... 0% l ] | l | jUCCESS |
to changes automatically _— — <T@> O— O © st e

Description:
Connect FAILED FAILED FAILED FAILED ’
{ )| Configures basic monitoring and topalogy

Events

®0

l . l = l = l . support for MLX devices. This may be used
@ —>{(End || @ —»/End @ —»((End @ —End to configure an SNMP profile for an MLX
3 / N / device that has no defauft credentials. In M

. . §SH Client Key f
SNMP Failed LLDP Failed Generation Failed Save Failed
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Extreme Management Center — Addressing Key Challenges

Policy-Based Infrastructure
from edge to campus/DC to
multicloud

Network Assurance

®

Multi-Vendor Capable Tools

Automated device and fabric
deployments based on site policies
Finger printing and access policy control
for users, devices, and application
Virtual machine visibility and policy
control for VMWare and multi-cloud
environments

Quick resolution of service tickets
through deep visibility into network and
applications

Fast troubleshooting with alerts for
application performance degradations to
prevent service Interruptions

Machine assisted tuning of network and
application performance threshholds
Visibility of data breaches inside the
network and smart packet capture for
forensics

Device configuration checks for

Management visibility and control for
multi-vendor devices

Open APl based connectors with key
security infrastructure vendors and
industry-leading applications

compliancy with GDPR, PCI, HIPAA




Security Analytics - The Decloaking Tool

Extreme
Threat
Intelligence
Sources

Network

Access

Control
Data

Endpoint and
User Data

Network
Traffic

21

Analytics
Data
Sources

Application

Security
Device
Data

loT Devices
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Security Analytics

Collect, Filter, Correlate, Detect,
Identify, Troubleshoot, Alert

Security
Analytics

Rapid
Incident
Response

Rapid
Incident
Response

Quarantine,
Packet Capture,
Trouble ticket,
Block

Take
Action

Quarantine
Host

Alert,
Monitor, Start
Trouble Ticket

Packet
Capture

Block outgoing
malicious flow
at the firewall

Send Feedback to
Security Analytics




Example Use case - Behaviour-based Anomaly Detection

= Detect anomalies based on abnormal behaviors

= Millions of end-points or servers can be modelled

X R g~ . .
= Near real-time analysis e e R L REENS -
- " 3 Ry - A ’-' <'e
OB N L
RN R5 73 RN
: i e
- . ,-; a”‘r' ;

= Does not require user-sensitive data ; TERNERRES TN

= Can be deployed using on-prem appliances or g TR ‘:"5 B
Cloud based service SRR :

= Patent-pending CAST

Extreme IT — NOC data on tensorflow projector
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Security Assisted Networking

LY
UEBA/

Malware
Analysis

Threat
Intelligence

Security Assisted
Networking

End Point
Security

Secure Insights-Enabled Comprehensive Best of Breed Partner
Network Infrastructure Security Analytics Solutions & Intelligence

Network Enhanced Security: Multi-level, Partner Augmented

"Security Assisted Networking delivers a Secure Network Solution with integrated
and automated Threat Detection, Intelligence, and Mitigation capabilities”
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End-to-End Visibility and Control

Extreme Management Center

, Inventory, Monitoring, Fault Management
Network Automation, Workflow Automation, Configuration Management,
Access Control and Policy, Analytics (Network, Device, Application,
Security), , Ecosystem Integration

Smart Automated
OmniEdge Campus

Agile
Data Center
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J= Extreme’

Customer-Driven Networking

WWW.EXTREMENETWORKS.COM
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