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Extreme Solutions for Healthcare

Customer-Driven Metworking



Why Extreme Networks?




Industry Analyst Verified

#1 Ranked Service/Support — Gartner 2018 LAN/WLAN Magic Quadrant
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_ Extreme — Cisco HPE CHALLENGERS LEADERS
Ratings L. 8.8 8 & ¢
Overall Peer Rating ‘iiiﬁiﬁf;lf ‘iﬁ‘éﬁi%ﬁ? ‘ﬁé%ﬁi?;f
Willingness to Recommend 100% Yes 74% Yes 54% Yes
64 Reviewers 46 Reviewers 13 Reviewers

Product Capabilities 4.9 4.6 43 E
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. L Cisco

Customer Experience x @.Hpmmm)
Evaluation and Contracting 4.7 4.4 4.4 9
Pricing Flexibility 4.7 4.0 3.8 - Fortinet

— Huawei

= Dell EMC¢AL.E L
Integration and Deployment 4.7 4.4 4.2 2 AllEs) sl Aeromve‘m =

. . ° LANCOM Systems .. .Jumoe’ ‘I‘. @ Mist Systems
Ease of Deployment 4.8 4.0 4.0 Arris (Ruckusy | [J® Moio Networks
D-Link @ Riverbed

Service and Support 4.8 4.5 36
Timeliness of Vendor Response 4.8 4.5 4.2
Quality of Technical Support 4.8 4.5 3.8 NICHE PLAYERS VISIONARIES
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COMPLETENESS OF VISION
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2000+ Worldwide Healthcare Customers
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some Healthcare Customers
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The hospital room of the future




Some Challenges, Drivers and Requirements

= Most diverse and complex environment of any

— Huge range of devices, (computers, laptops, tablets and a plethora of medical
technical units (could be many thousand MTUS)

— Huge number of applications (several thousand applications)

— Diversity of users (many types of medical staff, back office, patients, visitors, etc.)
— Outpatients

— Strong need to extend layer 2 based networks (medical technical units)
Very dynamic — need to be flexible and quickly adapt to changes
Digitization
High Availability — life critical
Security — zero trust
— Very complex security demands (compliance, MTUs, patient data, secure zones....)
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Requirements of a modern Healthcare network solution

with simple
capability
to simply manage entire network
Infrastructure, wired, wireless, security, end-points and users and ensure
compliance to agencies, cyber security essentials, and other compliance
guidelines from key regulatory bodies

to manage clinical application, user experience,
optimize infrastructure performance to reduce costs and improve
efficiencies across broadly reaching trust networks

, Including strong support for




Foundational Services
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Seamless access, onboarding and roaming
Secure access and robust performance

Simple and fast network implementations
Zero-touch network provisioning
Support of distributed, scalable deployments

Centralized, policy-based management
Granular visibility and control
Policy-based network authentication and automation

Pervasive intelligence and application-layer analytics
Location-based analytics and engagements




A Real-Time Infrastructure for Healthcare
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Vulnerability

>  Complexity
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Building Blocks of Extreme Solutions for Healthcare
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ExtremeApplications ExtremeMobility ExtremeRouting ExtremeSwitching
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Flexible and Smart Network Architecture
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Challenge
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Security
Segmentaion
Orchestration
Control

Visibility
Operational
complexity
Operational cost

e

Physical
cture




Same challenges

Physical
infrastructure

3:178 Links - 233 Topology updated on : 09/14/2018 08:.
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The challenge of
Segmentation

How to effectiently and
securely extend

a layer 2 segment to
anywhere in the
physical infrastructure?

|s tagging the right
answer?

...and we have not even
looked at resilency

0914201808 o
L J
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The Automated Campus
Zero touch Core:

Extreme Fabric Connect

based on IEEE 802.1Q-2014

« Supports any physical topology
« Designed to be virtualized

« Supports any virtual topology
* Inherently resilient

I

T

me

e

The Automated Edge: “
Extreme Fabric Attach = = —
based on IEEE 802.1qc;j: :

» Zero touch provisioning of services
« User security

» Device security

» Application security

* Open Eco System e




The Automated Edge

Smart
OmniEdge

User role: Engineer, HR, Professor, Student,

Who Guest, Contractor, Suppliers...
Corporate laptop, BYOD, Smartphone, tablet,
What . .
printer, game console, loT Device...
Wired network, wireless, AP, group of APs, SSID,
Where .
cafeteria, conf. room...
How 802.1X, web authentication, MAC authentication,
Kerberos, Guest Management, Social Login...

When  Time-of-Day, time-of-week, day-of-month...

Active Directory

Hospital /
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Imaging

Simple Security for MTUs e
(and IoTs) in &
Healthcare Organizations

: Pump
:§g§ | zone

'J E Infusion
Secure onboarding
Centralized inventory

Enforcement of security
profiles

Isolation and segmentation
Healthcare user-interface

: ] Smart
OmniEdge
Application :
Servers :
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__Connect N8
Simple Security for MTUs

(and 10Ts) in
Healthcare Organizations

Secure onboarding e I ARy
Centralized inventory - |

Enforcement of security
profiles

|solation and segmentation
Healthcare user-interface
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The Hospital Room of the future Simple Security for MTUs (and loTs)
Outpatient — a Defender use case  inHealthcare Organizations

= Option 1: Copper Option (includes BTLE)

IPSec

A—
% LAN (Copper Ethernet) .aFoec | .E_@ . ?
A
e
Medical \ \ Extreme Customer

Devices Defende Router
r

= Option 2: Wireless Option (includes copper)

IPSec
i % LAN (Copper Ethernet) ﬁl. am .IE)?EC- nn -E_
N k

Medical
Devices

BTLE Extreme Customer
3912 Defender Router
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The Hospital Room of the future
Outpatient — a Defender use case
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Network supported Security




Intrinsically secure

Every virtual layer 2
network is stealth

51178 Links - 233 Topology updated on : 09/14/2018 08'2‘)
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Intrinsically secure

Every virtual layer 2
network is stealth

..... and so is every S
virtual layer 3 network ===T-

51178 Links - 233 Topology updated on : 09/14/2018 08'2‘“”
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Problem case — intersegmentation communication and firewall
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Layer 3 based
Security for Medical Technical Units (and other devices)

VIAN311810.52.118.0/ 23
L2VSN i-sid 23118

LAN3116 1052 116.0/24"
L2vsN i-sid 23116

Vrf360 - i-5id 3360

Shared-U3

LAN3086 10.52.86.0/28.
L2vsN i-id 23085

g

VLAN3084 10.52.84.0/28
L2VSN i-sid 23084

VLAN92 f
@ 10.63.197.0/29 \

Vif320-i-5d 3320

S

Shared-U1
10.52.64.0¢.

VLAN306S 10,52 68.0/28
L2VSN i-sid 23068
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ISIS Accept policies

Sub-vrf-U24

Static route 10.52.80.0 255.255.240.0 255.255.255.255
Redistribute direct

ISIS Accept 3320

VLAN3086
10.52.86.0/24

Vrf324-i-sid 3324

Sub-vrf-U23
Static route 10.52.80.0 255.255.240.0 255%55.255.255
Redistribute direct
ISIS Accept 3320
VLAN3084
10.52.84.0/24
Vrf223 -isid 3323

Shared-U2

Route 0.0.0.0/0.0.0.0 10.63.197.20
Redistribute static-route

ISIS Accept list 3321,3322,3323,3324

Sub-vrf-U22
Static route 10.52.80.0 255.255.240.0 255.255.255.255
Redistribute direct

ISIS Accept 3320 /

VLAN3082
10.52.82.0/24

vrf322 -i-sid 3322

Linknett
10.63.197.16/29

Auth-mtu
10.63.197.20

|Static route 10.52.80.0/20 Next-hop 10.63.197.17

10.62.197.17

Sub-vrf-U21
Static route 10.52.80.0 255.255.240.0 25#7255.255.255
Redistribute direct
ISIS Accept 3320
10.52.80.0/24

Vrfa21-i-sid 3321
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Blackhole routing

Traffic to 10.52.96.20 [VRF341) goes to blackhale since it's within 10.52.96.0/20
Traffic to 10.52.70.20 (VRF304) goes to VRF340and on to the FW. In the FW, the rule base decides|
whether traffic can reach 10.52.64.20, 10.52.70.20 or any other address outside Shared-U3

Shared-U3
10.52.96.0/20

8

10.52.102.20

FW rules filters incoming traffic to each Shared-VRF. Traffic from one
Shared-VRF to another Shared-VRF follows the same rules.

Outgoing traffice to VRF110 s by default closed down, and needs to be
apened here as well as incoming traffic at other FWs in HS@'s network

Traffic to 10.52.70.20 (VRF304] goes to VRF340and on to the FW. In the FW, the rule base decides)
whether traffic can reach 10.52.64.20, 10.52.70.20 or any other address outside Shared-U1

rnalﬁn ta 10.52.102.20(VRF344) gaes to blackhole since it’s within 10.52.96.0/20

-
10.52.96.20

I

Traffic to 10.52.64.20 (VRF301) goes to blackhole since it's within 10.52.64.0/20
Traffic to 10.52.96.20 (VRF341) goes to VRF300and on to the FW. In the FW, the rule base decides|
whether traffic can reach 10.52.96.20, 10.52.102.20 or any other address outside Shared-U1

L

10.52.70.20

Traffic comes in - but it Shared-U1l

can never leave...

1052.64.0/20
affic to 10.52.96.20 (VRF341) goes to VRF300 and on to the FW. In the FW, the rule base decides]

S
Vrf301 - i-sid 3301||whether traffic can reach 10. 1 0 or any other address outside Shared-U1

L

10.52.64.20
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Single Pane of Glass Management and Control
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Extreme Management Center ExtremeApplications

* Who/What is On is My Network:

— Device types
— OS types
— User profiles
— Authentications
— Reqgistrations
» Detailed Information On:
— End systems/user details
— Guest & BYOD
— Health (vulnerabilities, risks, etc)
— Switch and appliance info
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Secure Access and Control

Access Profile ~End-System End-System Events

< Refresh End

Access Control

User Name
AuthTy,

State: ACCEPT
Policy

Profile: Ex

Custom Data
None

iPhone

Access Type

AP Port:

Top Applications
YouTub MB
Twitter 2.99 MB
Outlook 1.15MB

Web 101 MB
0021 kB

Health

Registration
State: Not Registered




Actionable Analytics and Personalization




Actionable Analytics
and Personalization




Network and Application Analytics

+

10.54.116..

Dashboard Browser Application Flows Fingerprints Packet Captures Configuration Reports

Je In

Default @ Last Hour

Top Applications Top Servers for Tracked Applications L 2Vl Top Clients &7 %

Server Tracked Application Bytes Network Response Avg

3.44.123.164 - 141.90.143

)R ® » B 1

3M13T 1341415105
134141,

®

134.141.90.70
141

E

134141902
34141901

Application: All Response Time Bandwidth Totals Client Totals

1l

ALL 245 19

MWorld/Analytics-Sensor-41-Clients 2s

Operations LAEAPEE




o

360" View for Superior Quality of Experience S oA e
Visibility and Actionable Manage with a
Control Business Insights 360° View

- Extreme Management Center

ExtremeControl ExtremeAnalytics ExtremeManagement
ExtremeConnect

Simplify Operations and Gain Valuable Business Insights
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Extreme Networks Enables the Future of Healthcare

Applications > || meees oL LT LLEEE e EER
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J= Extreme’

Customer-Driven Networking

WWW.EXTREMENETWORKS.COM




