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Need for Security Platform

Sources:

1. Gartner, Craig Lawson

2. Global Workplace Analytics

3. The Third Annual Study on the State of Endpoint Security Risk, Ponemon Institute, 2020

According to Gartner

68% IT security 

professionals say 

their company 

experienced one or 

more endpoint 

attacks

Endpoint Protection Needed

Through 2021, 

99% of vulnerabilities 

exploited will continue to 

be ones known by 

security and IT 

professionals for at least 

one year.

Need for Cyber Hygiene

25-30% of the 

workforce will be 

working-from-

home multiple 

days a week by 

the end of 2021

Work From Anywhere

Global Workplace Analytics
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Email’s as a primary threat vector?

15X ↑
Increased use of 

“Misrepresentation” in Social 
Engineering-related incidents.

36%↑
Percent of breaches involving 
phishing, up from 25% YoY.

↑

BEC
58%

Percent of Business Email 
Compromise (BEC) attacks that 

were successful.

Statistics from Verizon Data Breach Investigations Report 2021.
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Email’s use as a primary threat vector?

58%

46%

10%

6%

8%

*Statistics from Verizon Data Breach Investigations Report 2021.

The Spoils*

$3.9M
Average cost of a data 

breach worldwide.**

10%↑
Percent of breaches 

involving ransomware, up 
from ~5% the prior year.*

**Ponemon Institute Cost of a Data Breach Report 2020.
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Lack of Visibility Vulnerabilities Attacks are fast moving

Endpoint Security Gaps

Sources:

1. The Cost Of Insecure Endpoints, Ponemon Institute, 2017 

2. Gartner, How to Respond to the 2018 Threat Landscape, Greg Young, 28 November, 2017

3. Breach Investigation Report, Verizon, 2018

87%

Most compromises

took minutes, or less

Through 2021, 

99% of vulnerabilities 

exploited will continue to 

be ones known by 

security and IT 

professionals for at least 

one year.

According to Gartner

63% of companies 

can not monitor off-

network endpoints, 

over half can’t 

determine endpoint 

compliance status 
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Cybersecurity Challenges

Users & Devices Networks Applications

Office

Plant

WFH

Travel

SD-WAN

Wi-Fi

5G

Cloud On 
Ramp

Switch

Data

Center

Cloud

SaaS

Edge 

Compute



7© Fortinet Inc. All Rights Reserved.

What to do?
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Cloud

ASIC/Appliance

Security-Driven Networking 
The Next Era of Networking and Security Convergence

Flexible, anywhere and anytime security
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BROAD
visibility of the entire digital attack surface to better 
manage risk

INTEGRATED
solution that reduces the complexity of supporting 
multiple point products

AUTOMATED
workflows to increase speed 
of operations and response

Fortinet Security Fabric

Q4FY19 v2.1
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Fortinet Fortigate – Next Generation Firewall 
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FortiOS Innovative Network Operating System
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Recognized Leader in Analysts’ Reports

Fortinet Recognized as a Leader 

2021 is 12th time included in this 

Magic Quadrant

Nov. 2021 Magic Quadrant™

for Network Firewalls
Sep. 2022 Magic Quadrant™

for SD-WAN

Fortinet placed highest in Ability to 

Execute two years in a row and 

Recognized for Completeness of Vision.

For Firewalls and SD-WAN

Oct. 2022 Forrester Wave 
Enterprise Firewalls

Fortinet named a Leader in the 

Forrester Wave

Fortinet #1 in three of five use cases 

including “Enterprise Data Center”, 

“Distributed Enterprise”

Jan 2022 Critical Capabilities 
for Network Firewalls
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Introducing FortiClient

Comprehensive end-point protection & security enforcement

Broad endpoint visibility

Endpoint compliance and vulnerability 

management

Proactive endpoint defense

Automated threat containment

Secure remote access

Easy to deploy and manage
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• Device information

• OS

• Co-relate multiple MAC

• FortiClient status

• Endpoint vulnerabilities

• Logged-in user

• User avatar

• Social IDs

• Online/off-line

• Endpoint events and logs

Risk Visibility
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Vulnerability Scanning
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Advanced Threat Protection
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FortiGuard Web Filter Database
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Internet

SAML

FortiClient EMS

Active Directory

FortiGateFortiAuthenticator

SSL / IPSec VPN Client

On Premises - Cloud - Hybrid

Data Center

SSL / IPSec VPN 
Gateway

FortiSIEM FortiAnalyzer

NOC-SOC / Central Management / Analytics

FortiManager

Teleworker Remote and Secure Access

Teleworker

Internet / SaaS

Direct-to-Internet 
for Cloud/SaaS 

Applications
Split Tunnel Support

FortiClient

Native OS VPN Support

FortiCASB

FortiToken

http://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/40351/adding-a-google-domain
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/24450/introduction
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/417328/adding-endpoints
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/392490/dynamic-policies-forticlient-ems
https://help.fortinet.com/fos60hlp/60/Content/FortiOS/fortigate-authentication/FSAE.htm?Highlight=FortiAuthenticator%20SSO
http://docs.fortinet.com/document/forticlient/6.2.3/xml-reference-guide/921514/log-settings
http://docs.fortinet.com/document/fortianalyzer/6.2.3/administration-guide/448471/creating-a-security-fabric-adom
http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
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Introducing FortiMail

Mail

Servers

FortiMail

Advanced anti-spam and antivirus filtering solution, with 

extensive quarantine and archiving capabilities.

Top-rated Antispam and Antiphishing

Independently certified advanced 

threat defense

Integrated data protection

Enterprise-class management

High-performance mail handling

Appliance Virtual 

Machine
Hosted Cloud
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Anti-Spam / Anti-Phishing

• FortiGuard Reputation Databases

• Cloud database query to identify know spam IP and content

• FortiGuard Antivirus, Outbreak, Anti-Spam and URL Filtering

• FortiGuard IP Reputation including Botnets

• Removes volumetric spam at low cost 

• Advanced Filtering Techniques

• Detects new spam and phishing campaigns using a variety of techniques

• Header Analysis

• Dynamic Heuristics

• Behavior Analysis

• Sender Reputation

• Suspicious Newsletter

• DKIM /  SPF / DMARC

• Greyware Scanning

• Targeted Attack Protection

• URI Click Protection

• Business Email Compromise - Impersonation Analysis
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Atak na polskie samorządy

Phishing podszywający się pod 

aktualizację oprogramowania BeSTi@ do 

zarządzania budżetami jednostek 

samorządu terytorialnego.

niebezpiecznik.pl
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• Impersonation analysis is part of a 
FortiMail antispam profile

• Prevents whaling attacks where the 
email of a company executive is 
spoofed by mapping a display name to 
the correct email address

• Two types of mapping:

• Manual: Manually entering entries and 
creating impersonation analysis profiles

• Dynamic: FortiMail learns entries 
dynamically using the mail statistics service

• The default mapping type is manual

Impersonation Analysis
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Targeted Attack Prevention

• Content Disarm & Reconstruction

• Select URI category to strip when disarming HTML

• Select a URL filter to selectively disarm URLs in 
CDR

• Password Decrypt Office Docs

• Password decryption of archives, PDF and Office 
docments

• Passwords automatically identified

• Common password list

• Admin defined password list

• Detect passwords in email body

Remove macros

Neutralize URLs

Remove embedded 

content
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