==:RTINET

Ochrona pracownikow i przedsiebiorstw
przed gtownymi wektorami cyberataku

Grzegorz Catun

Technical Solutions Engineer — Arrow ECS



Need for Security Platform

99% of vulnerabillities
exploited will continue to

68% IT security

be ones known by L professionals say
security and IT their company
professionals for at least experienced one or
one yeatr. more endpoint
attacks
Need for Cyber Hygiene Work From Anywhere Endpoint Protection Needed

Sources:

1. Gartner, Craig Lawson

2. Global Workplace Analytics

3. The Third Annual Study on the State of Endpoint Security Risk, Ponemon Institute, 2020
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Email’s as a primary threat vector?

BEC

D N
%J,

15x1 RGN S58%

\.
Increased use of Percent of breaches involving Percent of Business Email
“Misrepresentation” in Social phishing, up from 25% YoY. Compromise (BEC) attacks that
Engineering-related incidents. were successful.

Al
=== Statistics from Verizon Data Breach Investigations Report 2021. © Fortinet Inc. All Rights Reserved.




Email’s use as a primary threat vector?

The Spoils*
Credentials -
Personal
Medical
Bank EI%

Internal YA

Payment

Other I

E:E *Statistics from Verizon Data Breach Investigations Report 2021.
*Ponemon Institute Cost of a Data Breach Report 2020.

10% 7T $3.9M

Percent of breaches Average cost of a data
involving ransomware, up breach worldwide.**
from ~5% the prior year.*
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Endpoint Security Gaps

INSTITUTE According to Gartner

Through 2021,

63% of companies 999% of vulnerabilities

can not monitor off- exploited will continue to
network endpoints, be ones known by

over hqlf can’t . security and IT
determine endpoint professionals for at least
compliance status one year

Lack of Visibility Vulnerabilities

Sources:

1. The Cost Of Insecure Endpoints, Ponemon Institute, 2017

2. Gartner, How to Respond to the 2018 Threat Landscape, Greg Young, 28 November, 2017
3. Breach Investigation Report, Verizon, 2018
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8 7%

Most compromises
took minutes, or less

Attacks are fast moving




Cybersecurity Challenges
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What to do?



IN THIS CORNER We HAVE

FIREWALLS, ENCRYPTION,
ANTIVIRUS SOFTWARE ,ETC -
AND IN THIS CORNER,

| We HAve DAVe//
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Security-Driven Networking
The Next Era of Networking and Security Convergence

>

Cloud

WIDE AREA NETWORK
N ETWORKING SECURITY

ASIC/Appliance

Flexible, anywhere and anytime security




Fortinet Security Fabric

BROAD
visibility of the entire digital attack surface to better
manage risk

INTEGRATED
solution that reduces the complexity of supporting
multiple point products

AUTOMATED
workflows to increase speed
of operations and response

=-= Q4FY19 v2.1

Threat Intelligence

© Fortinet Inc. All Rights Reserved.



Fortinet Fortigate — Next Generation Firewall
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FortiOS Innovative Network Operating System ‘

Network Processor Accelerated

Abstraction layer
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Azure Marketplace Apps Consulting Services Search Marketplace

Products » Fortinet FortiGate Next-Generation Firewall

Fortinet FortiGate Next-Generation Firewall < savetomyis

Fartinet
% 3.6 (5 ratings)

B Preferred salution

Overview Plans Ratings + reviews

Get It Now

FortiGate NGFW improves on the Azure firewall with complete data,
Test Drive application and network security

What's Test Drive? ry FortiGate free for 30 days by selecting pay-as-you-go (PAYG)"} F::ATINET

Test Drive duration

Fortinet's FortiGate Next Generation Firewall (NGFW) provides state-of-the-art protection
3 hours

and automated management for consistent policy enforcement and visibility. To identify FortiG ALe
and mitigate the latest threats, FortiGate includes application-aware network security, VPN S t ] t

Pricing information (SSL or IPSec), SD-WAN, virus and malware protection, IPS, and Web filtering, along with e .up u

Costof deﬁlc‘ﬁd template advanced features such as an extreme threat database, vulnerability management. and flow-

components

g’ based inspection.

Categories \

Compute - - - . p - - ]

Networki FortiGate MGFWs seamlessly integrate with Al-driven FortiGuard and Fortisandbox services

WETWOrkKing .

Security B to protect against known and zero-day threats. Consider using with FortiManager for R I
centralized security management and FortiAnalyzer for log analytics.

Support

|5-|LIFP:'_- i ',:.‘ . = . T = /e 2 2 : - =

P Select the plan above to start the step-by-step guide through setting up network and . -'-3,4""0- ] S=taer ‘| . g =
Legal resource groups, public IP addresses, pre-defined configurations, and more, - i

License Agreement
Privacy Policy

FortiGate delivers:
* End-to-end security across the full attack surface in the cloud deployment

* Top-rated security validated by third-party testing
* Protection of Docker/container environments while inspecting application traffic
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FortiGate Azure Virtual Machine Deployment
Guide

Article = 1172272022 = 7 minutes to read - 3 contributors ¢y Feedback

In this article

Redeem the FortiGate License
Downlead Firmware

Deploy the FortiGate VM

Create a Second Virtual NIC for the WM

Show 2 more

Using this deployment guide, you will learn how to set up and work with the Fortinet FortiGate next-generation firewall
product deployed as an Azure Virtual Machine. Additionally, you will configure the FortiGate SSL VPN Azure AD Gallery
App to provide VPN authentication through Azure Active Directory.

Redeem the FortiGate License

The Fortinet FortiGate next-generation firewall product is available as a virtual machine in Azure infrastructure as a service

(laaS). There are two licensing modes for this virtual machine: pay-as-you-go and bring-your-own-license (BYOL).

If you have purchased a FortiGate license from Fortinet to use with the BYOL virtual machine deployment option, redeem

it from Fortinet's product activation page — https://support.fortinet.com . The resulting license file will have a .lic file

17
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Home

RTINET
DOCUMENTS

LIBRARY

Product Pillars Best Practices Hardware Guides Product A-Z

> FortiGate Public Cloud 7.2.0 > Azure Administration Guide

Coarch

n Document

Azure

Administration Guide

@ About FortiGate-VM for Azure

© Deploying FortiGate-VM on Azure
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) Azure services and components

) Deploying FortiGate-VM from a VHD image file

Deploying FortiGate with a custom ARM template
Deploying FortiGate-VM using Azure PowerShell
Deploying FortiGate-VM on regional Azure clouds
Deploying FortiGate-VM from the marketplace

Enabling accelerated netwaorking on the
FortiGate-\Vii

Upgrading FortiOs

Deploying autoscaling on Azure

Single FortiGate-VM deployment

for FortiGate-VM on Azure

SDN connector integration with Azure
SDN connector in Azure Stack

VPN for FortiGate-VM on Azure
Azure AD acting as SAML IdP

Azure Sentinel

Deploying FortiGate-VM on Azure

You can deploy FortiGate-VM next generation firewall for Azure as a virtual appliance in Azure cloud (infrastructure as a senvice). See Single FortiGate-VM
deployment.
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Azure Marketplace Apps Consulting Services

Search Marketplace

Browse apps
Get Started

Analytics
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Fortinet Fortinet FortiGate Mext- Fortinet FortiSIEM - SIEM Fortinet FortiGate Mext- Fortinet FortiGate for

FortiAuthenticator 1D...
By Fortinet

Accsss Management establizhing
dentity for the Fortimet Security
Fabric

Bring your own license

Get it now o2

Fortinet FortiWeb Cloud
WAF as a Service

By Fr et

Defend against known and zero-
day threats with machines
leaming-enhanced web app and
AP protection

> % % w2

Egarts o

Free

Get it mow ':::J

Fortinet FortiADC
Application Delivery...

By Fortinet

LW T TR e (R - p—pp—

Generation Firewall
By Fortinet

FortiGate MGFW improves on the
Azure firewall with complete
data, application and network
SECurity

.0 & & S g
Price varies Jﬁ

Test Drive o2

Fortinet FortiGate
By Micrasaft Sentinel, Miorasaft Carp

Fortinet FortiGate

Price varies

Get it mow ':::J

Fortinet FortiWeb Web
Application Firewall...
By Fartinet

. ) P R e PR Spp——

& Analytics
By Fartinet

Fortinet FortiSIEM provides
multi-vendor SIEM, Analytics,
Reporting and Alerting

Bring your own license

Get it now o2

Fortinet FortiSandbox
Lero-Day Threat...
By Fartinet

Zero-day Malware Protection for
Your Cloud and Hybrid
Worldoads

% W i

Bring your own license

Free software trial ':::J

Fortinet FortiRecorder -
Video Surveillance
By Fartinet

| T L ————— S————

Generation Firewall {WM)
By Fortinet

FortiGate Mext-Generation
Firewsll delivers complete
content and network protection

e de e e 120)

Lrorts ar

50.36/hour

Free software trial 77

Fortinet FortiWeb Web
Application Firewall WA...
By Fortinet

Al-based, multi-layerad
protection for web-based
applications

Ltarts at

50.6975/hour

Free software tria ':::J

Fortinet FortiMail -
Secure Email Gateway
By Fortinet

iy’ W Ry —— (S " S————

Azure Virtual WAN
By Fortinet

FortiGate Secure SD-WAN with
Firewall im Virbeal WaMN Hub

Plgns savt ot

Free

Get it now o2

"

Fortinet FortiWeb Cloud
By Microsoft Sentnel, Microsoft Corp

Fortinet FortiVWeb Cloud

Price varies

Get it now ':::J

Fortinet FortiProxy Secure
Web Gateway

By Fortinet
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Recognized Leader Iin Analysts’ Reports
For Firewalls and SD-WAN

Nov.

2021 Magic Quadrant™

for Network Firewalls

ABILITY TO EXECUTE

COMPLETENESS OF VISION

As of August 2021 @ Gartner, Inc

Fortinet Recognized as a Leader
2021 is 12t time included in this

Magic Quadrant

Sep. 2022 Magic Quadrant™

for SD-WAN

Fortinet placed highest in Ability to
Execute two years in a row and

Recognized for Completeness of Vision.

Jan 2022 Critical Capabilities

for Network Firewalls

Analysis
Critical Capabilities Use-Case Graphics

Vendors' Product Scores for Enterprise Data Center Use Case

s » B

Forrester Wave™: Enterprise Firewalls, Q4 2022

Fortinet #1 in three of five use cases
including “Enterprise Data Center”,
“Distributed Enterprise”

© Fortinet Inc. All Rights Reserved.

Oct. 2022 Forrester Wave

Enterprise Firewalls

THE FORRESTER WAVE™
Enterprise Firewalls
Q4 2022
Strong
Challengers Contenders Performers Leaders
Stronger
current
offering
A
@ Gisco
Juniper Networks (+)
Barracuda Networks
WatchGuard (- g)
Eetaad 4 ) SonicWall
() Forcepoint
Weaker
current
offering

B Stronger strategy

Weaker strategy

Market presence

OO0

Fortinet named a Leader in the
Forrester Wave
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Introducing FortiClient

@ Comprehensive end-point protection & security enforcement

Broad endpoint visibility

f— Endpoint compliance and vulnerability Q FortiClient - Compliant
:o m an ag e m e nt Kunal Marwah v
COMPLIANCE & TELEMETRY fl\\f:; Compliant with Security Fabric
© Connected | Disconnect | =
@ Proactive endpoint defense
E—ﬁé Compliance Policy
9 . View C Ru
9-9-0  Automated threat containment
00 @ Centrally Managed by EMS
© Connected =

(n)
0-’0\-0 Secure remote access

oo
O
@Qﬁ Easy to deploy and manage
E:E © Fortinet Inc. All Rights Reserved.
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Risk Visibility

FortiGate 1500D NGFW-PRI

I Favorites

2 Main dashboard

Physical Topology *

Managed FortiSwitch

FortiClient Monitor

Firmware
@ Dashboard >
¥ Security Fabric >
W FortiView »
F Network >
& System >
B Policy & Objects >
& Security Profiles >
Qven >
& User &Deviee >

® WiFi & Switch Controller >
9 Log & Report >
€ Monitor >

~ | & |[Qsearch

HA Active-Passive

mP

ISFW-PRI

ISFW-BKP

FortiMail

FortiMail-Remote

Win10Vuln

192168.115.52

fin10-Vuln

& Registered

(22120 Lol s ]
00:0c:29:9b:40:4e

© ACCFIN (8 FS108D3W16001218; port4) |

Windows /10
B NGFW-PRI
-0 1SFW-PRI
1 |SFW-Finance

B ACCFIN

58 00:0c:29:9b:0:4e
37
273MB —

© Fortinet Inc. All Rights Reserved.

* Device information

* OS
» Co-relate multiple MAC

FortiClient status
Endpoint vulnerabilities
Logged-in user

User avatar

Social IDs
Online/off-line

Endpoint events and logs




Vulnerability Scanning

@& Dashboard

FortiClient Status
Vulnerability Scan
Lo Endpoints

4 Quarantine Management
% Software Inventory

[ Endpoint Policy

[& Endpoint Profiles

& Manage Installers

s Policy Compenents

B Telemetry Gateway Lists
B Compliance Verification
& Administration

£ System Settings

=_= FortiClient Endpoint Management Server

WOV W Y Y VY Y Y Y Y

Current Vulnerabilities Summary

Total 51
View 53 Operating System
0

Third Party App Senice

Top 10 Vulnerable Endpoints With High Risk Vulnerabilities

WINT-X86 18

Windows10-PC

1 1
Browser Microsoft Office
0 0
User Config Other

21

Endpeint Scan Status

~ Sec%red

Total
2

Vulnerable

Top 10 Vulnerabilities

. Cumulative Security Update of ActiveX Kill Bits

. Security Update for Windows Shell to Address Remote Code Execution

. Vulnerabilities in .NET Framework and Silverlight Could Allow Remote Code Execution
. Vulnerabilities in .NET Framework Could Allow Remote Code Execution

. Wulnerabilities in Microsoft Graphics Component Could Allow Remote Code Execution
. Vulnerabilities in Microsoft Windows Could Allow Elevation of Privilege

@ Vulnerabilities in Windows Kemel-Mode Drivers Could Allow Remote Code Execution
. WVulnerabilities in Windows OLE Could Allow Remote Code Execution

. Wulnerability in .MET Framework Could Allow Elevation of Privilege

© Fortinet Inc. All Rights Reserved.
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Advanced Threat Protection

E:':' FortiClient Enterprise Management Server

Workgroups

L Googie Domy
4 Cuanantine M

£ Software Inve
G Encpoint Prol
L8 Profie Comp:
3 Gateway Ust
& Administeatio

© System Setti

L8 Encponts
Al Endpoint
Manage Den
Domars

Workgrougs

(8 Encipoint Pre
(8 Protée Comg
L8 Gateway Us
W Aamirasrat
© Systern Setti

S FortiClient Enterprise Management Server

* @ L666xpaxe (High Risk)

E:E FortiClient Enterprise Management Server

* Process Tree

L2 Encpaints v
Al Endpoints
Domairs > G — > : oeoiash dfotaird
Worgroups v :
= IMSCOISVW Sxe

L2 Google Domains
2 Quarantine Maragement
% Software rventory
L8 Endpoint Profdes

O

MSCOSVW A0

L8 Profie Components

L4 Gateway Lats
IMSCOMNRW S

W Admisisration

© System Settings

VWA, W VNS, W

Details

Process Information Memory Operation | Network Operation

D 1544

Fie Path KCURRENTPATHR \toader axe

File Typo pot

CMO Line < \work\tioader exe "¢ \work\ 403530244 237770947 1 pdf* 55000
MD5 4940872t 44d3ccactabb 10d ] 244039

Detall Executable dropped dil/yys file(s) to system directory
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FortiGuard Web Filter Database

FortiClient Endpoint Management Server

_ {3 Web Filter ®
A Quarantine Management =

Default

@ Software Inventory

>
>
>
>
>

E Endpoint Palicy

@ Site Categories @

L8 Endpoint Profiles @ Client Web Filtering When On-Net

Manage Profiles @ Log All URLs

@ Log User Initiated Traffic

@ Enable Web Browser Plugin for Web Filtering

X Manage Installers

Check User Initiated Traffic Only

[ Policy Components
@ Enable Safe Search
B Telemetry Gateway Lists

E Compliance Verification & Site Categories

& Administration
Adult/Mature Content

L A . S . .

£ System Settings
Bandwidth Consuming

General Interest - Business
General Interest - Personal

Potentially Liable

© Fortinet Inc. All Rights Reserved.

Adult/Mature Content
Abortion

Advocacy Organizations
Alcohal

Alternative Beliefs
Dating

Gambling

Lingerie and Swimsuit
Marijuana

Mudity and Risgue
Other Adult Materials
Pornography

Sex Education

Sports Hunting and War Games

Tobacco

Weaannne Ralac



Teleworker Remote and Secure Access

LogMe(@®
Bl internet/ SaaSs
(] Office365 % Dropbox

FortiCASB

FortiSIEM FortiAnalyzer FortiManager
IE@ Direct-to-Internet
E Applications
. . Split Tunnel Support
Active Directory SAML SSl IPSecVEN SSL / IPSec VPN Client
L. m Gateway > Internet <
=] —— - ~ [©]
g [E
FortiAuthenticator FortiGate . Q

*—+

» <
> <

FortiClient EMS

On Premises - Cloud - Hybrid
Data Center

© Fortinet Inc. All Rights Reserved.

Teleworker

FortiClient
FortiToken

Native OS VPN Support

E

=
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http://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/40351/adding-a-google-domain
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/24450/introduction
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/417328/adding-endpoints
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/392490/dynamic-policies-forticlient-ems
https://help.fortinet.com/fos60hlp/60/Content/FortiOS/fortigate-authentication/FSAE.htm?Highlight=FortiAuthenticator%20SSO
http://docs.fortinet.com/document/forticlient/6.2.3/xml-reference-guide/921514/log-settings
http://docs.fortinet.com/document/fortianalyzer/6.2.3/administration-guide/448471/creating-a-security-fabric-adom
http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started

Introducing FortiMail

Appliance Virtual Hosted Cloud
Machine

Advanced anti-spam and antivirus filtering solution, with

i

<30
30

extensive quarantine and archiving capabilities.

URI Click Protection

Top-rated Antispam and Antiphishing

Content Disarm & Reconstruction

Independently certified advanced
threat defense

URI and Attachment Sandboxing

Mail -
Servers &

Integrated data protection

== FortiMaiI'

Internﬁt)

Enterprise-class management

High-performance mail handling

©

100
VIRUS

@Iabs @I

Wn!m SPAM W ANT

abs

© Fortinet Inc. All Rights Reserved. 28



Anti-Spam / Anti-Phishing

FortiGuard Reputation Databases

» Cloud database query to identify know spam IP and content
FortiGuard Antivirus, Outbreak, Anti-Spam and URL Filtering
FortiGuard IP Reputation including Botnets

* Removes volumetric spam at low cost

Advanced Filtering Techniques

» Detects new spam and phishing campaigns using a variety of techniques
Header Analysis
Dynamic Heuristics
Behavior Analysis
Sender Reputation
Suspicious Newsletter
DKIM / SPF/DMARC
Greyware Scanning

Targeted Attack Protection
« URI Click Protection

* Business Email Compromise - Impersonation Analysis

© Fortinet Inc. All Rights Reserved.

Fortinet FortiMail contd.
Final score: 99.997 @
Project Honey Pot SC rate: 99.995%

VERIFIED

Abusix SC rate: 99.9994%
Mewsletters FP rate: 0.0%

virusbtn.com
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Atak na polskie samorzady

Phishing podszywajacy sie pod
aktualizacje oprogramowania BeSTi@ do
zarzgdzania budzetami jednostek
samorzadu terytorialnego.

From: Pomoc BeSTi@ [mailto...@budzetjsf.pl]
Sent: Monday, March 17, 2014 8:49 AM
To:...
] ]

Subject: Aktualizacja systemu BeSTi@ do wersji 3.02.012.07

Witamy,

Pragniemy poinformowad, iz dnia dzisiejszego zostata udostepniona nowa
aktualizacja do systemu BeSTi@ w wersji 3.02.012.07.

Aktualizacja usuwa btedy zwigzane z bezpie nstwem bazy danych oraz
poprawia problem z podpisem elektronicznym sprawozdan.

i bezpieczernstwa aktualizacja nie jes

menu programu BeSTia, nalezy przeprowadzic jg recznie.

Ponizszy plik “Bestia.3.02.012.07” nalezy zapisac¢ na pulpicie [ub w

niebezpiecznik.pl . - . S .

innym miejscu a nastepnie go uruchomicé co spowoduje zainstalowanie
uaktualnienia do systemu BeSTi@.
hxxp://budzetjsf.pl/Update/BeSTia/Bestia.3.02.012.07.exe
Instalacja nie powinna zajgc¢ wiecej niZz minute.
Dziekujemy i przepraszamy za niedogodnosci
Sputnik Software
tel. 61 622 00 60

AR
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B wyborcza.pl
TECHNOLOGIE

Swezt Miasta Opinie Gospocdarka Mauk: Tech Xultura Sport Clessic Megezyny Zdrowie Widec Wysokie Obcasy Skologis Fremumerstz  Wigce

lechnologie

Atak hakeréw na poczte Outlook. Do skrzynek mieli dostep przez
trzy miesiace [CZYTNIK]

NAICZESCIE] CIYTANE

" ENS  DiS traci wastamich

o3 sondaiach pre
wybormnui

czytnik

Jesli masz poczte na Outlooku, lepiej uwaznie czytaj
przychodzgce maile. Microsoft poinformowal o ataku
hakerskim na swoje skrzynki pocztowe - hakerzy mieli
do nich ograniczony dostep przez trzy miesigce.
Uzytkownicy mogg teraz odbierac¢ maile, ktore maja
za zadanie wyludzic¢ wrazliwe dane.
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Wiadomosci spam podszywajace sie pod Urzad
Skarbowy

Od wczoraj trwa kampania spamowa, w ktorej cyberprzestepcy podszywaja sie pod Urzad Skarbowy.

Wszystkie wiadomosci majg ten sam temat - INFORMACJA O ZAMIARZE WSZCZECIA KONTROLI
SKARBOWE]. Tres¢ wiadomosci informuje o rzekomej kontroli skarbowej, jednak tekst ma sporo
btedow.

Wiadomosc¢ spam:

0d Urzad Skarbawy <benasoyvnanyfdo2.pl>
lemat | INFORMACIA ZAMIARZE WSZCZECIA KONTROL SKARBOWES |

CDinta 2089-02-25 D8:26:38

Unquhfbcmyodczyhcuwndmmco yowac k 1w dniu 18.04.2019¢ Wob:chhmozhwowmwamhomhu
telefonicznego w dniach 4.7.04 2019r nne 1 ika w jego siedzibie w dniu 6 04 2019r w celu 1 li Urzad
Skarbowy w termin u29002019r o godz. 9.00.

Jednoczesnie Urzqd Skarbowy informuje, ze zgodmie z art. 92a ustawy z dnia 13 pazdziermka 1998r. (Dz. U. z 2007 r, Nr 11, poz 74 z pbzn. zm ) w
z\uqzhun SOnst lnsuwythpca’OMromobodz:ednaulmnMcuj(Dz U. z2007 r.. Nr 155, poz. 1095 z poznn. zm )

je 518 w ot B lubusobymumepwwwumj Oznacza to ze W wyze] Wymienionym terminie jest
Pm?uzobummdoobmanmlbtswml’myx D 1 v Z msp Ponadro zgodny zan.SOnn 3 ustawy o
P } jest PaniPan 1azuje do pi k ta osoby up ione; do rep: PaniPana w trakeie
kontrols, w szezegolnosct w czasie Pany/Pana meobecnoscs.
Jest Pani/Pan zobowiazansa do przyg: kich potrzebnych dok qzanych z p d: przez Pani'Pana Firm wymienionych w
zalgezniku(dokumenty.sar).
Nicobecnosc PaniPana moze zostac uznana za stan WyCZerpuy wyk kreslonego w art. 98 ust. 1 pke 3 ustawy z 13 pazdziernika 1998 .

Mz U, z2007 1, Nr 11, poz. 74 z pozn. zm )

INSPEKTOR KONTROLI

Zeqeenic dokumenty.tar

- Wiadomos¢ zawiera zatacznik o nazwie dokumenty.tar. Po rozpakowaniu archiwum otrzymujemy

ztosliwy skrypt VBS o nazwie dokumenty_100780911.vbs.

32



Impersonation Analysis

* Impersonation analysis is part of a
FortiMail antispam profile

* Prevents whaling attacks where the
email of a company executive is
spoofed by mapping a display name to
the correct email address

« Two types of mapping:

« Manual: Manually entering entries and
creating impersonation analysis profiles

« Dynamic: FortiMail learns entries
dynamically using the mail statistics service

The default mapping type is manual

Impersonation Profile

Profile name

Domain

Impersonation m
+ New...
~ 1 Records per page | 50 -
Display Name Pattern Pattern Type Email Address
Ken Xie Wildcard ceo@acmecorp.net
38
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Targeted Attack Prevention

« Content Disarm & Reconstruction
» Select URI category to strip when disarming HTML
« Select a URL filter to selectively disarm URLS in
CDR
« Password Decrypt Office Docs

« Password decryption of archives, PDF and Office
docments
« Passwords automatically identified
« Common password list
* Admin defined password list
* Detect passwords in email body

Remove macros

[ I R N example.docm - Microsoft Wort - [m] s
Home Insert Page Layout References Mailings Review - @
[B Cover Page ~ :_l El@ Ll_‘}\ T2 smartart &, Hyperlink A—| [E QuickParts - @~ TT Equation -
i d

| Blank Page B8 fillg chart 4 Bookmark Awordan - [ | €2 symboi -

- Table | Picture Clip Shapes Tt o

¥= Page Break E Art « (a3 Screenshot ~ | [f) Cross-reference | [+] Page] er™ | Box- 2= DropCap~ hgd-

Page: Tables llustrations Links Text Symbols
[v] ; IO S G S R R S-SR SR A I SIS KR ST - T SIS GRS (XA, SO s - D |
L] £ - - : - - - £ - - - ; -

| &

DOCM test file
~ Purpose: Provide example of this file type
Document file type: DOCM

': Version: 1.0 Neutrallze URLS
9 Remark:
: Example content: hitps.//www playboy.com /

- Remove embedded

/ content

my

FITRINRra

The names "John Doe" for males, "Jane Doe" or "Jane
Roe" for females, or "Jonnie Doe" and "Janie Doe" for
3 children, or just "Doe" non-gender-specifically are used as " S v
placeholder names for a party whose true identity is un-
known or must be withheld in a legal action, case, or dis- £
= cussion. The names are also used to referto acorpse or 3
hospital patient whose identity is unknown. This practice is

= tries including the United Kingdom itself, from where the use of "John Doe" in a legal context origi-
nates. The names Joe Bloggs or John Smith are used in the UK instead, as well as in Australia and

widely used in the United States and Canada, but is rarely used in other English-speaking coun-

New Zealand.

Page:10f2 | Words: 425 | <35 English (US) | 22 | [Eles == 100 o) 7 @)
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Kolejna duza kampania spamowa. Zobacz co mogto
trafi¢ do Twojej skrzynki!

Od poczatku tygodnia obserwujemy duzg kampanie spamowg. Cyberprzestepcy rozsytajg
wiadomosci spam o réznych tematach i tresci. Wiadomosci podszywajg sie pod popularne firmy oraz

instytucje, m.in. Ministerstwo Finanséw, ZUS, TAX CARE, PZU, Play, Castorame.

Ponizej znajduje sie przyktadowa wiadomos¢ spam podszywajgca sie pod Ministerstwo Finanséw.

Wiadomos¢ zawiera zalgcznik o nazwie faktura2802.tar

Ministarstvo Finansdw <olagoletycsacoZ.pl>

do ziozenia wyj

Na podstwawie art.274a par.2 ustawy z dnia 29.08.1997r. Ordynacja pedatkowa (Dz.U.z 2012r.poz 749 za zam.yw mysl ktdrego w razie watpliwosci co do
poprawnosci zlozonej deklaracji organ podatkowy moze wezwac do udzielenia . w wyznaczonym terminie niezebdnych wyjasnien lub uzupelnienia
deklaracy

Po analizie dokumentow wystawionych przez panstwa firme winika, iz w 2017 roku wystapil blad w deklaracp

Ponziej znajda pan. w ktorym znajduje sie dokumentacja dotyczaca wyzej wynuenionego roku podatkowego.

Prosimy ustosunkowac sie droga emailowa w terminie 7 dni od otrzvmania niniejszego pisma.

W przypadku braku kontaktu zostanie wszczete postepowanie w trybie art. Ordynacjt Podatkowej oraz zastosowana kara Kodeksu Kamego Skarbowego.

Ministerstwo Finansow
ul. Swietokrzvska 12
00-016 Warszawa

NIP: 5260250274
REGON: 000002217
godz. pracy 8:15 - 16:15
amn

"
faltura2802.tar
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