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Wady tradycyjnego modelu budowy infrastruktury

: . Trudna implementacja ustug
Bezpieczenstwo na

brzegu

Blokowanie potgczen STP

Przy dwéch osrodkach stopien

Staba skalowalnosé skomplikowania rosnie




Architektura spine-leaf - model EVPN
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1. Potaczenia fizyczne

hostname spine201

interface loopbackO
ip address 10.10.10.201/32
ip router ospf UNDERLAY area 0.0.0.0

router ospf UNDERLAY
router-id 10.10.10.201

interface Ethernetl/ls
description Leafl01l S

mtu 9192 Sso
ip address 10.1.1.1/30 Sso
ip ospf network point-to-point \\~

ip router ospf UNDERLAY area 0.0.0.0 p

ip pim sparse-mode

\

hostname leaflOl

interface loopback0
ip address 10.10.10.101/32
ip router ospf UNDERLAY area 0.0.0.0

router ospf UNDERLAY /

router-id 10.10.10.101 ¢

interface Ethernetl/1 /
description Spine201 E1/1 /
mtu 9192 j’
ip address 10.1.1.2/30 /
ip ospf network point-to-poijnt
ip router ospf UNDERLAY are& 0.0.0.0
ip pim sparse-mode ,,

| 4

interface Ethernetl/2 E1/1

description Spine202
mtu 9192
ip address 10.1.1.6/30
ip ospf network point-to-point
ip router ospf UNDERLAY area 0.0.0.0
ip pim sparse-mode

[ /

hostname spine202

interface loopbackO
ip address 10.10.10.202/32
ip router ospf UNDERLAY area 0.0.0.0

router ospf UNDERLAY
router-id 10.10.10.202

interface Ethernetl/1
description Leafl101
mtu 9192
ip address 10.1.1.5/30
ip ospf network point-to-point
ip router ospf UNDERLAY area 0.0.0.0
ip pim sparse-mode




2. Multicast

hostname spine201

interface loopback254
ip address 10.254.254.1/32
ip router ospf UNDERLAY area 0.0.0.0
ip pim sparse-mode

ip pim anycast-rp 10.254.254.1 10.254.254.201
ip pim anycast-rp 10.254.254.1 10.254.254.202

ip pim rp-address 10.254.254.1
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hostname spine202

interface loopback254
ip address 10.254.254.1/32
ip router ospf UNDERLAY area 0.0.0.0
ip pim sparse-mode

ip pim anycast-rp 10.254.254.1 10.254.254.201
ip pim anycast-rp 10.254.254.1 10.254.254.202

ip pim rp-address 10.254.254.1

-

\

\
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hostname leafl01

ip pim rp-address 10.254.254.1
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3. Control-Plane MP-BGP

hostname spine201

router bgp 65500
router-id 10.10.10.201
neighbor 10.10.10.0/24 remote-as 65500
update-source loopbackO
address-family 1l2vpn evpn
send-community both
route-reflector-client

hostname spine202

router bgp 65500
router-id 10.10.10.202
neighbor 10.10.10.0/24 remote-as 65500
update-source loopbackO
address-family 12vpn evpn
send-community both
route-reflector-client

[

A\

hostname leafl01l

router bgp 65500
router-id 10.10.10.101

neighbor 10.10.10.201 remote-as 65500
update-source loopbackO
address-family 12vpn evpn

send-community both

neighbor 10.10.10.202 remote-as 65500
update-source loopbackO
address-family 12vpn evpn

send-community both




4. Tunele VXLAN LZ

hostname leafl01l

vlan 101
vn-segment 30001

evpn
vni 30001
rd auto

route-target both auto

interface loopbackl

/]  ip address 10.200.200.101/32 §
ip router ospf UNDERLAY area 0.0.0.0 p

S interface nvel

S source-interface loopbackl
host-reachability protocol bgp
member vni 30001

mcast-group 239.239.239.1
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5. Brama domyslna i L3

! Na kazdym Leaf
fabric forwarding anycast-gateway-mac 0002.0002.0002

interface VlianlOl
mtu 9192
vrf member VRF-A

ip address 20.0.0.1/24 tag 50001
fabric forwarding mode anycast-gateway

F

hostname leafl01l

vrf context VRF-A
vni 50001
rd auto
address-family ipv4 unicast
route-target both auto
route-target both auto evpn

interface V1an5001
mtu 9192
vrf member VRF-A
ip forward
no ip redirects

interface nvel
member vni 50001 associate-vrf

router bgp 65500
vrf VRF-A
address-family ipv4 unicast
advertise 1l2vpn evpn
redistribute direct route-map TAG

route-map TAG permit 10
match tag 50001




Architektura leaf-spine - model ACI

Kontroler zarzadza kompletng infrastrukturg
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Cisco Application Centric Infrastructure
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Konfiguracja, monitoring, troubleshooting

Hmm
cisco

APIC

Dashboard |

System Tenants Fabric

QuickStart |

Controllers | System Settings | Faults |
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| Events |

Admin
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Zoom
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» Name POD ID Type Health Score
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Cisco Application Centric Infrastructure
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Bezpieczenstwo w ACIH

Internet Ustugi L4-L7

Ustugi L4-L7



Bezpieczenstwo: Czym jest mikrosegmentacja”

Segmentacja Mikrosegmentacja

Mikro-Segment 4

Mikro-Segment 2

Segment 2
Segment 2

S T Seoment 1
Segment 3 =t

e

Segment 1

E EN BN
Mikro-Segment 1 Mikro-Segment' 3

Mikro-Segment = Urzadzenie koricowe lub
[ grupa urzadzen koncowych
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Cisco ACI
Profil aplikacji - polityki w akcji

Klienci

zewnetrzhy

VM

l Kontrakt l Kontrakt

Klasyfikator Akcja Klasyfikator Akcja
HTTP/HTTPS Service Insert NVA\V/AN Allow
— . »

EPG = End-Point Group-a = (u)Segment
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Model logiczny aplikacj

Application Profile - Aplikacjal

Contract E! A;‘X Baremetal VMware Microsoft Snm OpenStack Kubemetes Cloud OpenShift Layer2 Layer 3 Layerd4-7
sg, EPG Foundry et
......
.....
.....

e e “ e e
SharedL3_Ct(imp... App_Contract DB_Contract Mgmt_Contract
(DC_prod DC_prod) (DC_prod (DC_prod)

Web_EPG 4
(Aplikacia1) DB_EPG App_EPG w
' (Aplikacja Aplikacial

C 0O a
>0 3
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Stats

00
Health Faults History
Gl =
00000

Relation Indicators

Configured ;.‘ Operational

Show All :" On Click

Provider

Consumer

Provider (From Master)
Consumer (From Master)

Master EPG

- segmenty | kontrakty

Zmiany polityk bezpieczenstwa
wymagajg jedynie zmian w
kontraktach i/lub filtrach

Propagacja zmian wszystkich
powigzanych aplikacji i w catej
sieci odbywa sie automatycznie
I natychmiast

Usuniecie filtru oznacza
automatyczne usuniecie go ze
wszystkich urzgdzen. Znika
problem utrzymanie ACL na
kilkudziecieciu urzgdzeniach

Co nie jest dozwolone jest
zabronione



Cechy rozwigzania Cisco ACI
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Owartosc: Dotgczanie systemow do fabryki Cisco ACI

Swiat Data Center jest bardzo réznorodny. ACl w sposéb spajny pozwoli go obstuzyc.
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BareMetal KVM  Azure ESX1 Kubernetes Docker Openshift HyperV  pivotal Mesosphere g Openstack  pyper Convergence
Stack | Software Defined Storage



ACI Cloud/Multi-cloud

ACI Multi-Site - NDO

B

Site A

Site B

Q APIC APIC APIC APIC
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ACI - On Premise
Consistent Network and
v Policy across clouds
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ACI| Extension to Cloud

Multi-Site/NDO
l On-Premises D Public Clouds l
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---------------------------------------------------- \ Azure Region

Consistent Policy Enforcement Automated Inter-connect Simplified Operations with
on-Premises & Public Cloud provisioning end-to-end visibility
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Cechy rozwigzania Cisco ACI
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Automatyzacja: jak powotac DC w 200ms?

[]j Runner Import

Builder

Collections

All

ACI Lab 1 Initialize

7 requests

ACI Lab 2 Recreate L2-L3-VMM Config
28 requests

ACI Lab 3 Srodowisko 1-3 ¥

13 requests

Login APIC

Create Tenant, 3 Tier App.L2/L3 Net - S...

Position Layout Srod1

Create Tenant, 3 Tier App.L2/L3 Net - S...
Position Layout Srod2
Create Tenant, 3 Tier App.L2/L3 Net - S...
Position Layout Srod3

Position Layout
Clone Tenant

Position Layout 1

POST (Create Tenant

Create Tenant

POST https://10.62.0.183/api/node/mo/uni/tn-TenantX.xml

form-data x-www-form-urlencoded

o0

® O

M Body @

Application Profile - Aplikacja

<fvTenant name="TenantX">
<fvCtx name='Routerl’/>
<fvBD name='Web_BD'> a

©
<fvRsCtx tnFvCtxName='Routerl® s @ e @ @ o O e Cb Cb
<fvSubnet ip='11.10.10.11/24" />

Contract EPG uSeg EPG Any EPG Baremetal VMWare Microsoft OpenStack Kubernetes Layer 2

</fvBD>
<fvBD name='App_BD'>
<fvRsCtx tnFvCtxName='Routerl’ s e e e
<fvSubnet ip='110.10.10.20/24" / e e o)
</fvBD>
<fvBD name='DB_BD'>
<fvRsCtx tnFvCtxName='Routerl’ s
<fvSubnet ip='128.11.10.10/24'/>
</¥vBD>
<fvBD name="L30ut_BD">
<fvRsBDToOut tnL3extOutName="L30
<fvSubnet ip="40.1.1.1/24" scope
<fvRsCtx tnFvCtxName="Routerl” s
</¥vBD>
<fvBD name='Mgmt_BD' unicastRoute= (Apikaciat) (e

<fvRsCtx tnFvCtxName='Routerl’ s

Layer 3

DB_EPG
(Aplikacja1)

Topology Policy

Mgmt_Contract
(Srodowisko2)

D

L2_Mgmt
(L2_Mgmt)

Stats

Health Faults History

(e
1l

00000

Relation Indicators
Configured ) Operational

Show All (_ Jji) On Click

Provider

Consumer

Provider (From Master)
Consumer (From Master)
Master EPG



Automatyzacja: jak powotac DC w 200ms?

Health Score

g T @ python’

XY

&  QEdit - create_m...

import requests

2 | import json v A - X X

3 =N N~ PN G 76%i 12:23
from config import url,user,pwd, tenan Q Q o No. 1 SPECIAL KEYS

5 | requests.packages.urllib3.disable_war: os Layer2  Layer

/data/user/0/com.hipipal.qpy3/files/bin/qp|
PPNy thon-android5.sh "/storage/emulated/0/comy
[ .hipipal.qpyplus/scripts3/.last_tmp.py" &&

exit
§lus/scripts3/.last_tmp.py" && exit <
Logging to APIC...

num_of_tenants = 10

9 |auth = {'aaaUser':{'attributes':{'nam
10 Tenant andrszul-TNOO1 APIC. ..
session = requeSts'seSSIOn() g Tenant andrszul-TN0OO2 APIC, ..

Tenant andrszul-TNOO3 APIC...

3 | print('Logging to APIC...')
14 | ret = session.post(url+'api/aaalogin.

g Tenant andrszul-TN0O4 APIC...

5 | 1f ret.ok: ) Tenant andrszul-TN0OOS APIC...
6 print('Success')
else: Tenant andrszul-TN0OO6 APIC...
~ a2tc.
print('Login error: {}‘,format(re' Tenant andrszul-TNOO7 APIC..
9 Tenant andrszul-TN0OO8 APIC...
20 | # prepare tenant data

Tenant andrszul-TNOO9 APIC...

4}

nost have form {'<objectName>':{'at
22 | # template to copy/paste {'':{'attrib
23 | tenant = {'fvTenant':{'attributes':{"
24 |vrf = {"fvCtx':{'attributes':{'name':
25 | bd = {'fvBD':{'attributes':{'name':'m
26 |app = {'fvAp':{'attributes':{'name"':"!
27 | # EPGs

y +#
< T
++

Tenant andrszul-TNO10 APIC...

s | web_epg :{'attributes':{'n:
29 | app_epg :{'attributes':{'ni
~n Al A~ s Flmbdbralhiitanst o F 1,



ACI| Multipod - Back to Eack

Projekt sieci dla 2 DC

/ / 40G Multipod
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ACI| Multipod
Projekt sieci dla 2 DC

Remote
Leaf

10/40G VXLAN




Platforma Nexus 9000
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Cisco Nexus 9000

* Ponad 70 poteznych instalacji w Polsce EVPN/ACI
* Ponad 1500 sprzedanych urzgdzen w Polsce

* Najczesciej sprzedawana i najbardziej rozwinieta linia
przetgcznikéw Cisco Data Center

* Kompatybilno$¢ z przetgcznikami poprzednich
generacji (FEX)

* 3 modele wdrozenia, ten sam przetacznik, te same
licencje — dowolnos¢ wyboru

« Swietne oprogramowanie do diagnostyki i
zarzadzania

* DCNM w cenie
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Nexus 9300-FX Series

Nexus 93240YC-FX2
48p 10/25G SFP + 12p 40/100G QSFP

Nexus 93180YC-FX3
48p 10/25G SFP + 6p 40/100G QSFP

Nexus 93108TC-FX3P
48p 1/10GT + 6p 40/100G QSFP

ot '!-_-.'zw_-me"- 3_.,!_-3;

sy  Nexus C9336C-FX2-E

36p 40/100G

Dedykowana linia przetacznikéw do Data Center

Dziatajg z obraami NXOS oraz ACI

Wsparcie dla VXLAN, praca réwniez w modelu EVPN

Elastyczna konfiguracja portéw - 1/10/25/40/50/100 a takze 400G
Wsparcie dla potgczen 25G powyzej 3m (RS FEC)

Mozliwos¢ wyboru kierunku chtodzenia przdd/tyt

Modularny system operacyjny

In Service Software Upgrade

(VPC vs VSS)

Zarzadzanie za pomocg DCNM — z uwzglednieniem wirtualizacji
Pefna telemetria

Narzedzia diagnostyczne Day 2 Operations

Dodatkowo:
Szyfrowanie MACSEC/Cloudsec z petng predkoscig na portach 10G
32G FC support on all SFP ports

Wsparcie dla FEX-6w — zamiast stosow



Nexus 93240YC-FX2
1/10/25G Najlepszy przetgcznik dla Data Center

o 48p-1/10/25G + 12p 40/100G
« NX-0OS lub ACI
« Redundantne chtodzenie i zasilanie

«  Wybdr kierunku chtodzenia

«  Wspiera CloudSec i MACsec
« Telemetria

«  Brakeout



Nexus 93240YC-FX?2

Beacon LED Console
Status LED Management
Environment LED USB

48 x 1/10/25 GE SPF28 12 x 40/50/100-Gbps QSFP28 1.5 RU
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Nexus 93180YC-FX3
1/10/25G Optimized NX-OS Switch

o 48p-1G/10/25G SFP+

o 6p-40/100G QSFP28

« NX-0OS lub ACI

« Redundantne chtodzenie i zasilanie
«  Wybor kierunku chtodzenia

+ Telemetria

Nexus 93180YC-FX3




Nexus 93180YC-FX3

[ L LA AAE o Sl } [ 6 x 40/100 Gbps QSFP28 }

[ Szyfrowanie Cloudsec }

PSU #1 Fan #1 Fan #2 Fan #3 Fan #4 PSU #2




Nexus 93108TC-FX3P
1/10/25G Optimized NX-OS Switch

o 48p-1G/10G RJ45

o 6p-40/100G QSFP28

« NX-0S lub ACI

« Redundantne chtodzenie i zasilanie
«  Wybdr kierunku chtodzenia

+ Telemetria

Nexus 93108TC-FX3P



Nexus 93108TC-FX3P

[ 48 x 100M/1/10 Gbps T ] [ 6 x 40/100 Gbps QSFP28 }

[ Szyfrowanie Cloudsec }
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Nexus C9336C-FX2-E
40/100G Cost optimized NX-OS Switch

o 36p-40/100G
NX-OS lub ACI
Redundantne chfodzenie i zasilanie
Wybadr kierunku chtodzenia
40MB bufory
Fiber Channel Capable (16G/32G)
Wspiera CloudSec i MACsec

Telemetria

Brakeout



Nexus 9336C-FX2-E

[ 36 x 40/100G }

[ MACSEC on all ports }
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Cisco Nexus 9000 Fixed Cloud Scale 1/10/25G Switches

96p 1/10GT + 12p 100G QSFP28
Nexus 93216TC-FX2 96p 25G SFP + 12p 100G

=
Nexus 9300 FX2

— Nexus 93360YC-FX2
 commimnonsn st P 48p 25G SFP + 12p 100G QSFP

Nexus 93240YC-FX2

48p 1/10GT + 6p 100G QSFP28  48p 25G SFP + 6p 40/100G QSFP 48p 100M/1GT + 4p 25G SFP
. Nexus 93108TC-FX3P Nexus 93180YC-FX3 + 2p 100G QSFP28 N
'Nexus 9300 FX3 q q Nexus 9348GC-FXP \\



Nexus 9300 high density 400G switches

EEEEEEEEEEEEENEE
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Nexus 9332D-GX2B Nexus 9348D-GX2A Nexus 9364D-GX2A
32p 400G 48p 400G 64p 400G
8p MACsec/CloudSec 48p MACsec/CloudSec 16p MACsec/CloudSec

Nexus 9316D-GX Nexus 93600CD-GX

16p 400G 28p 100G + 8p 400G



Podsumowanie

© 2015 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




dsts’  Nexus Dashboard | <= Controller v

. ’ . @  New Switch(es) Discovered!
- Overview Add Switches h(es) have been discovered. Add Switch(es)

Centralne zarzadzanie Faric Morbersip

Add Undiscovered Switch

Bezpieczenstwo © °

Spine 1 SN484149

. © © o
AUtO m a tyza CJ a Leaf1 SN4g404s 5 Discovered Leaf Switches

Eth 1/1 & Pending Registration

Seeall

Nowy sposoéb konfiguracii

© You are Here Waiting for Fabric Connectivity Waiting for Fabric Connectivity

Cancel

Najbardziej wszechstronne rozwigzanie
SDN
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