Transformacja sieci z Wi-Fi i Cisco Classic.
Nowosci w Enterprise Networking.

Zespot Cisco Networking Experiences (NX)
Aleksandra Sosnowska, NX Specialist, esosnows@cisco.com
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10:30 - 11:00

) Eo [ VAT IS Transformacja sieci z Wi-Fi i Cisco Classic. Nowosci w Enterprise Networkingu - Aleksandra Sosnowska, Cisco
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Enterprise Networking Campus

) . Przetaczniki agregujace i ) . )
Urzadzenia Punkty dostepowe Przetaczniki szkieletowe Kontrolery Wi- Kontrola dostepu i Automatyzacja, Cyfryzacja

koricowe WiFi dostepowe Fi polityki monitoring i analityka  przedsiebiorstw

Catalyst Catalyst Cisco

9100 Series 9200/9300/9400 | Catalyst Center
802.3bt Ready

Wi-Fi 6

Wi-Fi 6 b
Wi-Fi 65b~

48P 5G + 25G/40G
uplinks

CJ)

?

Cisco
Secure Network Analytics
(Stealthwatch)

Most comprehensive
mGig portfolio

Wi-Fi 6E N

Klasyczny deployment lub SD-Access

Licencje w formie EA lub a-la-carte

Secure =y Converged Cloud-enabled

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Informational




1 1 1 Wi-Fi 6E
Wi-Fi Evolution pe
Date Rate: 9.6 Gbps (max)
80, 160 MHz Channel Bonding

OFDMA, UL, DL MU-MIMO

» 20 years of constant evolution with faster speeds and density 1024 QAM
TWT
e Shared spectrum in two bands 2.4 GHz and 5 GHz Wi-Fi 6
Date Rate: 7 Gbps (max)
80, 160 MHz Channel Bonding
4 DL MU-MIMO 2019 New 6 GHz
256 QAM Band
Date Rate: 600 Mbps (max) . . * Multi-lane
40 MHz Channel Bonding Wi-Fi 5 expressway for
4x4 MIMO Wi-Fi
. . 64 QAM 2013
ate Rate: 54 Mbps (max) e More
20 MHz Channels . .
Wi-Fi 4 ’cb\ . . . bandwidth
Date Rate: 54 Mbps (max) g%ﬁﬁgﬂand ngh Eff|C|ency
Date Rate: 11 Mbps (max) 20 MHz Channels 2009 4 c -t
20 MHz S b Wi-Fi 3 X Lapacity
QPSK
2.4 GHz Band Wl-Fl 2 2004 / ss loT Scale

e Cellular like Determinism for
high quality services

1999 N\ D Higher power efficiency to
°/ Q l ® accelerate loT adoption
/7 - .
o a

—
— [~]] “‘ Better app. performance in
- 2 l ==
= VAN 1l

% (B | high density deployments

Extended outdoor range




The new 6 GHz band

5925 6425 6525
MHz MHz

59 x 20 MHz channels

29 x 40 MHz channels

United States
1200 MHz

14 x 80 MHz channels

20 MHz Guard

7 x 160 MHz channels

24 x 20 MHz channels

5955 — Central Frequency of the first 20 MHz channel
- Starting at 5925 MHz +
20 MHz of guard band +
10 MHz to get to the center of the first 20 MHz
channel

EUFOpe/CEPT 12 x 40 MHz channels
500 MHz 6 x 80 MHz channels

20 MHz Guard

3 x 160 MHz channels




Legislacja

2. Uzgodnienia

Dnta cstatrvied modyfiac)

" Projekt O Dats ostairie) modykac]: 02-02-2023

ws Proje. rozp. MC zm, rozp. ws. urzagdzen kiors moga byé uzywane bez pozwolersa pdf
Autar dokumentu: Minister Cyfryzac) | wprowadzany przez- Pawel Wisawskl
© Data utworzenia: 02-02-2023

Pisma kierujace projekt do konsultacji publicznych © Data ostatnés) modyfikac: 02-02-2

ws Plemo Konsullacje.pd!
Autor doumentu: Minister Cyfryzac)l | wprowadzony przez: Pawol Witkowskl
O Data utworzenia: 02-02-2023

§lanwnsixa ;étus:onie w’r’smao; ko;s:vlla;:jrlrpiublj::;y&\

Qdniesienie sig wnicskodawcy do uwag

Odrebna konferencia z udziatern podmiotdw publicznych

4. Opiniowanie
Deta cstatie] modyfi

5. Komitet Rady Ministréw do Spraw Cyfryzacji

Deta cstatie] modyficacy 3

& Kot Sposacary Rady Minfatriw

7. Komitet Ekonomicamy Rady Misksirow

B Staly Komita! Rady Ministréw

9. Komisja Prawnicza
Data catatrie) modyfikack 14-07-2023

10, Notyfikacja

11. Skierowanie projakty do podresu minstra

12, Sxxprovarss kil 0o ogloszeaia

https://legislacja.rcl.gov.pl/projekt/12369000/katalog/12948508#12948508

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Informational
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Wi-Fi 6E




Wi-Fi 6E Clients Status

Phones and Tablets

"0_0
Qe
0
° Samsung Galaxy S21 Ultra Samsung Galaxy S8 ° iPad'PrO].l in 4th gen
tabs * iPad-Pro 12.9in 6" gen

Samsung Galaxy S22 Ultra
Samsung Z Fold 3 and 4

Pixel 6 and 6 Pro . Motorola Edge, X30 Pro
. Motorola Moto G200 5G

Others: Asus Zenfone 8, Asus Rog Phone 5, Redmagic 7/7 Pro, Xiaomi

Mi 11 and more!!

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

1300+ Wi-Fi 6E devices available now

- -
MacBook Pro 14 in. 2023 MSI Raider, MSI Samsung Galaxy Book Pro

MacBook Pro 16 in. 2023 Summit
MAC Mini 2023

Dell Precision 3561 Lenovo ThinkPad T14, X13,
Dell XPS 13 9320 Z713/716 series, X1 Extreme

Others: HP Spectre x360, HP Chromebook Elite, Asus ZenBook
Duo, Dell Alienware, Razer Blade 14 and more!!



EoS/EolL Update - WLC

Gen 1 AireOS

End of Sale

EoSW Maintenance

Reference

18-Apr-2018

18-Apr-2019

18-Apr-2021

30-Apr-2023

4-May-2018

1-Aug-2019

31-Jul-2021

31-Jul-2023

Gen 2 AireOS

4-Jul-2018

3-Sep-2019

2-Sep-2021

30-Sep-2023

3504 31-Jan-2021 31-Jan-2023 30-Jan-2025 30-Jan-2027
5520 10-Dec-2021 31-Jan-2023 30-Jan-2025 30-Jan-2027
8540 31-Jan-2022 31-Jan-2023 30-Jan-2025 30-Jan-2027
10S-XE
9800-L No plans
9800-40 No plans
9800-80 No plans

Eol = End of Life
EoSW = End of Software Maintenance

EoVSS = End of Vulnerability Software Support
LDoS= Last Day of Support Ly

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



EoS/EolL Update — Access Points

Reference

End of Sale EoSW Maintenance
Wave 1 APs
1700/2700/3700 30-Apr-2019 29-Apr-2020 30-Apr-2024
1570 13-Nov-2020 13-Nov-2021 30-Nov-2025
Wave 2 APs
1830/1840/1850 and 1540 1-May-2022 1-May-2023 30-Apr-2027
2800/3800/4800 31-Oct-2022 1-May-2024 31-Oct-2027
1560 31-Jan-2023 1-May-2024 31-Jan-2028
Wi-Fi 6 APs
9117 30-Apr-2021 30-Apr-2022 30-Apr-2026
9105/9115/9120/9130 No plans
9124 No plans

EolL = End of Life

EoSW = End of Software Maintenance

EoVSS = End of Vulnerability Software Support
LDoS= Last Day of Support

10



Jeden produkt — dwie osobowosci

()

Persona DNA Persona Meraki
C9800 & DNAC Stack MR Dashboard Stack

T & 27




Portfolio Cisco Wi-Fi 6 + Wi-Fi 6E

Dual Mode

4 )

I ¢ | A

Cle_anA}r Pro

O . R 16
CleanAir® Pro CleanAir Pro CleanAir Pro
D G seS ) iy

| . ) &) . )
/\ ' : RF-ASIC RF-ASIC RF-ASIC

—~~ 3] 3] 3) 3] 3}

@

91051/W 9115 9120 9130 9124
D 2D GO G G

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential . Tl‘yb 73 rzadza n|a mozna Zmlenlc/ ol I Il l T @ Global Sales
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1 AP, 2 mozliwosci: modele CW 916x

Catalyst 9164 |
B
PN 2.4 GHz 2 2 )
? 5 GHz 4 4 i : :

~= 5Gbps mGig Uplink

A 6 GHz 4 4 ™ & poE+and UPOE compliant
P . ] il .
o=y 5 GHz 2 2 m = 2.5Gbps mGig Uplink - 9 loT Radio _
A4 4 PoE+ and UPoE compliant ¥ CleanAir Pro Radio
6 GHz 2 2 = (] 8 10T Radio ¢ XOR radios (low band/high band)
& 2.5Gbps mGig Uplink M © CleanAir Pro Radio » Environmental sensors

“ g loT Radio

Optymalizacja mocy AP | Dedykowane radio do CleanAir® Pro | Ten sam element montazowy

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

LIS .
a | 4 PoE+ and UPoE compliant

CIsCO // ENABLEMENT TEAM



Punkty dostepowe Cisco Catalyst 916x Wi-Fi 6E

Wspdlne platformy bedg miaty CW PID

 Wszystkie AP sg tylko w wersji z
‘ anteng wewnetrzng.

* Brak dostepnych modeli z antenami
zewnetrznymi i w wesji outdoor.

CCombstoted  Camhtsion Cobsionesl G oo o O0OSKOWE Bed3
obstugiwane tylko w personie DNA.

Prostota | tatwosc¢ uzytkowania | Najlepszy w swojej klasie sprzet




Punkt dostepowy Catalyst z najlepszymi funkcjami na swiecie

Prostota | tatwosc¢ uzytkowania | Najlepszy w swojej klasie sprzet



C9136(1)

| MRS7
MRS6 é
! -
! CW9166(1)
MR46(E) //V
! CW9164(1)
MR44 /i//' —
i CW9162(1)
MR36H ? "
MR36 |
i o

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Informational

€9130(I &E)

€9120(1 &E)

C9115(1 &E)

\ 9105 C9105W

N~



Zalecana Sciezka aktualizacji (wewnetrzne anteny)

3700/3800/4800 Catalyst® 9130 Catalyst 9136
2700/2800 Catalyst 9120 Catalyst 9166
| 2
i N, W przypadku Wi-Fi 6E punkty
, —— e ]
1700/1830/1840/1850 Catalyst 9115 2 Catalyst 9164 dOStepowe z Zewnetrznyml
l antenami i AP typu outdoor
% - + nie sg jeszcze dozwolone
\ o .
v 2 przez organy regulacyjne
1815i Catalyst 9105 -(‘gb Catalyst 9162

1815w Catalyst 9105W

& "

Petna lista EOS/EOL znajduje sie: https://www.cisco.com/c/en/us/products/eos-eol-listing.html| — sekcja Wireless



https://www.cisco.com/c/en/us/products/eos-eol-listing.html

Cisco CleanAir™ Pro




Catalyst 9800 I0S-XE 17.9.1

Cisco CleanAir™ Pro
15 lat doskonatosci w dziedzinie RF i wcigz rosnie...

Cisco CleanAir™ Cisco CleanAir™ Pro

Po ewolucji Wi-Fi do 6 GHz
Petna obstuga pasma 2,4, 5i 6 GHz
Architektura multiradiowa
Radio skanujgce sterowane przez Al/ML
Klasyfikacja zaktocen oparta na ML — w

punkcie dostepowym

RF-ASIC — doskonatos¢ oparta na SaGE

* Specjalnie zbudowany dla 2,4 i 5 GHz

e Zaprojektowany dla wielu popularnych
urzgdzen konsumenckich —w 2005 roku
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Catalyst CW9166 - Dual 5GHz

Elastycznosc i utrzymanie pojemnosci

)

Elastyczne
przypisywanie tgcznosc
radiowej w oparciu o
dostepnos¢ i mozliwosci

@Dual 5GHz.
@5GHz. / 6 GHz.

Dzieki rozwigzaniu Cisco uzytkownicy majg elastycznos¢ w zakresie 5 + 6 GHz lub 5 + 5 GHz



Cisco Catalyst CW9166 — Dual 5 GHz

Macro-Macro Omnidirectional w Dual 5GHz.

Domysinie  wtgczone w  krajach
obstugujgcych pasmo 6 GHz

Warto pamietac o tym, ze:
 Dual 5 GHz zapewnia
elastycznos¢ w przypadku braku

755 [ J
 5GHz 6 GHz
(Slot 1) (Slot 2)
-
Macro Cell Macro Cell
R 5 GHz ¢
(Slot 1) (Slot 2)
UNI1&2 UNI2E & 3 L
Channels: 36 -64 Channels: 100-165

lub minimalnego uzycia 6 GHz
*  Ochrona inwestycji

Podwojne pasmo 5 GHz wigczone
domyslnie w krajach, ktore nie obstuguja
pasma 6 GHz.

Wybor roli jest reczny lub automatyczny —
FRA/RRM




Elastyczne role radiowe Catalyst CW916x

Flexible Radio Assignment

Slot O

Slot 1

Slot 2

CW9166

CW9o164

CW9162

2.4 GHz

5 GHz

6 GHz .
? ; . Wszechobecny zasieg 2,4/5/6 GHz

= =D v V4 7 hohechy zaslqg 2,4/5/

o~ = \ . DomyslIna rola w krajach z obstugg 6 GHz

®

2.4 GHz 5 GHz 5GHz Zwieksz pojemnos$¢ i wydajnosé sieci dzieki radiu 5
7 /’3 Q J/ X X GHz, w ktorym.6 GHz dla WiFI nie jest dostepne

L ° < (lub) gestym klientom 5 GHz.
Monitor 5 GHz 6._GH_Z , , ) Zmniejsz zaktdcenia w pasmie 2,4 GHz.
‘Q“ ’Q\ . / / J Aktywnie monitoruj i zabezpieczaj siec.

L ] ®
Monitor ) Gz ) Gz - X Zmniejsz zaktécenia w pasmie 2,4 GHz.
‘?‘ ‘?“ ‘?‘ / X Aktywnie monitoruj i zabezpieczaj siec.

Zwieksz pojemnos¢ sieci dzieki radiu 5 GHz

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Informational



Wi-Fi 6E z Cisco Catalyst Centﬁe; )
(dawniej DNA Center) |




Wi-Fi 6E z Cisco Catalyst Center

2. CleanAir PRO/iCAP Spectrum dla pasma 6 GHz
1. Wi-Fi 6/6E Dashboard

Intelligent Capture: C9136_AI_S56f0 s 1 50 Jose s 50508 1 5har

AF Statistes Spoctrum Analysls

ution by Capability Natwork Reodine AP Distribution by Protace
) . LATEST  TRSNO
hour
f spatin Redio Moge: Local  Ofannet; 1
8 Cileats 1< : .
Spectrum Analys:
©
<0
T
0
=
160
'
1

Efficiancy 86TA Vilralass Latency by Cliant Count 854
LATEST  THENL -
. . . .

*  Widok gotowosci sieci dla Wi-Fi 6/6E e iCAP Spectrum umozliwia przeglgdanie surowego widma z
*  Podkresla zalety Wi-Fi 6/6E punktow dostepowych Catalyst obstugujgcych CleanAir Pro
e Widmo 2,4, 5 i 6 GHz dostepne na zgdanie!




Wi-Fi 6E z Cisco Catalyst Center

4. Rogue i aWIPS Dashboard — nowy wyglad
3.iCAP dla ramek 6 GHz i HE

gt oy cnoa Bors —
owbcadingEverss  ew e v, ClesLocson R M DTN I e ‘ 5 197 79 5 7
e - o ———
. Kt Hgh T (99 ] || @i
|
* CW9166 — Petna obstuga iCAP (pakiety danych, na « Nowy i ulepszony pulpit nawigacyjny z Cisco DNAC 2.3.4

zywo i anomalii) « Wykrywanie atakdw Rogue i aWIPS z czestotliwoécia 6
« CW9164/62 — Czesciowe przechwytywanie pakietow GHz.

w celu rozwigzywania problemoéw z wprowadzaniem
(na zywo i anomalii)
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Catalyst 9136 i 9166 majg trzy wbudowane czujniki
srodowiskowe z petng integracjg z Cisco DNA Spaces

o Wbudowany modut czujnika gazu umozliwi odczyt
Jakos¢é catkowitego stezenia lotnych zwigzkdéw organicznych
powietrza (TVOC) i ocene jakosci powietrza w pomieszczeniach
(1AQ).

Wbudowany modut to w petni skalibrowany czujnik z
mozliwoscig pomiaru wzglednej wilgotnosci powietrza.

Wbudowany modut moze rowniez rejestrowac
temperature, aby zapewnic zdalny odczyt otoczenia.

9136 17.8.1 // =

CW9166 179.1

Uwaga: Temperatura generowana przez AP bedzie | \ 3 CZanlkI

srodowiskowe

© 2023 Cisco and/or its affiliates. All rights reserved. Cig




Kontrolery Cisco
Catalyst 9800




Architektura bezprzewodowa nowej generacji Cisco Catalyst

Catalyst 9800: Kontroler sieci bezprzewodowej nowej generacji

Odpornos¢ na Bezpieczenstwo Dowolna forma
awarie

wdrozenia
obstugiwane przez 10S XE

Potgczenie magii lat przywoddztwa w sieci z innowacjami RF

(== + = 5=

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Informational




Portfolio kontrolerow bezprzewodowych z serii Catalyst
9800

Cisco Catalyst 9800-80
6000 APs, 64,000
clients, 80 Gbps

] gwgﬁ i3 e .-::-. e

Amazon
Cisco Catalyst 9800-40 Web Service
2000 APs, 32,000 clients, VMware
40 Gbps

Cisco Catalyst 9800-CL
1000, 3000, or 6000 APs
10,000, 32,000 or 64,000 clients

Cisco Catalyst 9800-L

. 250 APs, 5000 clients,
Cisco Catalyst 5 Gbps

Cisco Catalyst 9800 Embedded
9800 Embedded Wireless (SDA) Cisco Catalyst 9800-
Wireless* 200 APs, 4000 clients . CL*** .
100 APs, 2000 clients 1000 APs, 10,000 clients *Supports Cisco FlexConnect® local switching only
./. **SD-Access only
am—

***Cisco Catalyst 9800 for public cloud: Cisco FlexConnect only

Maty kampus i oddziat Kampus sredniej wielkoSci Duzy kampus

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Informational



. . ;s
Cisco OferUJE WySqu dOStQpnOSC Cisco Catalyst 9800 DNA

. . Advantage
dla kazdego scenariusza

Planowane Nieplanowane

N A
4 A 4 h
Poprawki “tatki” Udoskonalenia Nowe Aktualizacja Przetaczanie
oprogramowania funkcji urzadzenie awaryjne

Client SSO

AP Service Pack WLC Services AP Device Pack Rolling AP
Pack Upgrade
ISSU

WLC SMU

Miercom

N ENCS

~AKVM

a8 Hyper-v

o TTTTEEREER T
e - emE=z =P

Catalyst 9800 embedded wireless Catalyst 9800-L Catalyst 9800-40
Catalyst 9800-CL for Cat 9k Switch




Wiosenne nowosci w
przetgcznikach Catalyst 9K



Cisco Catalyst 9000 Switching Portfolio

Adding the “X factor” to the industry’s leading switching family

Catalyst
9200CX Compact

Catalyst
9200 Series
]

Catalyst
2960-X/XR

Catalyst
9300X

Catalyst
9300 Series
9300LM Series

Catalyst
3650/3850

Access Switching

9400X Catalyst
' 9000
Switching
A, Platform

9400 Series

00

Cisco Open
ASIC  IOS XE

Catalyst
4500-E Series

-

Catalyst
Catalyst 9600X _—
9500X e AR R
S D -
|FSSSSEERmEmszsss=s | - '
Catalyst
Catalyst 9600 Series
9500 Series '

Catalyst

Catalyst
6500-E/6807-XL

6840-X/6880-X

Catalyst
3850-XS/4500-X

Core Switching



Catalyst
9200CX




Milestone

End-of-Life

Announcement Date

End-of-Sale Date:
HW

Last Ship Date:
HW

End of SW Maintenance
Releases Date:
HW

End of
Vulnerability/Security
Support:

HW

End of Routine Failure
Analysis Date:
HW

End of New Service
Attachment Date:
HW

End of Service Contract
Renewal Date:
HW

Last Date of Support:
HW

2960CX

The date the document that announces the end-of-sale and end-of-life of a product is

distributed to the general public.

The last date to order the product through Cisco point-of-sale mechanisms. The

product is no longer for sale after this date.

The last-possible ship date that can be requested of Cisco and/or its contract

manufacturers. Actual ship date is dependent on lead time.

The last date that Cisco Engineering may release any final software maintenance
releases or bug fixes. After this date, Cisco Engineering will no longer develop, repair,

maintain, or test the product software.

The last date that Cisco Engineering may release a planned maintenance release or

scheduled software remedy for a security vuinerability issue.

The last-possible date a routine fallure analysis may be performed to determine the
cause of hardware product failure or defect,

For equipment and software that is not covered by a service-and-support contract, this
is the last date to order a new service-and-support contract or add the equipment

and/or software to an existing service-and-support contract.

The last date to extend or renew a service contract for the product.

The last date to receive applicable service and support for the product as entitled by
active service contracts or by warranty terms and conditions. After this date, all support

services for the product are unavailable, and the product becomes obsolete

May 1,
2023

Apri
30,
2024

July 30,
2024

April
30,
2025

April
30,
2029

April
30,
2025

April
30,
2025

July 29
2028

April
30,
2029

Milestone

End-of-Life
Announcement Date

End-of-Sale Date:
HW

Last Ship Date:
HW

End of SW Maintenance
Releases Date:
HW

End of
Vulnerability/Security
Support:

HW

End of Routine Failure
Analysis Date:
HW

End of New Service
Attachment Date:
HW

End of Service Contract
Renewal Date:
HW

Last Date of Support:
HW

3560CX

The date the document that announces the end-of-sale and end-of-life of a product is

Definition

distributed to the general public.

The last date to order the product through Cisco point-of-sale mechanisms. The

product Is no longer for sale after this date.

The last-possible ship date that can be requested of Cisco and/or Its contract

manufacturers. Actual ship date is dependent on lead time.

The last date that Cisco Engineering may release any final software maintenance
releases or bug fixes. After this date, Cisco Engineering will no longer develop, repair,
maintain, or test the product software.

The last date that Cisco Engineering may release a planned maintenance release or

scheduled software remedy for a security vulnerabllity issue.

The last-possible date a routine failure analysis may be performed to determine the

cause of hardware product failure or defect.

For equipment and software that is not covered by a service-and-support contract, this
is the last date to order a new service-and-support contract or add the equipment

and/or software to an existing service-and-support contract.

The last date to extend or renew a service contract for the product.

The last date to receive applicable service and support for the product as entitled by
active service contracts or by warranty terms and conditions. After this date, all support

services for the product are unavailable, and the product becomes obsolete.

May 1,
2023

April
30,
2024

July 30,
2024

April
30,
2025

April
30,
2029

April
30,
2025

April
30,
2025

July 29
2028

April
30,
2029
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Cisco Catalyst 9200CX

C9200CX-12P-2X2G C9200CX-8P-2X2G C9200CX-12T-2X2G
' o : k=3 ....~.u.1..,=.~‘.~; ey o dr ’ o e v s e _ Jaambetings - £ ; T
lisseesssnns @ [.558 weue @ L
12 x 1G PoE+ 8 x 1G PoE+ 12 x 1G data

2 x 1G copper and 2 x SFP+ uplinks
Internal AC power supply
240W PoE power budget

3 x 1G copper and 2 x SFP+ uplinks
External power adapter (80W)
802.3bt Class 6 powered (60W)*

2 x 1G copper and 2 x SFP+ uplinks
Internal AC power supply
240W PoE power budget

Deployment Use Cases
e

Powered by Cisco

IOS-XE Lite
\
. \
[ Cold patching I Cloud
: | Retail
I _ I Connecting to POS Machines and Demo Units
! |
|
I Perpetual/Fast PoE I
I I Security
I . . .
I SD-Access Fmanagl Services
\ ] . Fewer impenetrable threats
SN - Multicore CiscolOSOXE ~ == == == == = - : Less downtime
UADP 2.0 Mini X86 CPU Lite

= i * 802.3bt Type 3 Class 6 60W needed to power
— - ** Roadmap




Cisco Catalyst 9200CX Series

Data and PoE+ Models

1G Downlink and 1G/10G Uplink Models

BT .-

C9200CX-12T-2X2G

12x1G Downlinks + (3x1G + 2x10G SPP+ Uplinks)

9200CX-12P-2X2G

“E.:@m- a

C9200CX 12 Port PoE+

Power adapter 12x1G Downlinks + (2x1G + 2x10G SPP+ Uplinks)

80W AC External Power
External power adapter (80W) Adapter .

UPOE+ powered (70W) m l _‘ B e .

C9200CX 8 Port PoE+
8x1G Downlinks + (2x1G + 2x10G SPP+ Uplinks)

Powering Option Available Power (W)

Auxiliary Input

310W Internal AC power supply
240W PoE power budget

1 UPOE+ Uplink

1 Class 6 802.3bt (60W)




Cisco Catalyst 9200CX mGig SKU

Ready for Wi-Fi 6/6E & Smart Building Deployments

" Wi-Fi 6/6E with Catalyst 9100 Series APs

CQZOOCX'SUXG'ZX PoE power Link Layer
consumption Discovery Protocol
(LLDP)
/r alualn C9200CX-8UXG-2X \\
@ CISCO UPOE 8X 50Vz=== @0.300A, 57Vz==
E - ! \
e a [ C913e6l 802.3bt (UPOE) 5G 47.3W 1
.Q &N : |
= _, . 1 1
' A €91621 802.3bt (UPOE) |l 2.5G 25.5W -
- o J 100-240V~ 1 :
\\\ o s 7 AV, AN 3.5-1.4A, 50-60Hz )/ : I
\ T 1 C91641 802.3bt (UPOE) i 2.5G 30W 1
|
I I Y - _'_J : I
4X16 4X mGig 2X 1/10G SFP+ 315W Internal AC PS co166 go23pr(upoe) | 5 05w )
(UPOE capable)  (UPOE capable) \s_ ___________ -

All Downlink Ports UPOE Capable Varying Speeds—for IP phones to Wi-Fi 6/6E APs Large Power Bank for PDs




Catalyst 9200CX Family

Shipping PoE+ and Data Models

C9200CX-12P-2X2G C9200CX-8P-2X2G C9200CX-12T-2X2G
‘!H\mﬂgy - I-l_ ] o - !;-! LYY

12 x 1G PoE+

2 x 1G copper and 2 x SFP+ uplinks
Internal AC power supply

240W PoE power budget

8 x 1G PoE+

2 x 1G copper and 2 x SFP+ uplinks
Internal AC power supply

240W PoE power budget

12 x 1G data

3 x 1G copper and 2 x SFP+ uplinks
External power adapter (80W)
802.3bt Class 6 powered (60W)

Q3CY23 mGig/UPOE NE' Qicya3 HVDC Models NEV!

C9200CX-8UXG-2X 7 C9200CX-12P-2X2GH C9200CX-8P-2X2GH €9200CX-8UXG-2XH

Clbmain w04

FaSS8]  se @  LiliNNesee @ LiE3NI seee @ LiC3I L. O

4x mGig/10G + 4 x 1G (802.3bt Type 3 Class 6 e 12x1G PoE+ e 8x1GPoE+ *  4xmGig/10G + 4 x 1G (802.3bt Type 3 Class 6
60W all ports) e 2x1G copper and 2 x SFP+ uplinks e  2x1G copper and 2 x SFP+ uplinks 60W all ports)

*  2x1/10G SFP+ * Internal HVDC power supply * Internal HVDC power supply * 2x1/10G SFP+

* Internal AC power supply e 240W PoE power budget e  240W PoE power budget * Internal HVDC power supply

* 240W PoE power budget * 240W PoE power budget
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Cisco Catalyst 9300 Series

Platform transitions

Catalyst 9300X
mGig models

Catalyst 9300X
Fiber models

- Catalyst
g s EmmEEEEERTT + | 9300L /

R

T naaacecess mem

: b B b b
- Cisco Catalyst R R g
Cisco Catalyst 9300 Series
9300 Fiber models . Cisco® Catalyst®
switch platform
P 9300L Family
|
T
CUTTEEES
Pt
Cisc.:o Ca.talyst Cisco Cata.lyst Cisco Catalyst
3850 Series Fiber models 3850 Series 3650 Series

Modular uplinks Fixed uplinks
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Cisco Catalyst 9300LM Series

Fixed Uplinks ( C9300LM Models )

l!!aﬁih AAN &d a 4 x10/256G — - 4 x10/25G
: ' ) Uplinks ‘:‘;5‘ S

C9300LM-48UX-4Y 40x1G + 8x100/1/2.5/5/10G UPOE Ports

1G Data model

C9300LM-24U-4Y 24 x 1G UPOE Ports

4 x10/25G
Uplinks

4 x10/25G
Uplinks

C9300LM-48U-4Y 48 x 1G UPOE Ports
C9300LM-48T-4Y 48 x 1G Ports

Modular Stacking Newer Higher-Efficiency C9300LM only Power supplies Modular Fans*

Stack Adapters Stack Cables 600W AC 715W DC 1000W AC FAN Module

* Data SKU utilize Fixed Fan



Catalyst 9300LM- Shallow Depth

Weesii Seiice foceie peeia: T L
: tf!!t!" YONEYE veeppy ﬁ,,,;g m

@” 19.2 inches iy @im‘&a&z e
VENSE SUSESE mane [/

11.8-13.2 inches 11.6 Inches

Catalyst C9300L Catalyst C9300LM Catalyst C3650-mini
N
Dimension(H X W x D)
SKU AC PSU DC PSU
Data Models 17.50” x 1.73” x 12.39” 17.50” x 1.73” x 11.86"
UPOE/mGig Models 17.50” x 1.73” x 13.17” 17.50” x 1.73” x 13.03”

Migration Platform for C3650-mini



Catalyst
9300X Series
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Cisco Catalyst 9000 portfolio produktow

Jedna rodzina od sieci dostepowych do szkieletowych

a1 C9500X-60L4D TSRS RN
o L===5 5 === (<3
% = C9500X-28C8D C9600X-LC-32CD

R REEEEE D

EESNELEREEEN Catalyst
Catalyst
v Catalyst 9600X

Catalyst 9400X C t I t
9300X . a a yS 9500X .
. Catalyst 9000 Catalyst

Catalyst 9400 Series Catalyst 9600 Series
7 9500 Series

9300(L) Series
Catalyst
9200CX . =ﬁ-' = 3
@ = g & '1
Catalyst = =
9200(L) Series (@ @ ,
TEITTT TETTIX TETIXT T
- pr cataIYSt E @
: : 9300LM ) £ %
i Cisco Cisco
ASIC 10S® XE
Zgggalzl/s;R Catalyst Catalyst Catalyst Catalyst Catalyst
3650/3850 4500-E Series 3850-XS/4500-X 6840-X/6880-X 6500-E/6807-XL

2960CX/3560CX

" Przelaczniki dostepowe © Przelaczniki szkieletowe



I0S-XE Lite 17.9.1

Rodzina Cisco Catalyst 9200CX

C9200CX-12P-2X2G C9200CX-8P-2X2G C9200CX-12T-2X2G
s 7Y 15 _......‘.._,_ a‘ I;». s i“ P
‘Jsp-!_ evrer vy s O . weee
* 12x1GPoE+ e 8x1GPoE+ e 12x1Gdata
* 2x1G copper and 2 x SFP+ uplinks * 2x1G copper and 2 x SFP+ uplinks * 3 x1G copper and 2 x SFP+ uplinks
* Internal AC power supply * Internal AC power supply * External power adapter (80W)

240W PoE power budget 240W PoE power budget UPOE/UPOE+ powered (60W/90W)*

Typowe zastosowanie
e

Powered by Cisco

IOS-XE Lite
\

\
: Cold patching I Sieci sprzedazy:
I I * Podtaczenie urzgdzen w matym
I _ 1 punkcie sprzedazy (POS, ekran)
! |
: Perpetual/Fast PoE I

| . . . .
: I Hale wystawowe i obiekty o duzej
\ SD-Access J powierzchni

SN UADP 2.0 Mini Multicore CscolOSeXE = = = = = -
X86 CPU Lite

= i * 802.3bt Type 3 Class 6 60W Minimum needed to power
—= o ** Roadmap

© 2019-2020 Cisco and/or its affiliates. All rights reserved. Cisco Informational




Rodzina Cisco Catalyst 9200CX

e ol P08

BT .-

C9200CX-12T-2X2G

12x1G Downlinks + (3x1G + 2x10G SPP+ Uplinks)

Co2000X-12P-2X2G

“E.:@m- a

C9200CX 12 Port PoE+

Power adapter 12x1G Downlinks + (2x1G + 2x10G SPP+ Uplinks)
80W AC External Power
* External power adapter (80W) Adapter m—
s UPOE+ powered (70W) |° - —
.0 LA Y ) .

C9200CX 8 Port PoE+
8x1G Downlinks + (2x1G + 2x10G SPP+ Uplinks)

Powering Option Available Power (W)

Auxiliary Input

* 310W Internal AC power supply
e 240W PoE power budget

1 UPOE+ Uplink

1 Class 6 802.3bt (60W)

© 2019-2020 Cisco and/or its affiliates. All rights reserved. Cisco Informational



Catalyst 9200CX mGig

Gotowy na Wi-Fi 6/6E i wyzsze wymagania na PoE (UPOE)

" Punkty dostepowe Wi-Fi 6/6E Catalyst 9100

CQZOOCX'SUXG'ZX PoE power Link Layer
consumption Discovery Protocol
(LLDP)
(7 C9200CX-8UXG-2X 3)

co1361 802.3bt (UPOE) I' 5G 47.3W \|
1 |
1 |
91621 802.3bt (UPOE) | 2.5G 25.5W -
100-240V~ I :

|
N 3.6-1.4A, 50-60Hz I
\ \ 1 ] / C9164I1 802.3bt (UPOE) : 2.5G 30W 1
|
I I _'_J l_'_J : |
X 16 4X mGig 2X 1/10G SFP+ 310W whudowane AC co166 soz3beweor) | s 05w )
(obstuga UPOE)  (obstuga UPOE) PS N -

Wszystkie porty downlinkowe obstugujg UPOE Wybdr réznych predkosci portow Duzy budzet mocy

© 2019-2020 Cisco and/or its affiliates. All rights reserved. Cisco Informational



Cisco Catalyst 9300

Nowe linie produktowe Catalyst 9300X oraz Catalyst 9300LM

Catalyst 9300X — modularny uplink, kompatybilny z ¢9300 (stos) Catalyst 9300LM — Mniejsza gtebokos¢ obudowy

C9300X-24Y

C9300X-48HX

C9300X-12Y

8x 25/10/1G

C9300X-24HX

QSFP 4x 22X
100/40G * 100/40G

QSFP

8x 10G-Mgig

(4
i - el el =T
|
|

_--,

-----------------\

(W w o4 g e 2

- I
: I
315WAC 715W AC/DC 1100W AC 1900W AC

_'_

| 30CM-150CM 50cM-1M-3MI

Features
r- L _ 5 B BN | \
StackWise® 1T 100G Hw IPSec UADP 2.0 Sec 100G Uplinks I Y |
: . ; - USB 3.0 |
Highest mGig density Cisco UPOE+ 2 x App Hosting 120/240GB 1

*Supported on 48HX and 24Y

C9300LM-48T-4Y

. - ——————:m -_-

C9300LM-48UX-4Y

-

Stack
Adapters

50CM-1M-3M

,r_,
| %
|
|

& 72 |

C9300LM-24U-4Y

LA ---m———m-——
-1 TIRETIINEN

C9300LM-48U-4Y

10S-XE 17.9.1

(w4 o

715W DC 600W AC 1000W AC

--’

_'

{- L B B BN | \
' |
Features

|

StackWise® 320G Depth<=13.2 inch UADP 2.0 _
UPOE Front Panel SSD** { l
Feature/Scale Parity with C9300L | e -
Y 120/24068 |

**Roadmap



Rodzina Cisco Catalyst 9300LM

Wbudowane uplinki ( Modele C9300LM)

[!!aﬁih . A A Uplinki — Uplinki
: - : 4 x10/25G - - 4 x10/25G

LM-48UX-4Y ,
C9300LM-48U 40x1G + 8x100/1/2.5/5/10G UPOE Ports 9300LM.24U-4Y 2 x 1G UPOE Ports

1G Data model

Uplinki
4 x10/25G

Uplinki
4 x10/25G

Nowe zasilacze dla modeli C9300LM only o Wymienne

C9300LM-48U-4Y 48 x 1G UPOE Ports
C9300LM-48T-4Y 48 x 1G Ports

Stakowanie

51 - I~

Stack Adapters Stack Cables 600W AC 715W DC 1000W AC FAN Module

wyzszej efektywnosci wentylatory *

* Data SKU utilize Fixed Fan

61



Catalyst 9300LM-mniejsza gtebokosc

‘Weceit vetice ¢ Cieeee petiae T P
FUTEE SUNYRY yeepey ﬁsnﬁs ——

19.2 inches “‘@im_&a&: e, |
VSESE SESEDE mang |/

11.8-13.2 inches
27.5cm-33.4cm

11.6 Inches

Catalyst C9300L Catalyst C9300LM Catalyst C3650-mini

Wymiary obudowy (H X W x D)

SKU ACPSU DC PSU
Data Models 17.50” x 1.73” x 12.39” 17.50” x 1.73” x 11.86”
UPOE/mGig Models 17.50” x 1.73” x 13.17” 17.50” x 1.73” x 13.03"

Migracja z platformy C3650-mini

227555 6 @) 202 LiskiatandAdrrighasfieatevedll righde Casefidenti€isco Confidential 62



Cisco Catalyst 9300

Nowe linie produktowe Catalyst 9300X oraz Catalyst 9300LM

Catalyst 9300X — modularny uplink, kompatybilny z ¢9300 (stos) Catalyst 9300LM — Mniejsza gtebokos¢ obudowy

C9300X-24Y

C9300X-48HX

C9300X-12Y

8x 25/10/1G

C9300X-24HX

QSFP 4x 22X
100/40G * 100/40G

QSFP

8x 10G-Mgig

(4
i - el el =T
|
|

_--,

-----------------\

(W w o4 g e 2

- I
: I
315WAC 715W AC/DC 1100W AC 1900W AC

_'_

| 30CM-150CM 50cM-1M-3MI

Features
r- L _ 5 B BN | \
StackWise® 1T 100G Hw IPSec UADP 2.0 Sec 100G Uplinks I Y |
_ ) USB 3.0 |
Highest mGig density Cisco UPOE+ 2 x App Hosting 120/240GB 1

*Supported on 48HX and 24Y

C9300LM-48T-4Y

. - ——————:m -_-

C9300LM-48UX-4Y

-

Stack
Adapters

50CM-1M-3M

,r_,
| %
|
|

& 72 |

C9300LM-24U-4Y

LA ---m———m-——
-1 TIRETIINEN

C9300LM-48U-4Y

10S-XE 17.9.1

(w4 o

715W DC 600W AC 1000W AC

--’

_'

{- L B B BN | \
' |
Features

|

StackWise® 320G Depth<=13.2 inch UADP 2.0 —
UPOE Front Panel SSD** { l
Feature/Scale Parity with C9300L | e 1
y 120/24068 |

**Roadmap



Catalyst 9300X modele Multigigabit nowej generacji

FEEEEE wwww———

- w e ——

- ————

448 portow
Multigigabit w
stosie 8
urzadzen

C9300X-48HXN

Y Y
40x 100M/1G/2.5G/5G with UPOE+ 8x 100M/1G/2.5G/5G/10G with UPOE+

Q4
CYzz @ Wi (R N N

RIS SE— - T— S—— | F— —— ——— G 0
' . .
24x 100M/1G/2.5G/5G/10G ports with UPOE+ C9300X-24HX Staku;e sig z C9300 and C9300X

Najwieksza na rysunku gestos¢ portdw mGIG i mozliwosci zasilania POE




Bardzo duza elastycznos¢ w projektowaniu sieci dzieki
platformie Catalyst 9000X

T s sranch
'v--—,,-r 9600/9500H l’v—-—,,-r
40/100G
40/100G /

40/100G 40/100G

CR100)¢
fiber stack
(StackWise®-

1
|
|
|
|
1
40/100G :
|
I R \lixed
- Mixed stack | il i stack
h 9300/9300X : - 9300/9
J— — I I i i 300X
| pi R BT et P e B | i ‘ ! i e .
- " | 1 I 1
1 b1 ‘ ===. 1 | - : gg“'% :

\ _

Utatwia uzyskanie interfejsow 10/25/40/100G w dostepie




Uruchamianie aplikacji na platformie c9300(X)

Lepsze wykorzystanie \ (
istniejacego sprzetu )\

Zarzadzane przez CLI
lub przez DNA Center

Bramki do chmury oraz Zastosowania
przetwarzanie na branzowe specyficzne
brzegu sieci dla danego Klienta

Przetwarzanie w czasie
rzeczywistym

\ . Cybervision
Thous w E kOSySte, m
partnerow
Niskie opdznienie | @
K. kibana "
NETWORKS
;|
WIRESHARK NS1.

Oszczedzanie pasma perfSonl;ll;.‘r\e% K AP } Alleantia




/mieniamy Catalysta 9300 w platforme obliczeniowa

Enhanced Application Hosting
Infrastructure on Catalyst 9300X models

External Storage

o 0

USB 3.0 120/240G

\@ QAT

Quick Assist Technology

o

2 vCPU

Docker™

2 x 10G AppGig Ports

e = = > s - > - = - - ne > s . s <3

Application Hosting
Infrastructure on Catalyst 9300 models

External Storage

Docker™
.
USB 3.0 120/240G _
2 vCPU 1 x 1G AppGig Ports
0 - ny e ((ER (e PR (T Y P




EFT Start Oct’22
Cisco IOS® XE 17.9.2

Cisco ASAv jako aplikacja dla Catalyst 9000 Beta Support

Inspekcja i filtrowanie stanowe blizej zrédta ruchu

CDO Cisco
Cisco Defense I~ DNA-Center
\ Orchestrator "‘f "\
Cechy rozwiazania: ( :_""' F ) Stateful Inspection Firewall

. Dodanie “firewallingu” do
ustug sieciowych bez
koniecznosci zmiany
architektory sieci

L3 Firewall (tylko Routed Mode)

. Rozproszone przetwarzanie z
scentralizowanym

zarzagdzaniem w chmurze Wsparcie dla SGT
przez CDO
*  tatwa implementacja poprzez W E—— ‘ o
ymagany dysk SSD | 300M
DNA Center
| | | Przepustowos¢ ASAv

e  Jasny podziat na NetOps |
SecOps

l ‘ Catalyst 9300X,9300,9300L

IT & OT end points

- )




Software
Cisco 10S® XE 17.6.2
With Cisco DNA Advantage
license (HSEC key for export control)

Catalyst 9300X — szyfrowanie sprzetowe |IPSEC

100G Layer 3

sprzgtowe 128 tunnels
szyfrowanie 256 SAs
+128
rekey SA

Catalyst
9300X

P e R e e e
e - ———

Cisco Catalyst 9300X

NAT traversal*

Static virtual tunnel interface

IPv4/IPv6 Multicast routing*

Tunnel mode

OSPF/BGP Layer 3 segmentation over IPsec*

Encapsulation — ESP

PBR + Set interface*

Layer 2 extension over IPsec*

* Roadmap.



C a t a I y S t 9 4 O O ‘UADP 3sec Wibllitzere Open Cisco

X86 CPU 10S® XE

Mozliwosc zastosowania jako wydajnej i skalowanej platformy dostepowe;j | agregacyjnej ° c

ccccc

10G z uplnikami 25/40/100G =

Y
I
J
/
4

N i e

No oversubscription
480 Gbps per slot with

Sup2XL
100G- Cisco UPOE®
capable across all
uplinks ports*

Catalyst® 9400 SUP-1/SUP-1XL

. - ) - i e sl

Catalyst® 9400 SUP-1XL-Y C9400-LC-24XS C9400-LC-24S C9400-LC-48S

o

o

o °°G3 Flexible ASIC
aver Templates
encryption
1111
, Compatible with Gen 1 Line cards .
I \ % IOS-XE 17.8.1 m IOS-XE 17.8.1
1 - = - 108 MB Densest
— 2 unified Multigigabit
buffer / Fiber
C9400-LC-48HX C9400-LC-48XS \
Catalyst® 9400 SUP-2/SUP-2XL M _s’

------- IOS-XE17.7.1  -=———---

isco Confide*Requires all power supplies present. 70



POE/UPOE/UPOE+ - krotkie podsumowanie

9200 9300(X) 9400/X
POE/PoE+ o o o
UPOE+ v v
UPOE v v

mGIG - krotkie podsumowanie

9200 9300(X) 9400/X
mGIG 8 lub 12 o
portéW Q 0 na slot
MmGIG 24 porty [V @  rashor
mGIG dO 5G 48 Q Q na slot
© 2022 Cisco Systen{s, p@ ri.gtéW/ed.




Catalyst 9000
Portfoio rozwigzan szkieletowych i agregacyjnych

g in
cisco

UADP 3.0

wn
N
=.
o
]
(o
Q)
oQ
q
1
oQ
Q
(@)
o
Q

Total capacity

. . Total capacity
4.8 Tbps Highest capacity _ _
Slot bandwidth 3.2 Tbps Slolzﬁg::vr\)risdth ngh%sjcr lc):a;)amty
1.2 Tops 3.2 Tbps g

COZa275 15520 6 &) Q02 dfskiatan dAdirrigha$fikatevedll righds Casefidenti€isco Confidential 72



WAN MACsec jak to dziata i dla kogo?

Enabled in hardware on Catalyst 9000 Switches

Enterprise WAN * Szyfrowanie “Hop-by-hop”
Y /‘-W\,""\ @A\ A /{E’\ Vi -\\ 2 . 2
Cffm'sei, _;g /\ _ (\‘g;}) ;\_%{EEmLenggse) * Tylko dla bezposrednich potgczen L1
e S N
Sl Sholerd + Zabezpieczenie potaczen bezposrednich w
the WAN 9
el ! S~ kampusie
_fenterprise Y X2\ VA Y% A\ JEnterprise
{ AN\ %3 \ 4% ] \ 43/ LAN
et 5 be—— Szyfrowanie 256/128-bit AES
e’ = e ° =
2 D Zytrowanie : Supported on all Catalyst® 9000 models
All ports and speeds simultaneously
» Szyfrowanie “End-to-end” potgczen w ) * msmmsamml
formie ustug Metro / L2 WAN Lo o . Catalvet 500K
: atalys
Jaxevng LTS ) Catalyst 9600X v
"""""""" e gy Central O - - ope ™
i Wi Campus/DC 0 / , OHIAE Supported on Silicon One™ platforms*
,‘F‘n'h,,p",;w.‘fi P Lol it W S P U1 * Point-to-point or point-to-multipoint All ports/speeds (up to 400G) simultaneously
{ V.Nolwrr)'k { .-‘ L RCNCE N | {‘( - -{ L‘I?;‘EI_{‘;?;’)- - » P i ;"!(._\ Ne(w?ck )
, 3 7 cecwwmsnene * Bezpieczne pofaczenie typu “site
i CUCE ANz o . i il {802.1G) i ” A s n Catalyst
et . interconnect”, DCI, |storage replication 9400X
TR S . _ Catalyst 9300X
* Szyfrowanie 256/128-bit AES ~ -
Roadmap support access Catalyst 9300X and 9400X
Aggregate speed up to 100G
COZa275 15520 6 &) Q02 dfskiatan dAdirrigha$fikatevedll righds Casefidenti€isco Confidential 73

* Requires Release 17.8.1 and HSEC key ($1 PID).



Cisco Catalyst 9000 portfolio produktow

Jedna rodzina od sieci dostepowych do szkieletowych

a1 C9500X-60L4D TSRS RN
cy23 -E;MSQFE%E 9 o
% = C9500X-28C8D C9600X-LC-32CD

R REEEEE D

Catalyst
Catalyst 9600X

Catalyst 9400X C t I t Catalyst
9300X . a a yS 9500X .
. Catalyst 9000 Catalyst

Catalyst 9400 Series Catalyst 9600 Series
9300(L) Series - 9500 Series
Catalyst
9200CX . =ﬁ-' = 3
& = g & '1
Catalyst = =
9200(L) Series (@ @ ,
FEITTT TITIEX SEERE ST
: 3 9300LM ) £ %
Cisco Cisco
ASIC 10S® XE
Zgggalzl/s;R Catalyst Catalyst Catalyst Catalyst Catalyst
3650/3850 4500-E Series 3850-XS/4500-X 6840-X/6880-X 6500-E/6807-XL

2960CX/3560CX

" Przelaczniki dostepowe © Przelaczniki szkieletowe
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NI e -
c|sco e bridge to possible

Monitoring i zarzgdzanie z chmury



Monitoring z chmury vs. zarzagdzanie z chmurg

Monitoring z chmury Zarzadzanie z chmury
Cloud Monitoring Cloud Management

Dashboard Meraki

Przetgczniki
Catalyst 9200,
9300, 9500

Dashboard Meraki

Uniwersalny sprzet WiFi 6E Catalyst 9K
(osobowos¢é Meraki) Switching (9300)

e
C—
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Monitoring z chmury przetgcznikow Catalyst

Jednolity obraz infrastruktury

Stan urzadzen i diagnostyka

Informacje o klientach sieci

Topologia sieci

Alerty dla urzadzen i portow
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Statystyki wykorzystania

Wykorzystanie sieci przez aplikacje
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Dostepne juz teraz

Monitoring z chmury przetgcznikéw Catalyst

Modele
9200/L/CX
9300/L/X
9500

Firmware

Tunel telemetryczny = OSXE 17 34 - 17.8
TLS Tunnel TCP/443 e A . .

NETCONF TDL & YANG Telemetry Streams

- Licencje
| - ST - > DNA Advantage

e DNA Essentials*

O e e v
\‘-

 SSH/NETCON

Jak to zrobic?

Onboarding app

* DNA Essentials nie dostarcza informacji o w korzx_sﬁtlanig sfi_gcitplrzez aplikacje i ruch sieciowy
.tigisco Lonriaentia
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Dostepne juz teraz

Monitoring z chmury przetgcznikow Catalyst

Licencja DNA Advantage Licencja DNA Essentials

Analityka sieciowa Brak analityki sieciowej

Oczytanie konfiguracji
Monitoring klientow

Wykorzystanie pasma

“Firmware tracking”

RIS

Topologia
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® C9200-24-16-2039

C9200-24P 80:2d:bf:96:00:00

Monitor Only

Set a location for this switch

Add an address below and check Move marker

to update its location

ADDRESS
LAN IP
10.7.67.20 (via DHCP)

PUBLIC IP
128.107.81.82

GATEWAY
10.7.67.1

LAN IPV6
Not configured

SERIAL NUMBER
JAE2427XXXX (Catalyst)
Q2ZZ-KZ5Q-XXXX (Meraki)

TAGS
recently-added

NOTES

FIRMWARE
Current version: 10S XE 17.5.1

Ports | Location Tools

Ports | view ports on this switch

Learn more
5 7 M 13 15 17 19 21 23
AAAR & p—
|
v v ww I!II T -
2 4 6 8 10 12 14 16 18 20 22 24 = =2
Historical device data for thelast day ~
Connectivity
08:00 12:00 16:00 20:00 00:00 04:00

Client usage

120 Kb/s

90 Kb/s

60 Kb/s

30 Kb/s

0 Kb/s

06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00

Clients 1
# Description Usage A MAC address IP address VLAN Port &
1 00:11:01:00:03:eb None 00:11:01:00:03:eb 127.0.01 1 C9200-NM-4X /1

2 24:88:73:13:00:f3 2.3 KB 24:88:73:13:00:f3 10.7.67.30 1 C9200-NM-4X /1

3 00:57:d2:ct:ef:2d 4201 KB 00:57:d2:c1:ef:2d 10.7.72.5 201 8

4 00:50:56:bb:95:17 49.2 MB 00:50:56:bb:95:17 10.7.71.2 200 4

5 94:57:a5:12:2:50 74.5 MB 984:57:25:12:€2:50 10.7.71.3 200 8

6 24:88:73:12:ad:73 102.3 MB a4:88:73:12:ad:73 10.7.67.29 1 C9200-NM-4X /1

81



Ports | view ports on this switch Learn more

7 M 18 15 17 19 21 25 27 29 31 33 35 37 39 41 43 45 47

Aaaa A aaaRA anaNAaa
seN vl wv veve woeeEw

8 10 12 14 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48

Historical device data forthe last day ~

Connectivity

12:00 16:00 20:00 00:00 04:00 08:00

o Monitoring-only switches in this network are using DNA Essentials licensing. Usage and application information are only available for Catalyst switch clients when
using a DNA Advantage license. See link for more information.

v
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Monitoring z chmury vs. zarzagdzanie z chmurg
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Cloud switching innovations

Distributed and high density access

\.

MS130

8 & 8P GigE, 8X & 12 X mGigE”*

I e
=
Compact Retail Wi-Fi 6
24 & 24P GigE, 48 & 48P GigE,
24X & 48X mGigkE”
I - TR
] N SR
1 o G
Rack size Wi-Fi 6

* Up to 2.5Gbps

r its affiliates. All rights reserved. Cisco Confidentia

Ruggedized access

MS130R

8 Port GigE, 240W PoE+ Budget -40C
to 70C, DIN rail, wall, or rack mounts,
AC adapter or DIN Rail PSUs

~ B X

Parking Outdoor Outdoor APs
lots kiosks and cameras
Fop-up Hospitality
locations

ciscol MPACT

Coming soon

Large campus

9300-M

C9300, C9300 AGG
Fiber SKUs Migration Available
with a Future Release

AN  —
BAT [¢=
| —
Large Advanced
Campus Use Cases

_/

—

Adaptive policy ready**

** MS130 mGig (-X) models and MS130R are hardware-ready for the Adaptive Policy feature
with a future firmware upgrade and advanced license
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Slajdy dodatkowe



(¢

atalyst Center
Formerly known as Cisco DNA Center

Catalyst Center and Cisco DNA Center are the same product; as Cisco
progresses through the rebranding process, both product names can

\be used interchangeably.

~

/

© 2023 Cisco and/or its

affiliates. All rights reserved. Cisco Informationa
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B A Dash! / Network Summary

g@ipment load Wireless Topology L} Settings

ICMP Reachability Status SNMP Reachability Status System Health

Network equipment reachability

Device Device IP Location eachability



Prime Infrastructure EOL Timeline

4 Prime Infrastructure EoL dates &

End of SW maintenance End of service

End-of-Life End of vulnerability/ contract renewal Last date of
releases date )
Announcement End-of-Sale date security support support

\ 4

¢ ¢ ¢ \ g

Mar 31, 2023 Sep 29, 2023 Sep 28, 2024 Sep 28, 2025 Sep 28, 2027 Sep 28, 2028 j

¢

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-infrastructure/prime-infrast-gen-appliance-lic-eol.html

Opcje migracji:

- DNA Center Appliance

- DNA Center VM na AWS

- DNA Center VM na VmWare (lipiec/sierpien) https://www.cisco.com/c/en/us/products/collateral/cloud-systems-
management/dna-center/dna-center-virtual-appliance.pdf

- Cloud Monitoring



https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-infrastructure/prime-infrast-gen-appliance-lic-eol.html
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/dna-center-virtual-appliance.pdf
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/dna-center-virtual-appliance.pdf

Cisco Catalyst Center

Centrum “command and control”

/{ 0 !
—l Cisco Catalyst Center

dla nowoczesnej sieci kampusowej LAN i WLAN

= Assurance

Q Bezpieczenstwo ﬁ* Automatyzacja x Raportowanie —A— Monitoring

Kompletny system zarzadzania siecia Monitoring i analityka

* Zintegrowane zarzgdzanie LAN i WLAN * Monitorowanie stanu pracy sieci (urzadzen), aplikacji i

* Petna inwentaryzacja sieci wraz z raportowaniem uzytkownikéw, korelacja

« Badanie zgodnosci (np. security advisory) * KPIl do oceny sprawnosci i jakosci pracy sieci

* Ewidencja i narzedzia do rozwiazywania probleméw
Automatyzacja pracy i konfiguracja sieci * Podpowiedzi i wnioski dla administratoréw
* Podfaczenia do sieci (PnP)

* Codzienne zmiany ustawien Plaforma do wymiany informacji o sieci

* Automatyzacja czynnosci utrzymaniowych * APl do integracji z systemami zewnetrznymi np. NAC,

[ man) @ @ e Zarzadzanie cyklem zycia urzadzania i oprogram. DHCP, DNS, system serwisowy

Przetaczniki, routery i WiFi Cisco

Infrastruktura sieciowa rozproszona

* Budowa polityk bezpieczeristwa * APl do wymiany informacji z systemami natywnymi
Klienta np. Systemem do zarzadzania asetami lub
zgtoszeniami serwisowymi




Platforma Cisco Catalyst Center

Infrastruktura jako kod

P thon” Red Hat DevOps Wy o :
e Py Ansible Tools Eﬂ Terraform

REST APIs I Webhooks
e Niestandardowe integracje
Integracje Cisco /
@ Cisco ISE R Integracje innych firm
4mm——) SErVICENYW g1 UECAT

00 webex

Thousand 5 BicISgo
CISCO

SPACES

Infoblox ==
PagerDuty splunk:

Cisco KB
PSIRT

Software Compliance — Al Network Analytics

EoL/EoS




Cisco Catalyst Center ...

...wspiera jedynie rodzine CatoK (?)

-

Oprocz tej listy wszystkie obecne
urzadzenia
bezprzewodowe Cisco Catalyst 9000

przetgczniki i

sg obstugiwane przez DNA Center.

Aby uzyskaC petniejszg liste, w

tym obstugiwane funkcje,
zapoznaj sSie z naszg tabelg
zgodnosCi pod ponizszym
tgczem. )

\

Catalyst
Switches

2960 series

3560 series

3850 series

4500 series

6500 series

6800 series

IE2000 series

IE3000 series

IE4000 series

IE5000 series

Aironet
Wireless

1500 series

1600 series

1700 series

1800 series

2700 series

2800 series

3700 series

3800 series

4800 series

Cisco
Routers

ASR 1000 series

ISR 1000 series

ISR 4000 series

C800 series

C900 series

IR 1100 series

IR 800 series

ESR 6300 series

ASA 500 series

https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/dnac compatibility matrix/index.html



https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/dnac_compatibility_matrix/index.html

Catalyst Center Supported Devices

Supported Devices:

« https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/dnac compatibility matrix/index.html

Legacy Supported Devices:

« https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/prime legacy device compatibility matrix/index.html

SDA Supported Devices:

« https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda compatibility matrix/index.html

3rd party supported devices: (from 2.3.7)

+ Third-party devices are defined as non-Cisco devices that support MIB-II (RFC 1213) and can be added to Cisco DNA Center.

« https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-
7/release notes/b cisco dna center rn 2 3 7.html#guidelines limitations dnac 237

aTobal Sales Enablement Team

2022 Cisco Systems, Inc. All rights reserved. Virtual Teams


https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/prime_legacy_device_compatibility_matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/prime_legacy_device_compatibility_matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-7/release_notes/b_cisco_dna_center_rn_2_3_7.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-7/release_notes/b_cisco_dna_center_rn_2_3_7.html

Cisco Catalyst Center

Cisco Catalyst Center

Physical | Virtual
Appliance Appliance

Petna parzystosc obstugi funkcji, skali
i urzadzen z Cisco DNA Center On-Premise
Physical Appliance (44c)

AWS — Marzec’23

Juz dostepn
Y VMware — Lipiec’23

FAQ - Cisco DNA Center VA on AWS
Everything you need to know about Cisco DNA Center VA on AWS!

https://blogs.cisco.com/networking/deployment-options-expand-with-new-cisco-dna-center-virtual-appliance



https://blogs.cisco.com/networking/deployment-options-expand-with-new-cisco-dna-center-virtual-appliance
https://community.cisco.com/t5/networking-knowledge-base/faq-cisco-dna-center-va-on-aws/ta-p/4732759
https://community.cisco.com/t5/networking-knowledge-base/everything-you-need-to-know-about-cisco-dna-center-va-on-aws/ta-p/4731299

Cisco DNA Center on VMware ESXI

Virtual appliance hosted on
customer supplied hardware

No cost for software

Optional support can be purchased

Customer-supplied VMWare license
Operational flexibility and choice

GA 2" half of 2023

vmware

CFeatures and scale

Features from 2.3.7.x release and above across:

« Automation, assurance, system, SPA, SDA and integrations

Scale parity with DN2-HW-APL(44 core appliance):

25K endpoints

5K devices

1500 sites (to be confirmed)

(Specifications

Virtual machine

CPU: 32vCPU

Mem: 256GB

Storage: 2TB-4TB

10 Bandwidth: 180MB/sec
IOPS: 2000-2500

Server

vCenter and ESXi: 7.0

Intel CPU 2.1 GHz and above
Hyperthreading enabled
RAM: 264 GB (ESXi and VA)

RAID: Any (must meet IOPS and
bandwidth)

Thin provisioning

*Planned



rime to cisco [ 'NA center ssessment and “rime Data !\ligration Tool (PDMT)
eadiness ool (PDART)

Manage Network

Homepage Setup

ngs > St Curruint Page as Homegage
currunt homapage: Gattng Started

Cisco DNA Center Ready

Current Cisco Prime Infrastructura Version 31,10.0

Recommended Cisco DNA Center Version : 2.2.3.x

Script Execution Time Migration Readiness

Hostname cr-dc-02-dcaw33-pi2

Mapy
Topologia
Urzadzenia
Konfiguracje
Szablony CLI
ISE i CMX

Port 443

Wspotdzielenie danych m—m

oD @ Py Infrastruktura fizyczna i wirtualna
[ mmn) a «-_. @ A,. [ mmn) @ - ﬁ. D @ - o~
D - g 7 = o~
= ° Cisco i 3rd party - @ °

https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-pdart-a-cisco-dna-center-readine.html




Cisco Catalyst 9000 DNA
Advantage

Intelligent Capture: Grace.Smith L Download

I
PCAP I

May 8

Actionable dashboards:
Onboarding Sankey charts for et ® KeyExchange
better analysis et

4 way Key Timeout
May 8, 2023 Duration

@ DHCP

Real-time correlation:
Correlate onboarding events
with poor RF and client

location for RCA » g " | ‘ \ wo ||
Onboarding P < 'S . S v . RS

Fram AP Interpacket Gap RSSI (¢B

Intelligent Capture:
Onboarding failures with . it R .
in-service PCAPs

T1=30p 1145y




Cisco Catalyst 9000 DNA
Advantage

Doswiadczenie w
o.bsl.udze kllentow : Intelligent Capture: AP4800
SleC| Device Model. AIR-AP4B00-B-K9

RF Statistics Spectrum Analysis

Health dashboard: — Hoair
Near-real-time client tracking
(<60 sec) and top N AP

analytiCS Clients Top Clients with Tx Failed Packets by SSID

fio Mode: Local Channel: --

Client 360:
Historical time travel with
client RF correlated with the
onboarding events

Channel Utilization Channel Utilization by This Radio

Intelligent Capture: 2
3 | On-demand AP stats for Wi-Fi . Packet
troubleshooting :

Channel Utilization

"l ! A i LA Lk 0 0D 20 o y ok i @CorpSSID 3 0
;,’M{{u‘ rbf*,«.*ixn »V’w«'?’fww glif a;'A;W?«]“{\ IM -",IM-' 1»/?{*;:}“\»1’*3!{1*'kvﬂu_l '*»J[‘w'rs'n:é ik 59
( (o]

68




Cisco Catalyst 9000 DNA
Advantage

Application
experience

Health dashboard:
Overall health of business-
relevant apps and top Test Results  Last 3
N app analytics

LATEST

Find the most problematic:  Site by

App 360: Tlme travel Wlth Worst Location Largest Health Drop by Location Most Common Test Failure
qualitative a nd quantitatlve ocatio Global/San Jose Location: ., lifornia/San Jose Reaso OWA: Connection Fail
assessment for netWO rk Reason: 50% Email: Qutlook Failure Reasor RF Assessment: Data Rate Failure Test: Outlook
and S4B server

Sensor simulated SLA:
Cloud apps speed and AppX o
performance simulation using j’
1800s sensors il
(O 0 H EE EEm




Sieciowa podroz w czasie

Ocena stanu sieci

9/10

Ocena kondycji klienta

10/10

Problemy i trendy

Probelmy
Cofnij sie w czasie i
zbadaj: Klient
obstugujgcy dwa pasma
woli 2,4 GHz niz 5 GHz.

J\
e
Przejrzyj:
,Sugerowane dziatania”
od potudnia, aby

rozwigzac problem z
przesztosci.

Sensor-driven test:
proaktywnie zaplanuj
test za pomocg
sensorow, aby zapewnic
uzytkownikom
doskonate wrazenia.

SJC08-1 WAN will be
oversubscribed.

Spadjrz teraz na:
,Sugerowane dziatania”,
aby zapobiec wystgpieniu
problemu.

Nie ma potrzeby powielania problemdéw; po prostu wréc i zobacz doktadnie, co sie stato.
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