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Kiedys...

Bezpieczenstwo realizowane na perymetrze sieci
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Zmiany... zmiany... zmiany...

Wyzwania:

Wydajnosc¢ aplikaciji
User experience

Skutecznos¢ rozwigzan
bezpieczenstwa

# Narzedzi/dostawcow

Integracje
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Jak opanowac uzytkownikéw i aplikacje bedgce wszedzie?
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Cisco SD-WAN wyznacza nowe standardy
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Architektura Cisco SD-WAN

© Orchestration Plane

vManage vBond

: o 3'd party

vAnalytics

Management Plane

Automation

o o Control Plane

vSmart Controllers

J
ﬂ WAN Edge Routers
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Cloud Data Center Campus Branch Colo SOHO



Orchestration Plane

vManage

~~
,®|I|I

3’°I Party
O vAnalytics - Automation
vBond @ @

vSmart Controllers

WAN Edge

OO

Cloud Data Center Campus Branch SOHO

O Cisco vBond

,Bramkarz”

Orkiestruje warstwg control plane i
data plane

Pierwszy punkt uwierzytelnienia
(model white-list)

Dystrybuuje liste vSmart/vManage
do wszystkich Edgy

Funkcja NAT traversal

Zalecany publiczny ip adres lub NAT
1:1

HA



Management Plane

=

3" Party
vAnalytics .
@ g .. Automation
vBond @ @

vSmart Controllers

Cloud Data Center Campus Branch

WAN Edge

SOHO

vManage

,Single panel of glass” for Day0, Day1 and
Day2

Centralny punkt dla administratora
Troubleshooting, monitoring

Zarzadzanie warstwg data plane oraz
control plane

RBAC
Udostepnia petne API
HA



Control Plane

vManage

5 © «»

. : 3" Party

vAnalytics .
@ ? .. Automation
oone o 0

vSmart Controllers

WAN Edge

Cisco vSmart

,MoOzg sieci”
Dystrybuuje warstwe data plane do

urzgdzen Edge — informacje o routingu i
szyfrowaniu

Implementuje polityki

Znacznie zmniejsza ztozonos¢ control
plane

HA



Controller Deployment Methodology

On-Premise
vBond vManage vSmart vSmart
[ ESXi or KVM

Physical Servers

cisco Lz//&/

Cisco or MSP/Customer Hosted

vBond vManage vSmart vSmart
[ AWS or Azure ]

*Only Cisco hosted
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Data Plane

vManage

@

G @ «»

- 3 Party
vAnalytics .
@ L .. Automation
vBond @ @

vSmart Controllers

Cloud Data Center Campus Branch

WAN Edge

SOHO

Cisco WAN Edge

Cisco ISR1K, ISR4K, ASR1K, C8000, NFV,
CSR1Kv

Zapewnia bezpieczny data plane miedzy
Edge’ami

Ustanawia bezpieczny control plane z
vSmartami (OMP)

Implementuje polityki data plane o
Application Avare Routing

Eksportuje statystyki wydajnosci
Wykorzystuje tradycyjne protokoty
routingu takie jak OSPF, BGP, EIGRP
Zapewnia catkowity Zero Touch
Provisioning

Obstuga standardéw 10GE, 40GE i 100GE



Control Plane - Overlay Management Protocol (OMP)

( _____________
vSmart . A vSmart
,,' \\\ \\\ //// /II “\
I
)

WAN Edge ® WAN Edge

WAN Edge

OMP jest oparty o TCP, zapewnia control plane,
podobny do BGP

Dziata miedzy routerami i kontrolerem vSmart oraz
miedzy nimi (vSmartami)
- zabezpieczony przez DTLS/TLS

OMP propaguje informacje miedzy data plane i control
plane

OMP niweluje liczbe stanow i skomplikowanie systemu
— zwiekszajgc znaczgco skalowalnosc

CYEDeeed




Funkcjonowanie SD-WAN

Update OMP:
_______ - vSmart = Osiggalnos¢ — IP Subnets, TLOCi
=  Bezpieczenstwo — Klucze szyfrujgce
Tunel DTLS/TLS * Polityka — Data-plane/polityki aplikacji
Tunel IPSec 9
Update Update
—  BFD OMP OMP
Update Update
OMP OMP
cEdge L : T
Transportl
@ TLOCi TLOGi

| VPN1| | VPN2 W

BGP, OSPF, \/ BGP, OSPF,
EIGRP, IS-IS Connected,
Connected, G Static
Static

Podsieci Podsieci



Strefy bezpieczenstwa w SD-WAN VPN/VRF
-TrustZone

[j Untrust Zone

MPLS

.

Service

(VPNn)

i
N

B 1210l Managealit . Kaz_dy VPNN RF jest izolowany i ma wiasng
(VPN512) tablice routingu

K / » Osiggalnos¢ w ramach VPN jest automatycznie
IF ogtaszana przez OMP

Internet
<




DDoS Protection for Controllers

vBond

Authenticated
Sources
vSmart
SDWAN Edge
Unknown
Sources
Other

vManage

/

CPU

Control Plane Policing:

= 500pps per flow

= 10,000pps

— vManage
Packet
Forwarding
vSmart

Note: vBond control plane policing is the
same as SDWAN Edge

Deny except:
DHCP, DNS, ICMP, NETCONF, SSH, NTP, STUN, HTTPS (vManage)
Can be manually enable



DDoS Protection for SDWAN Edge Routers

vBond

Authenticated

Sources Ls /DTLS
vSmart vManage
. CPU
Implicitly SD-WAN IPSec / GRE
Trusted
Sources Control Plane Policing:
SDWAN Edge = 300pps per flow
= 5,000pps
\psec/ GRE Fofzgtg;[ng _
Explicitly
Defined
Sources
Cloud Security
Implicit Deny except:
1. Return packets matching flow entry (DIA enabled)
Unknown 2. DHCP, DNS, ICMP, SSH, NETCONF, NTP, OSPF, BGP, STUN
Sources Can be manually enable

Other



Segmentacja sieci

e Tworzenie “stref”

* Wymuszanie izolacji
e Goscinne WiFi

* Spoftki-corki

* Extranet

Interfejs

— Szyfrowane

Full-Mesh Hub-and-Spoke Partial Mesh Point-to-Point



SD-WAN Segmentation

Granular Segmentation Policy

VPN e
Micro-segmentation and identity-based policy

_ management with Cisco TrustSec®

of Employee VPN1

. Sales, Corporate Laptop
. Finance, BYOD
. HR, Desktop

Identity based
Granular Access to Application Workloads

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 18



Bezpieczenstwo w warstwie Data Plane

vSmart

= Kazdy WAN Edge rogtasza swoje lokalne
klucze szyfrowania IPsec

= Kazdy klucz jest per transport

= Symetryczne klucze szyfrowania
uzywane asymetrycznie
= Konfigurowalny interwat wymiany

kluczy
OMP OMP
Local Update Update Local
oca S -~
%Q/
\\'\f
e@; INERNET @
L
Remote
Remote . Ruch szyfrowany kluczem 2 -
B Ruch szyfrowany kluczem 1 . —— AES256-GCM

—— Control Plane



Cisco SD-WAN

@

Day 0: Wdrozenie

Routery SD-WAN mozna
bezpiecznie wdrozy¢ przez proste
podtaczenie ich na miejscu do
przewodu.

Zero konfiguracji, zero
troubleshootingu w oddziale.

Bez wzgledu na tacze
— MPLS, Internet, 4G/5G

3

Day 1: Konfiguracja

Szybkie podtaczenie — kontrolery z
chmury gotowe dla klienta zanim
dotrg routery lub czekajgca ustuga

Konfiguracja hurtowa na bazie
wzorcow. Brak potrzeby
konfiguracji pojedynczych
urzgdzen.
Podtgczenie do laaS — pojedyncza,

krétka konfiguracja dla setek
oddziatow

&)

Day 2: Utrzymanie

Potrzeba dostosowania
konfiguracji - > zmiany w
pojedynczym miejscu kontrolera
zamiast na wielu routerach

Problemy z siecig? Proste i
skuteczne narzedzia pokazujgce
GDZIE DOSZtO DO PROBLEMu i

jaka jest przyczyna

Zz:en
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= Cisco vManage

CONTROLLERS
1 2
vBond vSmart

WAN Edge Health

6

WAN Edge(s)

WAN Edge Inventory

Total

\') Select Resource Groupw

All WAN Edge

Overview Devices

WAN Edges

Reachable
2 Unreachable

Site BFD Connectivity (4)

BFD Connectivity

© Ful

A Partial

© unavailable

Transport Health

0.07
0.065
0.06

Monitor - Overview

CERTIFICATE STATUS

Logs Multicloud

LICENSING

0

Assigned
12 Unassigned

Site

By Loss v 24 Hours v

TECENT-3377

REBOOT

9

Last 24 hrs

Transport Interface Distribution

< 10 Mbps

10 Mbps - 100 Mbps

100 Mbps - 500 Mbps

> 500 Mbps

Top Applications

>
I
@

Actions v

View Details

24 Hours v

22

O



Sie€ musi ewoluowac aby spetnic¢ kolejne wymagania

(anu]

“-

C T

s |PSec Tunnels

Private DC

HHE Microsoft
Azure

Google Cloud

MPLS

~
-
.

1 Cisco | |
SD-WAN

Internet
Saas
5G

Cloud networking is different from traditional networking




Dlaczego Cloud OnRamp dla SaaS?

Co realnie daje?

Data center

Corporate
software

SaaS

Regional
data center

SD-WAN fabric

COR for SaaS

Direct internet Regional Data center
access breakout backhaul

R RN B i i
Medium quality Poor quality

Ktora $ciezka ma lepsze Czy zaufane aplikacje jak

SLA dla M365? M365 mogg wyjs¢ lokalnie?
Branch/campus

o0
Users . .

Czy wszystkie aplikacje Jak automatycznie

powinny iS¢ najpierw do sterowac¢ ruchem miedzy
DC? Sciezkami?




Cloud OnRamp for SaaS dla Microsoft 365

Strategiczne partnerstwo z Microsoftem

vManage vAnalytics WAN link Telemetry
B8 Microsoft 365

0 @ to M365
G
App Telemetry Data
from M365 Bichange
OneDrive
Microsoft Optics * "

B> SharePoint

® 0,0

Regional
data venter

Telemetry Data
from edge devices

1

Data center

Corporate
software

SD-WAN fabric

Jedyny certyfikowa nypartner sieciowy

Pierwszy vendor SD-WAN otrzymujace telemetrie z
M365 — Informed Network Routing

Routowanie aplikacji w oparciu o dziatanie tgczy i samej

aplikacji
Granularne polityki ruchowe per aplikacja
SDWAN M365 App
Router Front Door Server
wan # e—
-® Access Middle Mile‘.
Branch/campus
) R .
s .
Users "B 8 Traditional Extended visibility
SDWAN with
ﬁ visibility Telemetry sharing

COR for SaaS



Cloud OnRamp for Applications

] Office 365

R salesforce

nterprise 0
e £ Dropbox

Apps

e Zapewnienie, ze ruch SaaS i Enterprise Apps

przechodzi przez najbardziej wydajng sciezke.
Loss/

* Router wysyta probki HTTP lub HTTPS do Latency

zdefiniowanych  przez  uzytkownika  punktéw

koricowych sondy (adres IP lub FQDN lub URL) i
oblicza najlepiej dziatajaca Sciezke dla .—@_

odpowiednich aplikacji SaaS i Enterprise.

Regional
Data Center

________________>

|llllll :
|11 B
L

* Na podstawie wynikdw prébek HTTP/HTTPS ruch
aplikacji SaaS i Enterprise jest wysytany przez Remote Site
najlepiej dziatajgcq Sciezke.

Data Center

ope
© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential M
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Cloud onRamp for SaaS

= Cisco SD-WAN () Select Resource Group Dashboard O = 6

How to Get Started [ Manage Cloud OnRamp for SaaS - ]
Q Search v ° Bad A Average ° Good

Standard Applications

EI O B

Devices (7) Devices (7) Devices (16)
6 - : $ - : 0 — 5
Active sites o 2 Active sites . 3 Active sites . 6
I 4 . 3 | 5

Custom Applications

vt odatgon Cvorcaor - Obrona-arodow

Devices (6) Devices (6) Devices (5) Devices (5)

6 0 6 || 2 6 | 1 6 | 1
Active sites o 1 Active sites 0 Active sites 0 Active sites 0
| 5 [ | 4 | 4 | 4

Zz:en
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= Cisco SD-WAN

Cloud onRamp for SaaS » Office 365

Q, search

VPN List All

Sites List

100

38

22

53

31

56

21

Hostname

C8000v-HUB

c4331-Warsaw-corpo

makrupin-ISR4321

¢1131X-rtelbusi_ho...

makrupin-ColLoBR1-...

cT111_LTE_WiFi

makrupin-C1111X-8P

vQoE Status

() Select Resource Group

vQoE Score

10.0 A~

8.0 A~

8.0 A~

10.0 A"

8.0 A

7.0 A

9.0 A

DIA Status

local

local

gateway

local

gateway

local

gateway

Dashboard

Selected Interface

GigabitEthernet1

GigabitEthernet0/0/0

N/A

GigabitEthernet0/0/0

N/A

GigabitEthernet0/0/0

N/A

Activated Gateway

N/A

N/A

10.255.255.101

N/A

10.255.255.101

N/A

10.255.255.101

How to Get Started [ Manage Cloud OnRamp for SaaS « ]

Local Color

N/A

N/A

public-internet

N/A

public-internet

N/A

public-internet

Remote Color

NfA

N/A

public-internet

N/A

public-internet

NfA

public-internet

Bad (0-5) € Average (5-8) /. Good (8-10) @

Y

Total Rows: 7 S {c\);}-

Application Usage

View Usage
View Usage
View Usage
View Usage
View Usage
View Usage

View Usage

Zz:en
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vQoE Score History (office365,c4331-Warsaw-corpo)

Service Area: CoR SaaS Probe
Th 3h 6h 12h 24h Custom
» Legend
1000 ® GigabitEthernet0/0/0
public-internet-public-
internet[10.255.255.101)
8.00 . [—Vﬁ
| ﬁ
|
1
| [ ]
, 6.00 ' Oct 11, 20:00:00 -®
g public-internet-public-internet[10.255.255.101]: Not Active |
3 vQoE Score: 5.56
§_ Average Loss: 0.12%, Average Latency: 108.01ms
4.00 m GigabitEthernet0/0/0: Active
vQoE Score: 6.00
Average Loss: 0%, Average Latency: 68.57ms
2.00
[
0.00
Pt AR M- et BB G- Fa P o B A Ta BY aTal (P sl aTalialal Fa P W als Bl alalalal P Fa T aTaltalal PO I B Ta By aTal v



Cloud onRamp for SaaS » podatki_gov

Q. Search

VPN List All ~

Sites List Hostname

100 C8000v-HUB

38 c4331-Warsaw-corpo

56 c1111_LTE_WiFi

53 c1131X-rtelbusi_home

31 makrupin-CoLoBR1-v8000
21 makrupin-C1111X-8P

vQoE Status

vQoE Score

10.0 A

3.0 &/

1.0 A

10.0 A

10.0 A

10.0 A

DIA Status

local

gateway

local

local

gateway

local

Selected Interface

GigabitEthernet1

N/A

GigabitEthernet0/0/0

GigabitEthernet0/0/0

N/A

GigabitEthernet0/0/0

How to Get Started [ Manage Cloud OnRamp for SaaS ]
Bad (0-5) @ Average (5-8) £\ Good (8-10) @

Activated Gateway

N/A

10.255.255.101

N/A

N/A

10.255.255.101

N/A

Y

Total Rows: 6 S {6}_’}-

Local Color

N/A
public-internet
N/A
N/A
public-internet

N/A

Zz:en
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vQoE Score History (podatki_gov,c4331-Warsaw-corpo)

10.00

8.00

6.00

WAL P

4.00

2.00

0.00

P, N L Y. 1o

& 14

P

Fin PP T T T P T

PRI Y- 1o

Oct 11, 19:30:00

public-internet-public-internet[10.255.255.101]: Active
vQoE Score: 9.08

Average Loss: 0.10% , Average Latency: 115.86ms

m GigabitEthernet0/0/0: Not Active
vQoE Score: 6.66

Average Loss: 0%, Average Latency: 233.28ms

|
|
1
|
|
!

1
|
||
I
|
|
|

|
!

Fa P I LT T

Fhad A4 AF.m0 PO T T N Y. a1

1Th 3h 6h 12h et 7days Custom

~ Legend

® GigabitEthernet0/0/0

public-internet-public-
internet[10.255.255.101]

i)

Technical Marketing Engineers



Cloud OnRamp for laaS

Automatyzacja i ujednolicona konfiguracja dla réznych ustug laaS

Cisco
SD-WAN

Obstuga 3 gtownych ustugodawcow — AWS, Azure, GCP

MPLS

Internet

4G/5G

HBE Microsoft
Azure

Google Cloud

Automatyzacja
Cztero-krokowy workflow

Ujednolicony sposdb konfiguracji

To samo GUI i te same procesy konfiguracyjne dla ustugodawcéw

Jednolite polityki bezpieczenstwa
Umozliwiajg rociggniecie segmentacji i NGFW do chmury

Proste zmiany konfiguraciji
Wszystko zarzadzane z poziomu vManage




Cloud OnRamp Automation on vManage
Ten sam sposob konfiguracji 3 CSP (AWS, Azure, Google Cloud)

Cisco vManage - =] a @

Q CONFIGURATION | CLOUD ONRAMP FOR MULTI-CLOUD

. Credentiale do chmury

. Provisioning Cloud routerow

. & J.

Prerequisites Setup Discover & Tag Manage Intent Management
Cloud Account Details, Create and manage cloud Discover and a ate Deploy and manage Specify the Branch to
Edge License, accounts for subsequent Tags to VPCs foruse in Cloud Gateway(s) Cloud connectivity
to Marketplace usage. Provide Global Intent Management and Intra Cloud

configuration(s) Resources Intent

1
2
3. Sprawdzenie sieci w chmurze
4

. Mapowanie segmentow

scription

Cloud OnRamp for Multi-

Cloud
WORKFLOWS
o SETUP a DISCOVER % MANAGE =+ @+« INTENT MANAGEMENT
Account Creation Host VPCs Create Cloud Gateway Connectivity
Account Management Cloud Gateway

Global Settings



Tworzymy most miedzy swiatem chmurowym
a tym na ziemi

a " °a°
Use Case Devops .

GCP Service

Directory
“traffic=video”

ﬂl SD-WAN

Oddziat Fabric

Poznan




m Cisco vManage X € Views - ThousandEy X € Views - ThousandEy X i Service Directory X @ Server Not Found X W¥ Instances | EC2 Man X % Knowledge Base Art: X +

<« ) O B https://app.thousandeyes.com/view/tests/?roundld=1627688880&metric=latency&scenariold=pathVi: v3 C ® Y N @ A [ —

= (> Cloud & Enterprise Agents > Views 2 2 @ :g“\’/:;:: '[;‘1‘::0

Cloud & Enterprise Agents Current Test Settings [/} Agent

US-Branch1-to-Sydney-GCP-Cloud-App-over-s... ~ All agents v Run Now :é Save ("] Share
Views
Test Settings £ Views Metric
Agent Settings Latency @ v
BGP Monitors
Page Load 24h 7d 14d Average Latency
i A 775 ms
: HTTP Server
Endpoint Agents
Devices Overview
Internet Insights Path Visualization H<1ms
15:30 15:45 16:00 16:15 16:30 16:45
Dashboards — ‘ {
| ’ | ‘||
n i I i : HH
Alerts @@ July Jul4 Jul 7 Jul 10 Jul 13 Jul 16 Jul 19 Jul 22 Jul 25 Jul 28
Reporls Target Server Showi 2 . :
owing data from Fri, Jul 30 16:48 - 16:49 PDT (6 minutes ago) < | Latest-+l
10.33.0.101:8003 e e
Sharing
2 hops 0 hops
Account Settings Path Visualization —_— @
Showing: 10f1Test v 10f1Agent+~ 1o0of1Server ~ Hide IP Address labels « Highlight nodes that match all / any
Grouping: Agents by Agent +  Interfaces by IP Address v+  Destinations by Domain +

Highlighting:  Forwarding Loss > 10 % ( 0 nodes ) + Link Delay > 210 ms ( 1 link ) =

Selecting: Click a node or link Info (2) v

Branch1-US-West

ThousandEyes © 2021

() 10.33.0.101




Rozwigzywanie problemow zanim sie pojawig

Day 2 - utrzymanie

e Zarzadzanie politykami

e Zarzadzanie template’ami
* NWHPI,

e vAnalytics

 WAN Insights
 ThousandEyes

([ J 1 )
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WPI Insight Summary

= Cisco SD-WAN

(O Enable DNS D

Q. Search

Trace Name

Insight Summary | jiandliu-trace-stoj

Insight Summary | trace_6704

alanwan-0706-dd

Insight Summary | alanwan-0706

Insight Summary | yicliu-0706-flow

INSIGHT

DNS Domains Applications
Q. Search

0 Rows Selected

> [] Domain Upd

> [0 extemnal-mediag0.... 06

() select Resource Groupw

Tools - Network Wide Path Insight

Overview App Performance Insight Event Insight QoS Insight

Trace: alanwan-0706-domain (ID: 6688) (1)
Critical

Events

Applications

ms-update: 6 flows

1
|

cisco-spark: 18 flows
—

ms-live-accounts: 25 flows ~

//

dns: 60 flows -

N - Local Drop: 24 flows

ms-services: 88 flows

——— google-services: 429 flows

bing: 168 flows

youtube: 178 flows

Events: WAN Lo

Local Drop
impacted 23 bing flows
22 flows: RTP:PUBLIC_INTERNET to SanJose:PUBLIC_INTERNET,7/6/2022, 12:12:54 AM - 7/6/2022, 12:15:36 AM
drop cause: MplsFragReq
1 flows: SanJose:PUBLIC_INTERNET to RTP:PUBLIC_INTERNET,7/6/2022, 12:10:33 AM ~ 7/6/2022, 12:10:53 AM
drop cause: MplsFragReq
impacted 1 cisco-spark flows
1 flows: SanJose:PUBLIC_INTERNET to RTP:PUBLIC_INTERNET,7/6/2022, 12:16:16 AM ~ 7/6/2022, 12:16:36 AM
drop cause: MplsFragReq
WAN Loss(>5%)
impacted 16 google-services flows
7 flows: RTP:MPLS to SanJose:MPLS,7/6/2022, 12:02:28 AM ~ 7/6/2022, 12:08:22 AM
4 flows: SanJose:PUBLIC_INTERNET to RTP:MPLS,7/6/2022, 12:02:08 AM ~ 7/6/2022, 12:02:58 AM
3 flows: RTP:PUBLIC_INTERNET to SanJose:PUBLIC_INTERNET,7/6/2022, 12:08:42 AM ~ 7/6/2022, 12:13:14 AM
1 flows: SanJose:MPLS to RTP:MPLS,7/6/2022, 12:01:08 AM ~ 7/6/2022, 12:01:08 AM
1 flows: SanJose:MPLS to RTP:MPLS,7/6/2022, 12:11:03 AM - 7/6/2022, 12:11:24 AM
1 flows: (internal0/0/rp:0) SanJose to RTP:PUBLIC_INTERNET,7/6/2022, 12:10:13 AM ~ 7/6/2022, 12:10:23 AM
impacted 4 ms-live-accounts flows
4 flows: SanJose:PUBLIC_INTERNET to RTP:PUBLIC_INTERNET,7/6/2022, 12:03:39 AM ~ 7/6/2022, 12:07:41 AM
impacted 9 bing flows
4 flows: SanJose:PUBLIC_INTERNET to RTP:PUBLIC_INTERNET,7/6/2022, 12:00:08 AM ~ 7/6/2022, 12:01:08 AM
3 flows: RTP:PUBLIC_INTERNET to SanJose:PUBLIC_INTERNET,7/6/2022, 12:08:52 AM ~ 7/6/2022, 12:08:52 AM
2 flows: RTP:MPLS to SanJose:MPLS,7/6/2022, 12:02:08 AM ~ 7/6/2022, 12:02:08 AM
impacted 3 youtube flows

2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Insight Summary - Overview

Qverview App Performance Insight Event Insight QoS Insight
Trace: alanwan-0723-domain2 (ID: 8624) (O
Applications Events

QoS Congestion: 1 flows

ms-office-365: 317 flows f;

google-accounts: 3716 flows Local Drop: 1 flows

marketo: 322 flows L

N

linkedin: 346 flows
akamai: 423 flows

liveperson: 476 flows google-services: 2777 flows

R

\

adobe-services: 864 flows
box: 1317 flows

google-play: 1391 flows
youtube: 2361 flows

ms-services: 1749 flows

S~

dropbox: 2212 flows ~ dns: 2302 flows

Critical Warning [] Informational

\ Server No Response: 8 flows

Events: ‘ Server No Response x || Local Drop x | QoS Congestion x

.—.[Server No Response J

impacted 7 unknown flows
4 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS,7/23/2022, 2:27:16 PM ~ 7/23/2022, 2:28:23 PM
3 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS,7/23/2022, 2:43:01 PM ~ 7/23/2022, 2:43:25 PM
4 flows: RTP-Hub1:PUBLIC_INTERNET to SHN-Branch1:PUBLIC_INTERNET,7/23/2022, 2:27:16 PM ~ 7/23/2022, 2:28:15 PM

3 flows: RTP-Hub1:PUBLIC_INTERNET to SHN-Branch1:PUBLIC_INTERNET,7/23/2022, 2:43:01 PM ~ 7/23/2022, 2:43:25 PM
Who [ impacted 1 adobe-services flows |

1 flowsgdSJC-Branch:MPLS to RTP-Hub' :MPLS]7123/2022, [2:43:58 PM ~ 7/23/2022, 2:44:57 PM F When

flows: RTP-Hub1:PUBLIC_INTERNET to SHN-Branch1:PUBLIC_INTERNET,7/23/2022, 2:43:58 PM ~ 7/23/2022, 2:44:57 PM

Local Drop
impacted 1 box flows

1 flows: -Branch:MPLS to RTP-Hub1:MPLS,7/23/2022, 2:18:19 PM ~ 7/23/2022, 2:18:40 PM
drop cause: TailDrop

QoS Congestion

impacted 1 box flows

1 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS,7/23/2022, 2:18:19 PM ~ 7/23/2022, 2:18:40 PM
policy: gos_template, type: gosMap, queue: 1 ]

© 2021 Ci

Hyperlink will help user quickly spot
impacted flows in one click and drill
down to deeper understanding of
”Why”-

1eers



Insight Summary - App Performance Insight

Overview i App Performance Insight |
i i

Trace: alanwan-0810 (ID: 688) ()

Event Insight QoS Insight
Where
oint x - L. © Upstream () Downstream

H Application: Hop: | SJC-Branch:MPLS to RTP-Hub1:MPLS
" e ° o App Perf Insigh Event Insight S Insight
. rtp-audio - Wednesday, Aug 10, 18:03:26, score: 10 verview pp Performance Insight vent Insig QoS Insig
5 amazon - Wednesday, Aug 10, 18:03:26, score: 10 I ————————————————————————
5 citrix - Wednesday, Aug 10, 18:03:26, score: 10 P
Trace: alanwan-0810 (ID: 688) ()
0
1755 15.00 150 181 18 18:30 s 18:40 154 550
ms-office-365 x | rtp-audio x | share-point x
e 36 il N . Application: - = L Hop: I (MPLS)RTP-Hub(Gi4:PUBLIC_INTERNET) to SaaS
ms-office-365  -e-rip-audie  ~u= share-point mazon R ms-office-web-apps x | amazon x | citrix x
4
10
What
E N g . o—o—o—l amazon - Wednesday, Aug 10, 18:03:26, score: 3
+
WAN Loss Rate  -+- Local Drap Rate -8 Remote Drop Rate
E 100 17:55 18:00 18:05 18:10 1815 18:20 18:25 18:30 18:35
z h/\wAMWW ms-office-365  -#- rtp-audio  -u- share-point -m- ms-office-web-apps -+~ amazon citrix -+~ -m-
. 17 1 180 181 1815 1820 1825 1830 18 18:40 18:4 18:50 E 200
Jitter -+~ Delay g M
L)
0 a
N G o
1755 18:00 18:05 1810 18:15 18:20 18:25 18:30 18:35
1755 300 18:05 51 1815 1820 182 18:30 18:35 18:40 18:45 18:50 CND(Client Network Delay) -+- SND(Server Network Delay)

CNDIClient Network Delay) -+~ SND{Server Network Delay)

M365: SIC-Branch local breakout to SaaS
Cloud via INET(DIA).

Upstream Applications Path & Performance (packet)

Amazon: Backhaul from SIC-branch to (Snapshot of 811012022, 6:03:26 M)

RTP-Hub1 via MPLS, then breakout to SaaS
Cloud via INET(DIA).
Poor performance on the hop:
RTP-Hub1 to SaaS (via INET)
high server network delay, score 3

ms-office-365
Saas

LIC_INTERNET,

SJC-Branch(P!
RTP-Hub1:PUBLIC_INTERNET

Ils-olﬁce-web-apps
RTP-Hub2:PUBLIC_INTERNET

rtp-audio: SJC-Branch to NYK-Branch via amazon

RTP-Hubl (MPLS) Good(8~10)

Citrix: Load balance from SJIC-branch to rTP-HIh:MPLS
citrix SJC-Br: h:MPLS

RTP-Hub1/Hub2 via MPLS/INET, then
toward Campus/DC via LAN.

‘'vec

RTP-Hub2:MPLS

App Centric Topology & Paths
- Discovered by interested traffic

NYK-Branch:MPLS

SaaS(via RTP-Hub"UBLIC_INTERNET)

Good(8~10)

Good(8~1 O)N
LAN Side(via NYK-Branch:Gi6)

LAN Side(via RrP-Hub1:Gi6)

Poor(0~5) LAN Side(via [irP-Hub2:Gi6)



Insight Summary - App Performance Insight

Events: § QoS Congestion x | Local Drop x | DPI First Packet Unclassified x

App Performance Insight ]

QoS Congestion
impacted 6491 webex-meeting flows

3581 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS,8/10/2022, 5:52:50 PM ~ 8/10/2022, 6:53:43 PM
policy: qos_template, type: gosMap, queue: 1 QOverview App Performance Insight Event Insight QoS Insight
2910 flows: SJC-Branch:MPLS to RTP-Hub2:MPLS,8/10/2022, 5:52:50 PM ~ 8/10/2022, 6:53:43 PM
olicy: qos_template, e: gosMap, queue: 1
policy: qos_template, type: qosMap. q Trace: alanwan-0810 (ID: 688) (0
Application: H webex-meetin W : Hop: SJC-Branch:MPLS to RTP-Hub1:MPLS x ¥ ° Upstream O Downstream
10
[ Insight Overview ]
@
s s
A
17:55 18:00 18:05 18:10 18:15 18:20 18:25 18:30 18:35 18:40
-7- webex-meeting -®- -+~ -E- -e= 0=  -e-  -E- -~ V-
_ 60 WAN Loss Rate - Wednesday, Aug 10, 18:25:26, Loss rate: 0%
ES Local Drop Rate - Wednesday, Aug 10, 18:25:26, Loss rate: 47.6%
g Remote Drop Rate - Wednesday, Aug 10, 18:25:26, Loss rate: 0%
3
0 B i —— i N et
17:55 18:00 18:05 18:10 18:15 18:20
-o- WAN Loss Rate  -+- Local Drop Rate -m- Remote Drop Rate

Upstream Applications Path & Performance (packet)

Readout

Snapshot of 8/10/2022, 6:25:26 PM

App Centric Topology & Paths
Webex-meeting: Load balance from SJC-branch to RTP- Discovered by interested traffic

Hub1/Hub2 via MPLS, then toward Campus/DC via
LAN.

Poor performance on the hops:
SJC-branch to RTP-Hub1/2 as QoS congestion
caused local drop on SJC-branch's MPLS link.

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confid




Insight Summary - Event Insight

Overview App Performance Insight Event Insight QoS Insight

Who Trace: alanwan-0623-2 (ID: 6256) (D
o

-office-web- dropb hd Upstream Downstream
Application: @ SR Ll —— Hop: [BJC-Branch:MPLS to RTP-Hub1:MPLS x v ] Ovr O
citrix x

10

What

19:10 19:15 19:20 19:25 19:30 19:35 19:40 19:45 19:50 19:55 20:00
When
@ Monitored Flows @ Local Drop(>5%) @ SLA Violation @ QoS Congestion @ Flow Asymmetry
Event: ‘ Flow Asymmetry x x ]

Readout -
Upstream Applications Path & Event(Flow Count)

Snapshot of 6/23/2022, 7:30:37 PM ]

Flows
n

App Centric Topology & Paths
- Discovered by interested traffic

Office: SJC-Branch local breakout to
Saas Cloud via INET(DIA). ~office-web-apps

aaS(via RTP-Hub1:PUBLIC_INTERN
SJC-Branch(PUBLIC_INTERNET)

Dropbox: Backhaul from SJC-branch
to RTP-Hub1 via MPLS, then
breakout to SaaS Cloud via
INET(DIA).

via RTP-Hub1:Gi

Exchange/Citrix: Backhaul from SJC-
branch to RTP-Hub1/Hub2 via
MPLS/INET, then toward
Campus/DC via LAN. Both apps
have some flows run into
asymmetry on some hops.

LAN Side(via

RTP-Hub1:P!

IC_INTERNET

l2CnnICal Markeunyg cngineers



Insight Summary - QoS Insight

m Application Bandwith

Queued Voice, Video 15%
Queuel Webex 20%
Queue2(Default) HTTP, SSL ,Adobe-service etc. 20%
Queue3 SaaS(Box/Dropbox/Google/Office365/Amazon etc.) 45%

SMTP, POP3 ,Citrix, Exchange

Tips

QoS Insight — Use case 1

ClO's Webex meeting run into bad quality. Finally,
root cause was:

More attendees joined the Webex meeting from
same site and run out of planned bandwidth.

"QoS insight", for QoS congestion debug or
bandwidth capacity planning.

Remediation Actions:
1. Allocate more bandwidth for Webex/Queuel
2. Buy more bandwidth for circuit Gig3.

3. Allocate other apps to different queue if
competing bandwidth is in same queue

4. Revisit traffic steering policy, for example not to
prefer MPLS, load-balance to other WAN circuits.

Overview

App Performance Insight

Trace: alanwan-0810 (ID: 688)

Devices: SJC-Branch

_ 10

&

U

5

(-3

a 5

g

a o)

S 5]

o

0
17:54 17:55

Applications:

Event Insight QoS Insight
x - © Packet
]
QoS Drop Rate
Packet Drop Rate (%) - Wednesday, Aug 10, 17:57:41: 8.49% Fy
y .
. o » e . ° * d
17:56 17:57 17:58 17:59 18:00 18:01 18:02 18:03 18:04 18:05 18:06

~ Packet Drop Rate (%)

Interfaces:
Queues:

Forward/Drop:

Snapshot of 8/10/2022, 5:57:41 PM

ex-meeting : 423

GigabitEthernet3 x | GigabitEthernet2 x | GigabitEthernet4 x

webex-meeting of VPN1 dropped 62
pps on Gig3's Queuel

) o]

QoS - Applications Distribution (pps)

Queuel : 423
GigabitEthernet3 : 432

default : 31

e

= wdew SO

VPN 0 (BFD, Control, TLOC-ext, ...) : 47 . :class-dafaull-(Quauoz) 12

(O Byte



Path Insight at Flow Level

Flow Readout

Overview Path Insight

Trace: wzhoud-s32-asym (ID: 4704), Flow ID: 59996 (Appli

Upstream (From 192.168.132.100:33234 to 172.217.175.227:443)

Why this path? by what?

Hop 0 - Edge Name: 5)C-Branch

/IP Lookup on VPN 1

Routing Candidate Paths:m Path Decided By: Final Path:

Hop 1 - Edge Name: RTP-Hubl

IP Lookup on VPN 1

Routing Candidate Paths: 1

Path Decided By: Final Path:

Insight Level 1- What

Office 365 takes Internet path

Destination Addr:
172.217.175.227

NAT DIA
Local Color: Unknown
Local Interface: Unknown

| SDWAN SESSION (IPSEC)

Remote Edge: RTP-Hub1l

Match Route: Remote Color: MPLS

0.0.0.0/0 Remote System IP: 131.13.253.31

Local Interface: GigabitEthernet3

‘|- Local Color: MPLS

Route Info
Source: nat-route
Preference: 6

\Metn‘(: 0

isibility to routing decision

J

Downstream (From 172.217.175.227:443 to 192.168.132.100:33234)

Destination Addr:

172.217.175.227
Match Route:
0.0.0.0/0

[

Route Info
Source: nat-route
Preference: 6
Metric: 0

NAT DIA
Local Color: Unknown
Local Interface: Unknown

Y CoR SAAS
Local Color: PUBLIC_INTERNET
Local Interface: GigabitEthernet4

NAT Translate Source
Pre-NAT
Addr:192.168.132.100

Port:33234
Post-NAT
Addr:172.31.2.1
Port:6759

Insight Level 2- Why

@

1
1
1
Hop 0 - Edge Name: RTP-Hubl : Hop 1 - Edge Name: $)C-Branch .
IP Lookup on VPN O Routing Candidate Paths: 1 Path Decided By: Final Path: : IP Lookup on VPN 1 Routing Candidate Paths: 1 Path Decided By: Final Path:
1
Destination Addr: ’l LOCAL CONSUMED 3 NAT SDWAN SESSION (IPSEC) I Destination Addr: SERVICE LAN routing SERVICE LAN
172.31.2.1 Remote Edge: S)C-Branch [ 192.168.132.100 Local Interface: GigabitEthernet5 Local Interface: GigabitEthernet5
Match Route: Remote Color: PUBLIC_INTERNET [ Match Route:
172.31.2.1/32 Remote System IP: 131.13.253.32 I 192.168.132.100/32
Local Color: PUBLIC_INTERNET I .
Local Interface: GigabitEthernet4 | . ‘
[
Route Info : Route Info
Source: connected NAT Translate Destination I Source: adjacent
Preference: 0 Pre-NAT I Preference: 0
Metric: 0 Addr:172.31.2.1 1 | Metric: 0
Port:6759 '
Post-NAT :
Addr:192.168.132.100 " User

Port:33234

Google services application took the path decided by CoR-SaaS from SJC-Banch to RTP hub, then to Internet.

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Flow level readout - Overview

Flow Readout

Applications Completed Flows
éOvervieW Path Insight
Jun 23,2022 11:46:1 : :
Y Filter v e
— . _ _ . . A - el
Trace: alanwan-0623-3 (ID: 6304), Flow ID: 1246 (Application:sip)
Search by Domain, Application, Readout, etc. (1) Upstream From 49.16.0.255:6094 to 17.16.0.255:5060
Downstream From 17.16.0.255:5060 to 49.16.0.255:6094
Q. Search

Overall Status @

Overall 21619 flows traced, 16 flows traced during Jun 2 o SLA Violation From BFD Measurement: Yes

* Upstream hop((Gi7) SJC-Branch:MPLS -> RTP-Hub1:MPLS)

> Start - Update Time Flow Id Reado] request SLA Voice-And-Video defined in policy AAP_COLOR_3G-yicliu-cxp can not meet.
v 11:48:48 PM-11:51:09 PM 1246 ) BFD measurement:
please check Dashboard-> Main Dashboard-> Application-Aware Routing for detail.
Direction Hoplindex Local Edge R
* Upstream hop(RTP-Hub1:MPLS -> NYK-Branch:MPLS)
(Gi7) SJC- request SLA Voice-And-Video defined in policy AAP_COLOR_3G-vicliu-cxp can not meet.

Upstream 0 Branch q BFD measurement:
please check Dashboard-> Main Dashboard-> Application-Aware Routing for detail.

Upstream 1 RTP-Hub1 N
* Downstream hop(RTP-Hub2:MPLS -> SJC-Branch(Gi7) :MPLS)
Upstream 2 l\gg)—sranch 4 request SLA Voice-And-Video defined in policy AAP_COLOR_3G-yicliu-cxp can not meet.
BFD measurement:
Frmcarme ——— A° AN Qi (| please check Dashboard-> Main Dashboard-> Application-Aware Routing for detail.
> 11:49:06 PM-11:51:27 PM 1353 0
~ INSIGHT - ADVANCED VIEWS @ Flow Asymmetry: Possible (Reverse flow traffic not detected, UDP flow’s asymmetry can not be determined)

Upstream: (Gi7) SJC-Branch:MPLS --> RTP-Hub1:MPLS

Upstream: RTP-Hub1:MPLS --> NYK-Branch:MPLS
Flow Trend Upstream Feature Downstrea K . .
Upstream: NYK-Branch (Gi6):Service LAN --> LAN Side:N/A 'Y Y
Downstream: LAN Side:N/A --> (Gi6)NYK-Branch:Service LAN # en
[ Hosiname: SJC-Branch  EvencList | ARSTLAASETINOON | poynstream: NYK-Branch:MPLS --> RTP-Hub2:MPLS Teenion Vottoing Engineers
Version: 17.09.01.3.1245, Input: GigabitEthernet7, Output: GlgabnEthernetBI Downstream: RTP—HUbZMPLS —— SJC—Branch(G|7) MPLS




ADVANCED VIEWS — Up/Downstream Feature

61406 64.104.76.247 53 TCP(DNS) DEFAULT T f DEFAULT + ms-live-accounts ms-cloud-group login.live.cor 0/291

@ 02Jun 2021 10:53:37... 49 ©) 168.3.1.101

~ INSIGHT - ADVANCED VIEWS Selected trace: yicliu-cxp-test (Trace Id: 1872)

Selected Flow Id: 50

App Trend Flow Trend Upstream Feature Downstream Feature Geography
( Hostname: 3ANJ0OSE  EventList;  DPLS v () Expand All Features ) ( Hostname: RTP EventList;  DFLDONE v (D Expand All Featuras )
Version: 17.06.01.0.445, Input: GigabitEthemetd, Cutput: GigabitEthernet2 (7) i © Version: 17.06.01.0.445, Input: GigabitEthernet2, Output: GigabitEthemetd (:)_
Ingress Feature Egress Feature Ingress Feature Egress Feature
@ Ingress Report @ NBAR & SDWAN Forwarding @ NBAR
® SDWAN App Route Policy == View Palicy <= (& IPSec ® NBAR ® Transmit Report
(® SDWAN Data Palicy IN == View Policy << ) SDWAN QoS Output == View Palicy <<
® SDWAN Forwarding ® QOS »> View Policy <<
® Transmit Report
[

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



I's

Proactive Path Recommendations to improve App Experience @

Powered by ThousandEyes WAN Insights

Forecast path performance issues and make recommendations —

Recommendations Z£74

Transforming SD-WAN operations from a reactive to a predictive model

Recommendation based on telemetry data from 30 days

~ ¢
Google
Over 4 users (0
Path Quality
Default Path: 99%
Recommended Path 100%

View Recommendations

7

Gotomeeting

Over 0 users (1

Path Quality
Default Path: 98%
Recommended Path: 98%

View Details

m .
Office365

Over 37 users (U

Path Quality
Default Path: 99%
Recommended Path: 100%

View Recommendations

&

Salesforce
Over 7 users (U
Path Quality
Default Path: 98%
Recommended Path: 100%

View Recommendations

Voice

Over 2 users (U

Path Quality
Default Path:

Recommended Path:

View Recommendations

97%
98%

o Ingest Telemetry: Collect network telemetry data through vAnalytics

Data Analysis: Apply predictive models to forecast issues & make path recommendations

Feedback Loop: Fine-tune SD-WAN policies (initially manual, automated in future) to
implement path recommendation and improve App experience

* Included with SD-WAN DNA Advantage & above license; ThousandEyes Agent not necessary

* Olimitedavailability for-private preview customersi(w/ vAnalytics deployment in Americas region)

W

Webex
Over 0 users (U

Path Quality
Default Path:

Recommended Path:

View Details

100%
100%

Feedback
Loop

vAnalytics

Ingest
Telemetry

. _:3
‘o O
o Cisco
SD-WAN
vManage



Operational Insights of your network and applications

G Snapshot of the overall network and application health e Application health (QoE) and magnitude of its impact

e Summary widgets for 4 key elements — Sites, Apps, Circuits, & Clients e Trending Apps — by usage, health, loss

= O venalytics-v2-demo @ All Sites v View all overlays Overview Dashboard 0w = @ vanalytics-v2-demo Vv @ AllSites v  View all overlays Application Dashboard fey
Ove W Application: ircuif Predictive N rk N P A P
& oo == —r—
SITES APPLICATIONS CIRCUITS
100% o 245, o 4% o @ 12 Hours Mar 3, 2022 8:00 AM - Mar 3, 2022 8:00 PM  Compared with: the previous 12 hours
with High Availability & with Good Qo © with High Availability C
Mar 23, 2022 11:00 PM - Mar 24, 2022 1

Compared with: the pravious 12 hoy Application Experience QoE: Al Application Type: All

QoE © Usage (Total) Top Applications by Usage (Top 20) Usage (Top 20)
View by: Avala App||cat|ons Viewby: QoE
49.1%
Bottom Available Sites Bottom Performing Applications Poor: 52%
e © @ ve) steam: 17.1%
Sites % Availability © Applications Qo ) Site Count and Distribution by Qo
4 102 100w 7 17 ms-ofice-365 19 4 MySQL: 22.9% 2 MB
Sites palications o Fair: 23%
i 104 00w Applicat outiook-web-se.. 17 4 (4) I 46%
. (1 MB)
103 100 ™ ms-lyno 19 4 Good: 23% I Outlook: 10.1%
. . 4
101 100% % webex-media 203 e ———— @ H
. 10w .
® Faie (B0% - <05 Avatlab . .5 share-point R #= Good (QoE 8 - 10) Fair (QOE 5 - <B)  m=mm Poor (QoE O - <5) Trend Analysis
. v . . N
View Details View Details
QoE Distribution by Traffic Classes © Trending Applications ©
SLA bulk has the most poor apps Most Avg. Drop of QoE Most Avg. Rise of Usage “/
. Previous Curent Change Trend
View by: Avi C | |e nts View by: Usage Previous Current Change Trend
¢ Outlook 55 5.4 ) AP AP
. - ms-team: 262KB 221 KB ~40 KB ea e
Bottom Available Circuits (TLOC) Top Users s-teams
6
" ( MySQL as 45 o —————
Circuits % Availabiity User P Data Usage Top Used Apps FRCBINGE. . Bk RS LERE: Sy
Nicks_Milpitas 3% T — 40782164 633KB % MySQL g 4 Steam 68 68 0 R ——
outlook-w... 57KB 48KB -9KB A~~~
Hicks_Milpitas. 54% T — 121735 507 kB 20 point | PP 9 3 2 8 L8 ”
ms-teams-...
" = " A AN
Chicago_USipub.. 50% % e— 121736 489KD UV ————— MySQL | Steam | Outlock i i webex-mee...31 KB :26KB. -5K8
5% wKB g ey 2 = 7 skype 8.6 8.6 [
Nicks_Milpitas 54% ——— 40782162 474KB Y —————— Steam e & e & ¢ webex-med...52KB 44KB -8KB \/\/\'\/
*a ! 32K s‘éb o °
Chicago_US:biz 54% Y 121734 3B2KB TN — MySQL | Steam | webex-meeting
® Good (QoE 8 - 10) @ Fair (QOE S - <8) @ Poor (QoE 0 -
. e e . . =5) ® Good (QOE 8 - 10)  ® Fair (QOE 5 - <8) @ Poor (QOE 0 - <5) @ Usage

cISCO m / NavIgatiom patT Surmmary Dastoard (Farmding page) Navigation path: Summary Dashboard -> Applications
- #Ciscolive © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Circuit Dashboard

scoopocs - m

12 oy

G Total Uptime

~65.32% Uptime

DIA Usage (.

Trend Analysis

Circuts (1018)

O Sewin T

B Swinsing

® A

@ Tunne

I Tratfic

Trend Analysis

W 23 2007 RO0 MW - Mar 34, 2202800 AN

o MPLS
® b internet
@ pubiic-internet

® peivate

Trend Analysis

. Total Uptime

Trand by Availability

#Hn
0
12em

Bm
g

=+ pliientative target July'23

@

Sar ¥, 3033 9:00

o Circuit 360

0k
&
g //—K
L
anae anw 233 L] onan Qo Lo a0 s a0 page ) o ey

Tap 5 Application Usage

[}
2000 o fati] M 24 bk ] L [t o) T LR e e DEL

@ Ofwn @ OulocokWeb-Sermce @ Sy @ Oh @ Saas-Pord @ Mal-Servics

Q Comprehensive visibility into WAN circuits
«  Circuit uptime and availability trends
« Traffic distribution - DIA vs Tunnel and by Color

Q Top used circuits and usage trends (Circuit360 page)
. RX and TX bandwidth rate
. Top Applications & Top Flows

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



il Monitor - Overview Cisco SDV

=

Cisco SD-WAN

Overview © &,

CONTROLLERS

1 1

vBond vSmart
Site Health ©

@ Good

WAN Edge Health ©

x

@ Fair

4

C A NotSecure | https://tme-demo-vmanage.cisco.com/#/app/monitor2/overview

Security

VPN

(I
o

Logs Multicloud
52 R
REBOOT
0
Last 24 hrs

Tunnel Health ©

\

24

@ Select Resource Groupw @ Al Sites Monitor - Overview
Devices Tunnels Applications
WAN Edges CERTIFICATE STATUS LICENSING
1 ) 0 0
vManage Reachable Warning Assigned
5 Unassigned
Good Performing Sites ™
San Jose
Seattle
0.56
@ Raleigh
&
Dallas
1
0 0.75

Usage (GB)

@® Poor
View Details

CPU Load (%) ™

Fair Devices ™

@ Good

Turnnels

@ Far

Application kHezalth ®

24 Hours ¥  Actions ™

Latency (ms) ™ Good Tunnels ™
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Observability — optymalizacja i widocznosc

ThousandEyes - Cloud Intelligence

R ®
~_~
Wydajnos¢ Wizualizacja trasy Status Internetu i Monitoring Zdalny pracownik
aplikacji WANu BGP
O O O O O
Izolacja problemoéw Zweryfikuj czy to Internet to nowy Upewnij sie, ze Aplikacje musza by¢
aplikacji od problem w sieci, WAN- monitoruj routing nie dostepne
problemoéw operatora czy jego parametry powoduje niezaleznie od
sieciowych aplikacji chmurowej problemow z lokalizacji

aplikacja uzytkownika



Dzieki Cisco SD-WAN NGFW w kazdym oddziale

vManage
WS Automated
— AR Templates
SaaS

Google Cloud

Cisco SD-WAN
DA Fabic DA
(_Q..,..g
= 9 O 9 b
« ~Internet
HQ

Enterprise Firewall

Intrusion Prevention System

URL-Filtering

Advance Malware Protection

Branch

TLS/SSL Proxy




Use-Case

S D'WA N Cl O u d Se C u rity Unified policy for Mobile work force

Branch to Internet

Auto Tunnel, Intelligent Traffic Steering Branch to Cloud(Saas)

vManage
Auto-Templates

Cisco
Umbrella

DNS-Layer Security

Secure Web Gateway

Cloud-Delivered Firewall

Cisco SD-WAN
DA N - DA

Cloud Access Security Broker

Branch Interactive Threat Intel




Model nowoczesnego oddziatu

Home Office Security Stack

Ent. FW App
Aware

LTE
MPLS SD-WAN
--------------------- Fabric
Internet/DIA
DNS/web
ons Data Center

security

URL
Filtering

WiFi6, Next-gen 5G LTE, Integrated Security, Visibility & Analytics, Cloud OnRamp for SaaS, One Box Solution




SASE

Cisco Umbrella

o rL M !
o I
/1y

Bezpieczenstwo Secure Web Cloud-delivered Cloud access Wiedza

DNS Gateway Layer 7 firewall security broker 0 zagrozeniach

(CASB) Inc. DLP

Zatrzymaj zagrozenia Petna widocznos¢ i Blokowanie zagrozen Widocznosg, Konkteksowa wiedza o
zanim dotra do Twojej  kontrola komunikacji do warstwy 7 raportowanie i kontrola | zagrozeniach oraz dane

sieci WWWwW wykorzystania aplikacji dla zespotow

Kontrola tenantow

chmurowych analitycznych

XDR

Zintegrowana platforma
Cyberbezpieczenstwa

Widocznosc i
automatyzacja wszystkich
rozwigzan
cyberbezpieczenistwa



SASE zero trust

Bezpieczny dostep z DUO

= L+ 9 oo A\

)
— g —— —a—
Sprawdzanie stanu Least privileged Ciggta Analiza zachowania
MFA stacji koncowej access weryfikacja
Weryfikacja tozsamosci Weryfikacja Fundament Kazda préba dostepu Wykrycie i raportowanie
uzytkownika i wymuszenie bezpieczenstwa jest weryfikana w anomalii i nieporzadanych
sposob ciggty zachowan

Dla kazdego uzytkownika, urzgdzenia, aplikacji



Benefity z posiadania security everywhere

Internet

Data Center Branch
[ 2K ]
Corporate Users (guests) B8
Software P
Devices/I0T 0
& » |
& »

Cisco catalyst SD-WAN

ONLY
Cloud
Security

ONLY
On-Prem
Security

On-Prem
and Cloud

Security

Spdjna ochrona
uzytkownikéw i urzadzen
we wszystkich
lokalizacjach i skalowanie
na zadanie

Widocznos¢ catego ruchu i
ochrona przed
zagrozeniami
wewnetrznymi i
zewnetrznymi

Najlepsza rownowaga
miedzy bezpieczenstwem i
komfortem uzytkowania w
przypadku bezposredniego
dostepu do Internetu

Brak widocznosci i
kontroli nad ruchem
wewnetrznym i
zagrozeniami

Deszyfrowanie
zwieksza obcigzenie
urzadzen
brzegowych

Zintegrowane
rozwigzanie Cisco
eliminuje te wady

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



You make networking possible
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Cisco Enterprise Firewall with Application Aware Policy

Use case

Jako administrator bezpieczenstwa chce miec¢ architekture
bezpieczenstwa, ktéra chroni sieci przed coraz bardziej
wyrafinowanymi zagrozeniami i zapewnia widocznos¢ end-to-
end oraz pojedyncze zarzadzanie bezpieczenstwem i
egzekwowanie polityki sieciowej.

Features

Cisco SD-WAN oferuje Enterprise Firewall warstwy 7
aplikacji aby zapewnié statg ochrone przed wewnetrznymi i
zewnetrznymi zagrozeniami z réznych zrodet

Granularne polityki i kontrola nad aplikacjami

« Scentralizowana widocznos¢ i kontrola catego ruchu
wewnetrznego, przychodzgcego i wychodzgcego

- Single pane of glass - scentralizowana konfiguracja i
administracja dla sieci i bezpieczenstwa

SaaS

J Office 365

salesforce

Outside Zone

WAN Edge Router Self Zone

Employee Guest
% Zone Zone @
3

Employee VPN Guest VPN




Enterprise Firewall

Kluczowe mozliwosci

Stanowy, oparta na strefach inspekcja
VPNy/VRFy powigzane do stref
Obstuguje inspekcje ruchu miedzy tymi
samymi strefami jak i réznymi

Self-Zone ochrona routera przed
wewnetrznymi atakami

Layer 7 App Visibility HSL Logging

Blokowanie ruchu w oparciu o aplikacje
lub rodziny aplikacji

Widocznos¢ aplikacji i granularna
kontrola

Wykorzystanie integracji NBAR/SD-AVC
do dopasowania ruchu aplikacji

T,

Logi firewalla mogg by¢ wysytane do
zewnetrznego kolektora

Obstuga High-Speed logging (HSL)
uzycie NetFlow jako formatu eksportu




Enterprise Firewall

Kluczowe mozliwosci

Multiple Prefix Lists/Rule Set Geo Location Support
Support

© O

* Proste reguty firewall oparte na e Obstuga obiektéw tworzonych z * Filtracjia  wybranych lokalizacji
nazwach domen prefiksow/portow/protokotéw geograficznych

* Redukcja regut tworzonych na (source/destination) * Informacje geograficzne obejmuja
podstawie adresow IP liste krajow i/lub kontynentow

e Utatwienie monitoringu e Dane IP Geo z Digital Element



Geo Location Based Firewall Policy

Use case

e

Inte:rnet

As a security admin in banking sector, | wants to allow traffic ’
only from our office locations (North America) and block
connections to or from other geographical location (China &
Russia)

Features

Use ZBFW policy with Geo filtering feature to block certain geo
location and allow traffic from desired location

1

Configure Geo location as source/destination prefix lists and /

1 \

1 \
’ 1

1

1

geo location database includes list of countries and/or

continents ’ '

]

Branch

1

Sample Geo IP mapping

Country

Start —End IP Address

North America

1.0.0.0-1.0.0.0.255

China

100.0.0.0—
100.0.0.255




|dentity based Firewall (using ISE-AD) integrations

Problem

Security policies that align to users and groups rather than to

IP addresses give organizations easier, more precise control over who can
access the network/applications—and what they can access.

In a hybrid workforce environment, the users can access application from
anywhere and from any IP, therefore applying security policy based on
prefixes is not enough.

Typically, a SD-WAN embedded security stack is not aware of the users’
identities and, therefore, cannot apply security policies based on identities.

Solution

20.9/17.9 introduces capability to match user identity and apply zone-based firewall
policy based on identities. vManage and vSmart controllers in this case integrates
with ISE/PXGRID which is further integrated with Active Directory. The interested
domain is then subscribed to be learned in SD-WAN controllers and thus ip-user and
ip-user-group mapping is learned though OMP which is then used for ZBFW policies
dynamically

Caveats

Only one ISE instance allowed

Only one domain allowed

Only one identity list per rule

No destination-based identity matching in FW rule

With ISE v3.1 system only allows user-group based configs,
ISE-3.2 recommended

No SGT mapping (roadmap)

IP to

User/Group
Mapping

_

I

Employee  Contractor

63

vManage

Source

vEdge

Active Directory

IAAS,SAAS
Private Apps

~
A Destination

ZBFW Policy Application

Employee Permit All
Contractor Deny All



Intrusion Prevention/Detection System (IPS/IDS)

Use case
Jako administrator bezpieczenstwa, chce blokowaé znane Internet

zagrozenia w catej sieci i poddawac inspekcji ruch internetowy Slgnatures q

do wykrywania i reagowania na ataki. tata¢ luki w krotszym l @

czasie i przy uzyciu mniejszych zasobow. Ta L‘.
)5

Feature

« Snort IPS jest najczesciej wdrazanym IPSem na Swiecie @ Snort Engine

« Cisco TALOS — zesp6t bezpieczenstwa Cisco —
przygotowuje dedykowane sygnatury

WAN Edge

« Snort automatycznie aktualizuje sygnatury

« Wsparcie dla whitelisty sygnatur

RE

« Analiza ruchu w czasie rzeczywistym

Branch 1



URL-Filtering (URL-F)

Use case

Jako administrator ds. bezpieczenstwa chce scislejszej kontroli
bezpieczenistwa. Chce uniemozliwi¢ uzytkownikom dostep do
stron, ktére mogg zaktoci¢ funkcjonowanie firmy - takich jak
strony niezwigzane 1z pracg, strony zawierajgce tresci
obrazliwe, nielegalne, strony zwigzane z prébami wytudzenia
informacji, lub strony po prostu niebezpieczne

Feature

- URL-Filtering umozliwia zarzgdzanie dostepem do stron
poprzez blokowanie lub zezwalanie w oparciu o kategorie
stron lub jej reputac;ji

« Allow List/Block List
- Kategorie
« Reputacje

- 82+ kategorii stron z dynamicznymi aktualizacjami

URL Filtering




Advanced Malware Protection (AMP)

File Reputation & Retrospection

Use case

Jako administrator ds. bezpieczeristwa chce, aby architektura Public Internet Ta LOS
bezpieczenstwa uwzgledniata co raz bardziej wyrafinowane
zagrozenia zwigzane z plikami, a takze zapewniata mozliwos$¢
szybkiego $ledzenia, powstrzymywania, analizowania i
usuwania skutkéw udanych atakéw

)
1,

, O

Malicious file
Download

isco AMP

2
2

Feature

- AMP zapewnia ciggte Sledzenia i analizowania plikdéw oraz
aktywnosci plikow podczas ich przemieszczania sie w sieci

« Precyzyjne wykrywanie dyspozycji plikdbw (czyste, nieznane
lub ztosliwe) w oparciu o wspodtprace z TALOS, inteligencje
dziatajgcg w czasie rzeczywistym

+ Ciagte aktualizacje danych o statusie plikdw z globalnej bazy
danych AMP pomagajg wykrywacd i chronic¢ przed ztosliwym
oprogramowaniem

Branch



DNS Security

+ Cisco Umbrella — lider na rynku bezpieczenstwa DNS
+ Blokowanie malware, phishing i nie bezpiecznych stron
- Wsparcie dla DNScrypt
- Bypass dla lokalnych domen
« Wsparcie dla dekrypcji ruchu HTTPS
Inteligentne Proxy

Réwniez dla domowych rozwigzan

*208.67.222.222
*208.67.220.220

©2620:119:35::35 —

*2620:119:53::53

Cisco Umbrella




TLS/SSL Proxy
66 ?_ef_r_v_et_ef*_ffffi;@

Use case
TLS/SSL Proxy

.. . , . . UTD -Snort Engine
Jako administrator bezpieczenstwa, chce miec architekture

bezpieczenstwa, ktéra moze zidentyfikowaé ztosliwe .
oprogramowanie i zagrozenia w zaszyfrowanym ruchu. Encrypted Traffic

Feature

« TLS/SSL Proxy, ktére dziatana zasadzie man in the midle, a ?
odszyfrowujgc zaszyfrowany ruch TLS przez Internet i
wysytajgc go do silnika UTD Snort w celu przeprowadzenia
zaawansowanej inspekcji bezpieczeristwa WAN Edge

Internet

- Egzekwowanie zasad bezpieczenstwa w oparciu o inspekcje
odszyfrowanego ruchu

Web Servers

- Dane sg ponownie szyfrowane po inspekcji, zanim zostang
wystane do miejsca docelowego

100% Encrypted Traffic



Cisco SD-WAN Licensing
Model licencjonowania Cisco DNA Premier

Security

Cisco DNA Advantage

Cisco Umbrella SIG Essentials
Cloud/Analytics Transactional

+ 5-250 Mbps =1 License per Mbps
« 500 Mbps = 375 Licenses

Cisco DNA Essentials

+ Cloud OnRamp for laaS and Saa$

Connectivity/Mgmt + Automated Service Stitching - 1 Gbps = 500 Licenses
+ Encrypted Traffic Analytics . 2.5,5,10 Gbps = 750 Licenses

+ Cloud or On-Prem Management + VvAnalytics Enterprise Agreement
» Flexible Topology - Tier 0: Not Available in Premier

+ Hub and Spoke Security + Tierl: 25 Licenses

+ Full Mesh/Partial Mesh - Tier 2: 250 Licenses
« App and SLA based policy + Segmentation (Unlimited VPNs) « Tier 3: 750 Licenses
. Dynamlc Routing (BGP, OSPF) » Cisco AMP and SSL proxy - Additional Cisco Umbrella SIG Essentials licenses
+ VNF Lifecycle Management + URL filtering can be purchased separately.

_ St
Security Cisco Threat Grid
X-domain Innovations - Provides entitlement for 200 files per day

+ Enterprise Firewall with Talos-powered per customer account
IPS and application controls - Integrated Border for Campus (SD-Access) « Files sent to Threat Grid cloud for sandboxing.

. Cisco Umbrella DNS Monitoring (visibility only) - Integration with ACI for Application SLA On-premises Threat Grid not available in Premier
+ Global entitlement across all customer sites

SD-WAN Services Services - Additional Cisco Threat Grid licenses can be
purchased separately.
» Basic Path pRmization With  Web Caching, DRE (incl. SSL proxy)
FEC and'Pa'cke't Sip eeitien + Voice Module and SRST Integration
+ TCP Optimization * Multicast Cisco DNA Advantage

Cisco DNA Essentials

Cisco DNA Essentials




NEW SD-WAN Licensing Enhancements

Cisco DNA Essentials

Existing Capabilities -}~

laaS: GCP, AWS, Azure
SaaS: All (M365, Webex ...)

o

O

URL Filtering, IPS, AMP, SSL Proxy
VPN Segments: 2+1->4 +1

o

O

Cloud Security: .

o Cisco Umbrella app discovery

o Umbrella Connector

o 3rd party Cloud Security Provider

Cisco DNA Advantage

Cloud/Analytics w/ Telemetry

« Advanced Cloud OnRamp for laaS and Saa$S
« Automated Service Stitching

+ VvAnalytics

+ SD-WAN Application Intelligence Engine

Security

« Segmentation (Unlimited VPNs)

X-domain Innovations

+ Integrated Border for Campus (SD-Access)
+ Integration with ACI for Application SLA

« Web Caching, DRE (incl. SSL proxy)
+ Voice Module and SRST Integrationl
« Multicast

Enhancements / Additions

Cisco DNA Premier

No changes

Cisco DNA Essentials

Cisco DNA Advantage



Consistency and Simplicity of SD-WAN BW Consumption

Current Tiers BW

10M

Cisco Bandwidth Tiers

New Tier (EA/MSLA/ALC)

15M

25M

50M

TO
25M (Increase)

100M

200M

250M

T1
200M (Increase)

500M

1G

2.5G

T2
1G

5G

10G

T3
10G

5M Option for loT/M2M

Applicable across all consumption

models (ALC, EA and MSLA)

Target Availability:
Early December 2021

5M Targeted for ATM / KIOSKS / loT

use-Cases



Networking

SD-WAN

Learn how to confidently adopt Cisco’s
SD-WAN solution in a new or existing
network. These sessions provide an
advanced journey through the latest
Cisco SD-WAN innovations including
recent development and integration with
Cloud, SASE and Assurance/Analytics.

START

Feb 6 | 08:30

TECENT-2376

From Zero to SD-WAN Hero:
Planning, Designing and Implementing
Cisco SD-WAN

Feb 6 | 08:30
TECARC-2407

Architecture, Deployments, and
Troubleshooting Deep Dive for Catalyst
8000 Series Edge Platforms

Feb 6| 14:00

TECTRS-3477
Advanced Troubleshooting SD-WAN

Feb 7 | 08:30
BRKENT-1656

Beginner's Guide to Enterprise Network
Monitoring with ThousandEyes

Feb 7 | 11:30

BRKENT-2108
Cisco SD-WAN: Start Here

Feb 71 11:30

BRKNWT-2210
Predicting Networks are THERE !!

O

If you are unable to attend a live session, you can watch it On Demand after the event

Feb 7 | 14:00 .
BRKENT-2628
ThousandEyes with Catalyst 8000
routers: Empowerment from Data
in your Pocket

Feb 7 | 15-30
BRKENT-2139

How to Choose the Correct Branch Router

Feb 7 | 17-:00

BRKENT-2423
SD-WAN From Design to Reality

Feb 8 | 08:30
BRKENT-2653

All You Need to Know about Forwarding
on the Catalyst 8500 and 8500L Platforms

Feb 8 | 08:30

BRKOPS-2857
Deploy Visibility in Your SASE
Architecture With ThousandEyes

Feb 8 | 08:30

LTRENT-2052

IPvE Routing, SD-WAN and Services Lab

qscoéd/e/

/



Feb 8 | 08-30
LTRENT-3615

Cisco SD-WAN Multi-Region Fabric
- from Zero to Hero

Feb 8| 10:30

BRKXAR-2003

Extending Enterprise Network into
Public Cloud with Cisco Catalyst
8000V Edge Software

Feb 8 | 12:00
BRKENT-2652

Simplify User Experience through
Software defined Interconnect and
Public cloud

Feb 8 | 14:30
BRKTRS-3475

Advanced Troubleshooting of cat8k,

asrlk, ISR and SD-WAN Edge
Made Easy

Feb 8| 16:30

BRKENT-2060

Cisco SD-WAN Cloud OnRamp for
Multicloud - fromm Connectivity to
Application Integration

Feb 8 | 16-30
BRKENT-2651

Migration to Multi-Region Fabric -
Transform and Simplify Middle-mile Based
Network Designs for Large Scale, Cloud
and Colo based SD-WAN Networks

Feb 8 | 1645
BRKXAR-2001

Cisco Intent Based Cross and Multidomain
Integrations for SDA and SD-WAN

Feb 9 | 08:30

BRKARC-2885
Cisco Catalyst 8500 Series Edge Platform
Deep Dive

Feb 9| 10:30

BRKENT-2837
GAME Time ! Will You Be the Networker
of the Year 7

Feb 9| 10:30

BRKENT-3297
Multi-Cloud SD-WAN Design

Feb 9 | 12:00

BRKENT-2312
Evolution of Cisco SD-WAN Security
and Journey Towards SASE

FINISH

If you are unable to attend a live session, you can watch it On Demand after the event

Feb 9| 14:15
BRKENT-3412

How to Optimize SaaS Applications
using Cisco SD-WAN

Feb 9 | 1545
BRKENT-2126

Three Steps to Gain Actionable Visibility in
the Cisco 5D-WAN Using ThousandEyes

Feb 9 | 15:45
BRKMER-1003

Cisco+ Secure Connect - Connect and
Secure with Meraki

Feb 10 | 11:00
BRKTRS-3457

Cross-Domain Integration: Troubleshoaoting
Cisco SD-Access - SD-WAN Integration

Feb 10 | 11:00

BRKTRS-3793
Advanced SD-WAN Routing
Troubleshoaoting

Feb 10 | 11:15

BRKOPS-3179
Wide Area Bonjour (mDNS) - Best
practices, Design and Deployment

mscoé{%p
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