


NetApp jako Lider
Od 1992 roku

A Gartner MQ Leader

WHAT'S CHANGED

Gartner : Challengers
Magic Quadrant for i
Primary Storage Arrays ;‘?

Niche Players Vislonarles

Years in a Row*

Completeness of Vision

* Combination of all-flash and
primary storage MQ reports
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Szeroki wachlarz mozliwosci systemu ONTAP ANOW

Box Software Cloud

ONTAP

ONTAP FAS/AFF ONTAP Select Cloud Volumes ONTAP
NAS SAN S3
Deduplikacja Kompresja Kompakcja

ONTAP

Snapshot SnapMirror MetroCluster
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Wieloprotokotowy dostep

NAS SAN S3

NVMe/TCP
NFS SMB FC ISCSI NVMe/FC S3
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Bezpieczenstwo

M NetApp



Koszty atakow Ransomware

$1.8min

Sredni koszt ataku
aby podnies¢ sie po ataku
ransomware w 20211

1 Sophos report survey data of 5,400 IT managers, ; average cost was for U.S. companies. Also based on

M HNetApp o

$4.8mld

Specjalne
ubezpieczenia
74% YoY wzrost
kosztow

(2020-2021)2

information, see the TechTarget article

10x

Bardziej kosztowny
przestoj i
odwrdécenie skutkow
niz koszt optfat do
przestepcow!


https://secure2.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf
https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
https://www.techtarget.com/searchsecurity/tip/Should-companies-pay-ransomware-and-is-it-illegal-to
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/insurers-revisit-cyber-coverage-as-demand-premiums-spike-70880071

Ransomware Attack Techniques

E-mail Link

Remote Server Attack

Ranso mwa‘re E-mail Attachment
Attack
Techniques*

Misconfigured Public Cloud Instance

USB/Removal Media

29%

21%

16%

9%

9%

9%

10% 15% 20% 25% 30% 35%

Ransomware Attack Techniques

*Sophos report survey data of 5,000 IT manager on “The State Of Ransomware 2020”
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Ransomware na zyczenie
As a Service

Remaining to pay
BTC

XMR

Fixed rate:

Enable BTC:

Enable XMR:

10 days , 00:00:00

Public chat Our chat

Access key:

TOR LINK

M NetApp © 2022 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —




NetApp kompleksowa cyber-odpornos¢
Ochrona skoncentrowana na danych

NetApp® cyber resilience

Ochrona danych Bezpieczenstwo danych

Dostepnos¢ danych Odtworzenie danych Wykrywanie zagrozen Odwrdcenie zagrozen
Wszystko redundantne z Szybkie, efektywne i Monitoring, wykrywanie, Szybka odpowiedz i
wykorzystaniem efektywnych granularne kopie zapasowe ostrzeganie oraz zapobieganie odtworzenie aby

replikacji, synchronizaciji oraz archiwizacja lokalnie i w Znanym i nowym zagrozeniom zminimalizowac przestoje
danych chmurze

M NetApp 12



Bezpieczenstwo

E
MetroCluster - Replikacja
SnapMirror BC

Snapshot
Snap Center
Szyfrowanie NVE

Snap Lock

Cloud Insight i Ransomware Protection

M NetApp



NIST cyber security framework

NetApp® product or feature

BlueXP™ classification
ONTAP® System Manager
Active 1Q® Unified Manager

Identyfikacja

Encryption
Secure multitenancy

Synchronous/asynchronous replication (e.g.,
SnapMirror® or MetroCluster™)

Active 1Q (AutoSupport®)

Active 1Q Unified Manager (alerting)
ONTAP® System Manager
Autonomous Ransomware Protection

Cloud Insights
Cloud Insights Storage Workload Security
Active 1Q Unified Manager

Odpowiedz

SnapRestore®
SnapMirror restore
SVM DR

Odtworzenie

M NetApp
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> NIST
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oy framework
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Cloud Insights

Network security

Snapshot™ copies
WORM-protected files and objects
Multifactor authentication (MFA)

Cloud Insights

Cloud Insights Storage Workload Security
Advanced logging to SIEM

FPolicy

Automation with Ansible and REST APIs
Email alerts from event management system (EMS)

Cloud Insights
Cloud Insights Storage Workload Security
BlueXP backup and recovery service



Jak ochronic sie przed atakiem ransomware
WYKRYWAJ ODTWARZAJ

@ T
¥

Prevent data destruction
Automatically block with immutable and

o

known malicious file indelible shapshots
types :
Automatically detect and Restore data in
e respond to file system minutes from secure
anomalies that may signal a snapshots
(@\) E ransomware attack
Block rogue admins Secure data access,
and malicious users end-to-end

M NetApp 15



NetApp ONTAP: mamy to zabezpieczone, wczesnie wykryte, odtworzone!

Petny pakiet ochrony

CHRON

NetApp ONTAP FPolicy

Automatically block
known malicious file

types
ONTAP Multi-Admin Verify

<> LR

Block rogue admins
and malicious users

A NetApp 16

ONTAP Tamper-Proof Snapshots

FESS

Prevent data destruction
with immutable and
indelible snapshots

ONTAP End-to-End Encryption

Secure data access,
end-to-end

ONTAP Autonomous
Ransomware Protection

@

Automatically detect and
respond to file system

anomalies that may signal a

ransomware attack

A

RANSOMWARE

WYKRYWAJ ODTWARZAJ

ONTAP SnapRestore

o

Restore data in
minutes from secure
snapshots




Ransomware protection and cyber-security dashboard

“NetApp B|ueXP Accounts v Workspace Connectors v b 'a. 0 e

insight_2022 blue_demo blue_connector

Ransomware Protection

L
O Re-Scan
v
o Ransomware Protection Score Recommended Actions (7) Fix All
al
Move 258 sensitive data items from 3 unprotected data source Fix |
®
Patch 52 open CVEs across 2 data sources Fix |
<
Reduce permissions for 600 sensitive items with broad permissions Fix |
Configure automatic snapshots for 3 data sources Fix |
® Protect | 3 Recommedations Back up 555 business critical files Fix |
8 Detect | Show Configure Active directory Fix |
Recover | 4 Recommedations )
Block IP Fix |
Cyber Resilience Map | High level overview of your environment status view: (L Tavie
Filter by Network Equipment Storage Endpoints Show Networks

P NetApp 17 ©2022 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —



NetApp certyfikacje bezpieczenstwa
Check out security.netapp.com/certs/ for all the latest certification information

Certification Level Comments

NetApp® ONTAP® v9.10.1P7 FDEccPP See Certification Report
NetApp StorageGRID® 11.5 EAL 2+ See Certification Report
NetApp E-Series and EF-Series with NetApp SANtricity® OS 11.70 EAL 2+ See Certification Report
NetApp Element® software 12.2 EAL 2+ See Certification Report

NetApp CryptoMod Level 1 See FIPS 140-2 Certificate # 4144

NetApp cryptographic security module (NCSM) Level 1 See FIPS 140-2 Certificate # 4297

NetApp storage encryption (NSE) and SANTtricity full disk encryption, Level 2 Used in ONTAP and SANTtricity

NetApp SolidFire® ful-disk encryption See NetApp disk drive and firmware matrix

ONTAP 9.8 N/A See Certification Report
ONTAP 9.7 N/A See Certification Report
ONTAP 9.6 N/A See Certification Report

ONTAP 9.7P13 N/A See Certification Report

security.netapp.com/certs/

M NetApp 18


https://www.niap-ccevs.org/Product/PCL.cfm?par303=NetApp%2C%20Inc%2E
https://www.commoncriteriaportal.org/files/epfiles/565-LSS%20CT%20v1.0.pdf
https://www.commoncriteriaportal.org/files/epfiles/383-4-468%20CTv1.1.pdf
https://www.commoncriteriaportal.org/files/epfiles/383-4-442%20CT%20v1.0e.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4144
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4297
https://aplits.disa.mil/downloadFileAPL.action?trackingNumber=1835501
http://aplits.disa.mil/downloadFileAPL.action?trackingNumber=1835501
http://jitc.fhu.disa.mil/tssi/cert_pdfs/NetApp_FAS_AFF_DSC_Rel_ONTAP_9_3_TN1629202_DTR1_26%20Nov2018.pdf
https://www.nsa.gov/Resources/Commercial-Solutions-for-Classified-Program/Components-List/

NetApp Active IQ Unified Manager Security Dashboard in 9.7 and later

= [ Active IQ Unified Manager All v Q

DASHBOARD

COMMON WORKLOAD TASKS

PROVISIONING

ANALYSIS

STORAGE

NETWORK

EVENTS

PROTECTION

VMWARE

GENERAL

STORAGE
MANAGEMENT

POLICIES

EVENT
THRESHOLDS

M NetApp

Security: All Sites x

Cluster Security Cluster Authenticatior Storage VMs Security

50% 50% 2%

Clusters using different authentication mechanism
NOTCOMPLIANT® NOTCOMPLIANT" Not Encrypted
B—— — _]r
o - _ ‘ — —l\m]
2( A 60°5 30 1009 0% 20 A0 8 10K 2( 40% 60 300% 10(
B compliant® Clusters: 1 8 savLo B compiliant Storage VMs:- 4 B software Encrypted: 2602
B NotCompliant® Clusters: 1 LDAP: 0 B NotCompliant* Storage VMs: 4 Hardware Encrypted: 580
AD:2 Software and Hardware Encrypted: 100
B certificate:2 B Notencrypted: 56
B Loca:0
* Based on monitored metrics @ * Based on monitored metrics @
Cluster View
A\ cluster-2 v
~ p g < CtAarace \/\Me Sar P 2 ’ 2
Curty Pro tips for cluster security compliance Slorage VMs Secur Pro tips for Storage VM Security Compliance

A\ Not Compliant 25%

NOTCOMPLIANT"

GLOBAL FIPS TELNET OCSP

@ cnavled A\ Enabied
LOGIN BANNER

REMOTEAUDIT LOGGING CLUSTER PEERING

© 2022 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —




NetApp ActivelQ
Security vulnerability health tab

NetApp.com  Support  Community

1 Active IQ ¢Q

BETA BETA

MYREPORTS  AUTOSUPPORT UPLOAD TOOLS v  RESOURCES v  CUSTOMGROUPS  DISCOVERY DASHBOARD  CONFIG COMPARE  HCI EXPANSION ADVISOR DTULLEDG v @

o #

Health Security Vulnerability Best Practices Performance System Health Storage Virtual Machine Health Health Trending

) Preference

\/ High \/ Medlum V4 Lo

w
“m i = m category ' __ S = PrObablllty

I R Y

NETAPP- 721741000178 Medium Yes Security Clustered Data ONTAP has been determined  Clustered Data ONTAP has been determined to have aversion ~ NTAP-20180601-0002
CLUSTER-NO1 to have a version or configuration exposed to  or configuration exposed to a vulnerability. NTAP-20180601-
avulnerability. 0002.

Potential Impact: See the Security Advisory for an overview of
this vulnerability.

g NETAPP- 721741000177 Medium Yes Security Clustered Data ONTAP has been determined  Clustered Data ONTAP has been determined to have a version ~ NTAP-20180601-0002 N/A
CLUSTER-N02 to have a version or configuration exposed to  or configuration exposed to a vulnerability. NTAP-20180601-
avulnerability. 0002.

J € b

Potential Impact: See the Security Advisory for an overview of
this vulnerability.

M NetApp © 2022 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —



" NEtApp BIUEXP Accounts Workspace Connectors

unt_Mame } 3 MName

& Storage - My Working Environments My Opportunities EB Go To Tabular View

Canvas

fronment
€ Health -

Digital advisor

AN Enable Services Working Environment

WORKING ENVIRONMENT
Remeadiation

anfusi 1
- 5 - On-Premises ONTAP
ONTAP essentials Azure NetApp Files
3 34.18TiB - CVELECT 301 Gie Provisiened Capacity
¥ Protection - R Cloud Volumes Services
2 295378 = 1 Cloud volumes Service (GCF)
Backup & recovery Volumes | Capacity = ) . .
R ¥ 3 29.53 1B Provisioned Capacity
aff-Cing
Replication On-Premises ONTAP :
. 301 GiB rf'l_"']“\' Azure NetApp Files
Ransomware protection - .\E/l'
Capacity = 34.18 TiB Allocated Capacity
£ Governance -
Amaron 53
Classification
155
Digital wallet StorageGRID-6I463 Buckets aws
StorageGRID N
al  Observability ' 162.16 GiB
Capacity [ =]
[ -]
@ Mobility - S
Fsa for ONTAP
Copy & sync 0 OR
E5724-AM5-76390 vokmes | copacity f amurs
Tiering Feres —— — '_-
2.32TiB
Edge caching Capacity =
Reset - +
&F Extensions -
Claud Ops
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Security Hardening Guide
for NetApp ONTAP 9

TR-4569

» Best practices

« RBAC

 Auditing

» Secure protocols

* Fpolicy

« Encryption at rest and in flight

 Port usage

M NetApp

Security Hardening Guide for NetApp ONTAP 9

Product Security Team, NetApp
July 2020 | TR-4569

Abstract

This technical report provides guidance and configuration settings for NetApp® ONTAP® 9
to help o 1S meet p securi ) for system
confidentiality, integrity, and availability.

M NetApp


http://www.netapp.com/us/media/tr-4569.pdf

Jedyny dostawca
zweryfikowany do
przechowywania danych o
hajwyzszym stopniu tajnosci

Ml NetApp 23

Commercial Solutions for
Classified (CSfC) Program
Component List

FIPS 140-2

U.S. Department of Defense
Information Network (DoDIN)
Approved Products List
(APL)

Common Ciriteria



ONTAP bogaty w narzedzia

ONTAP One

NFS » Best raw-to-usable Near-real-time App-integrated * Multi-tenancy
« CIFS » Deduplication, detection backup * QoS
* Block Compression, » Tamper-proof * Business continuity ¢ Cluster-wide
* Object Compaction Snapshot recovery <« Sync/Async scaling
* Unified * Thin Provisioning * Multi-admin disaster recovery

« Data tiering to verification « Snapshots
hybrid, object, or « Blocking of known + Clones

cloud malicious files

ONTAP
Data management software

Delivering automation, efficiency, data protection, and security capabilities
across the NetApp portfolio for file, block, and object

BB Microsoft > [/r )
BE Azure Google Cloud IBM Cloud € Saas

P NetApp 24 ©2023 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —
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Sprzetowe portfolio systemow z ONTAP

FAS 9000 FAS 9500
FAS 2700/FAS2800 FAS 8300 FAS 8700
FAS Systems === == ==
144 dyski a .
720 dyskow 1440 dyskow i .
SSD, SAS, NL-SAS _ _ 1440 dyskow 1440 dyskow
SSD, SAS, NL-SAS SSD, SAS, NL-SAS SSD, SAS, NL-SAS SSD, SAS, NL-SAS
AFF C400 AFF C800
AFF C250 , g
AFF C-series sBdyskow i I I : I '__4 I I I
NVMe /7 QLC 96 dyskow 240 dyskow
NVMe /7 QLC NVMe /7 QLC
AFF Agoo
AFF A400 e AFF A800 oy
. AFF A150 AFF A250 a4 =% ST
AFF A-series
72 dyski 48 dyskow e oy
SSD NVMe , IS IS
480 dyskow 240 dyskow

NVMe + SSD

NVMe + SSD

NANOW/

Distributor Partner

Services Certified




Diugowiecznosc¢

AFF A250
— a

-

FAS 2720/FAS2750

M NetApp

AFF A250

by

by

FAS 2720/FAS2750

AFF A400

FAS 8300




Najlepsze rozwigzania w parze z Programem Storage Lifecycle

\
"

WM

F NetApp

Storage
Lifecycle
Program

N7

oo,
SO
SO
% 9

0
\/

)
‘

NetApp AFF and FAS systems

Latwiejsza decyzja teraz

i pewnos¢é diugoletniej inwestycji w przysztosci.

M NetApp

Free controller
every 3 years

Cloud Advantage

Capacity refresh

Support-
managed
software updates

Premier level
support services



Sprzetowe portfolio systemow z ONTAP

FAS 9000 FAS 9500
FAS 2700/FAS2800 FAS 8300 FAS 8700
FAS Systems === == ==
144 dyski a .
720 dyskow 1440 dyskow i .
SSD, SAS, NL-SAS _ _ 1440 dyskow 1440 dyskow
SSD, SAS, NL-SAS SSD, SAS, NL-SAS SSD, SAS, NL-SAS SSD, SAS, NL-SAS
AFF C400 AFF C800
AFF C250 , g
AFF C-series sBdyskow i I I : I '__4 I I I
NVMe /7 QLC 96 dyskow 240 dyskow
NVMe /7 QLC NVMe /7 QLC
AFF Agoo
AFF A400 e AFF A800 oy
. AFF A150 AFF A250 a4 =% ST
AFF A-series
72 dyski 48 dyskow e oy
SSD NVMe , IS IS
480 dyskow 240 dyskow

NVMe + SSD

NVMe + SSD

NANOW/

Distributor Partner

Services Certified
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Transformacja z hybrydy do all-flash
Cena jako czynnik limitujgcy

Hybrid Flash Performance Flash

FAS

v

5-10ms Latency, $'s Sub-ms Latency, $$$’s

Pl NetApp 30 © 2023 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —



Szybsza transformacja do All-Flash
Kompromis wydajnosc¢, pojemnos¢, cena

Hybrid Flash Capacity Flash Performance Flash

0.0
o «le
FAS [:\\

v

5-10ms Latency, $'s 2-4ms Latency, $$'s Sub-ms Latency, $$$'s

Pl NetApp 31 ©2023 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —



NAND flash types

| Greater capacity, reduced endurance, lower cost per TB

1 1
1 0
1 1
1 0
1 1
1 0
1 1
1 0
1 1
1 0
1 1
1 0
1 1
1 0
1 1
1 0
0 1
0 0
0 1
0 0
0 1
0 0
0 1
0 0
0 1
0 0
0 1
0 0
0 1
0 0
0 1
0 0

SLC MLC TLC QLC PLC
< Lower capacity, increased endurance, higher cost per TB

Pl NetApp 32 ©2023 NetApp, Inc. All rights reserved. --- NETAPP CONFIDENTIAL ---



UNRELEASED PRODUCT PLANS MAY CHANGE

NetApp AFF C-Series

Nowa rodzina systemow All-Flash

Efektywna Bezpieczna

 Best price/performance « Ransomware protection

« Best raw-to-effective data « Business continuity, D/R
efficiency  Application-integrated Backup

* Tier to Hybrid Flash or Cloud and Recovery

+ Better energy efficiency

Skalowalna Potagczona z chmura

 D/R to Cloud
» Backup to Cloud
e Tier to Cloud

» Entry capacity aligned with
needs

 Clustered scalability

« Connect to Performance Flash
or Hybrid Flash

NetApp AFF C-Series
HIGH-CAPACITY ALL-FLASH STORAGE SYSTEMS

FINetApp 33 ©2023 NetApp, Inc. Al rights reserved. — NETAPP CONFIDENTIAL — Bezel mock-up; Not final; initial shipments may use older bezel



| UNRELEASED PRODUCT PLANS MAY CHANGE

AFF C-Series: 50x Density

Porowna nie SAS (10krpm) drives bez efektwynosci

M NetApp

AFF C250
I
11111111111)) 110000
I I
I I Legacy I I I “NetApp J
1111111111))) 110000 1.8TB SAS L

42U Cabinet

42U Cabinet

HDD

42U Cabinet

34  © 2023 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —

Bezel mock-up; Not final; initial shipments may use older bezel

VS. 98% mniej zajetej przestrzeni rack
97% mniej konsumpcji energii

_ KkWhyear TN

50 x SAS 10K Systems 131,400
1 x C250 4,344

Equivalent to the greenhouse gas emissions of

20 gasoline vehicles for an entire year.

All calculations are estimates, individual power usage may vary.
Specifications are subject to change prior to quote tool availability. Consult final specs online at that time.




| UNRELEASED PRODUCT PLANS MAY CHANGE

7. TABELA CEN ENERGII ELEKTRYCZNE) DLA POSZCZEGOLNYCH GRUP TARYFOWYCH
71 ZESTAW PIERWSZY DLA ENERGII ZAKUPIONE) NA UZYTEK WEASNY

CENA ENERGII ELEKTRYCZNE] *)
e £ AFF C250
: : g - T
GRUPA TARYFOWA 3 = 5] c £ T
L M NetApp
a 8
:nts may use older bezel
kWh/Year Cena prgdu Koszty
Korporacja Wygodna Plus A21 2138,00 131400 2,16 Z* 283 824 Z{
Horporacja Aktywna Plus A22 ¥ 23
; 4344 2,16 zt 9 383 z
Horporacja Optymalna Plus A23 ¥ ~ ~ ~ " fewe o
KHorporacja Wygodna B11/B11em 2171,00 X X X X X
Horporacja Wygodna B21/B21em 2138,00 X X X X X _W‘
Horporacja Aktywna B22 ¥ 2333,00 | 2106,00 X X X
KHorporacja Optymalna B23 ® X X X X 2282,D[K Systems 131,400
[zt/kWh] 4,344
Biznes Wygodny C21/C21em 21660 X
Tuivalent to the greenhouse gas emissions of
W W W 20 gasoline vehicles for an entire year.
42U Cabinet 42U Cabinet 42U Cabinet

Pl NetApp 35 ©2023etApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —

All calculations are estimates, individual power usage may vary.
Specifications are subject to change prior to quote tool availability. Consult final specs online at that time.




Ustugi i rozwigzania NetApp w chmurze / |

N——
Cloud deployment optimization 1 L Full control on Kubernetes deployment J
Astra Control {Servicel .
IG o \a /” Management Astra Control {Centerl ::
ANALYZER OCEAN  ELASTIGROUP Astra Trident
T N Spot Storage Astra Data Store

by NetApp

Cloud Backup @ Cloud Tiering @ Cloud Data Sense
( Cloud Sync e Cloud Volumes Edge Cache 1 @ ( Global File Cache

ACTIVEIQ CLOUD INSIGHTS

@
\

CLOUD STORAGE

aWws HEM Microsoft 3 Q

N—" B Azure Google Cloud IBM Cloud w
M NetApp



" NEtApp BIUEXP Accounts Workspace Connectors

unt_Mame } 3 MName

& Storage - My Working Environments My Opportunities EB Go To Tabular View

Canvas

fronment
€ Health -

Digital advisor

AN Enable Services Working Environment

WORKING ENVIRONMENT
Remeadiation

anfusi 1
- 5 - On-Premises ONTAP
ONTAP essentials Azure NetApp Files
3 34.18TiB - CVELECT 301 Gie Provisiened Capacity
¥ Protection - R Cloud Volumes Services
2 295378 = 1 Cloud volumes Service (GCF)
Backup & recovery Volumes | Capacity = ) . .
R ¥ 3 29.53 1B Provisioned Capacity
aff-Cing
Replication On-Premises ONTAP :
. 301 GiB rf'l_"']“\' Azure NetApp Files
Ransomware protection - .\E/l'
Capacity = 34.18 TiB Allocated Capacity
£ Governance -
Amaron 53
Classification
155
Digital wallet StorageGRID-6I463 Buckets aws
StorageGRID N
al  Observability ' 162.16 GiB
Capacity [ =]
[ -]
@ Mobility - S
Fsa for ONTAP
Copy & sync 0 OR
E5724-AM5-76390 vokmes | copacity f amurs
Tiering Feres —— — '_-
2.32TiB
Edge caching Capacity =
Reset - +
&F Extensions -
Claud Ops
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M NetApp

NetApp BlueXP

i NetApp BlueXP

2

My Working Environments

a1-Sugs

E6724-AMS-B7132
232 1a

P
"
AzureCVO

Clowd Volumes ONTAP

201 68

My Opportunities m

0 on
o aws

BI

Amazon S3
=
L

Mo

hchsls aws

Workspace
Workspace-1

™) Enable Services

AWSCVO

101 o®

Reset - +

v

Connector
NIA

Working Environments

1 Cloud Volumes ONTAP
101 Gie Provisioned Capacity

7 1 £Sx for ONTAP (High-Avallability)
S 08 provisioned Capacity
2 Cloud Vol ONTAP (High-A

202 Gis Provisioned Capacity

1 On-Premises ONTAP
301Gia Provisioned Capacity

P a1 1 Azure NetApp Flles
g 08 provisioned Capacity

@ 1 Kubernetes Clusters
. 13 GiB Provisioned Capacity

ility)



Cloud Insights




NetApp Cloud Insights

—

F
), ’mongoDB kubernetes AWS puppet % kafka  HewlettPackard

Google Cloud Platform Enterprise

NGIUX FNetApp /A Azure My o &> docker VIMWare

Petna integracja ponad 100 wtyczek zbierajacych
Stata kontrola i poglad na cate srodowisko

5 @

Monitoring Optymalizacja Bezpieczenstwo
Wykrywanie zdarzen Redukcja kosztow Zmniejszenie podatnosci na
Krotszy czas rozwigzania Zapobieganie wewnetrzne zagrozenia

M NetApp40



Architektura

 Acquisition unit (AU)

* Infrastructure collectors
* Cloud
« Storage
« Compute

» Services collectors
« Web
Database

Application
Host
...oraz inne

M HNetApp 2

©

Services

o7

Acquisition Unit(s)

Infrastructure



tatwe uruchomienie

Zapisz sie na Instalacja
bezptatny trial AU

Gotowy dashboard z
galerii

Konfiguracja DC

M NetApp 2«



NetApp Cloud Insights

EBSAvgla... C 5m! Idle Comp... C5m} Abandone... C 5mi GP2Over... C5m oo H - .
A ° ° o o Cloud Insights Pomaga klientom
2.67ms | 1.50m § 33cores 33 129+ | 179 «  Znalez¢ i naprawi¢ problem szybciej
Latency - Total Latency - Total (Equivalent) :Mtth no Should be ST1! Needs releasing . , . ., . .
instance
« tatwiej zarzadzac zasobami zrobic wiece),
Slowest EC2 Instances Cs5m i 10Ps over Time C30s : mniejszym kosztem
1k
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Poszukiwanie oszczednosci

Optymalne wykorzystanie zasobow

M NetApp



Szukanie oszczednosci
Czy masz budzet bez dna?

< ® I Cloud Insights X +

C & ps1325.c01.cloudinsights.netapp.com/web/#/queries/-1

NetApp CDS Sa.. / AllQueries /| New Que Last 24 Hours v

Search For... =

M NetApp
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NetApp E/EF-Series Leadership

systems years of OS
shipped hardening

200+ 85,000

patents items in current interoperability matrix NetApp® SANtricity® is the #1* SAN OS

*Based on NetApp plus OEM sales
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Sprzetowe portfolio systemow SANtricity

DE460C

DE212C

DE224C

NE224
M NetApp

EF600

0|‘|0|i!
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444 dyskKi
NVMe + SSD + NL-SAS

Chasis & Expansions

EF300

a!a o
O
o
i'i"vio

264 dyski
NVMe + SSD + NL-SAS

= S SEEREES
Sl
= S = S

480 dyskow
SAS +SSD + NL-SAS

180 dyskow
SAS + SSD + NL-SAS

Prostota |
niezawodnos¢

-
O-

Wydajno

Atrakcyjna
cena



Modele Eseries

E2800

i
= 180 drives
= SAS, NL-SAS, SSD
= 480 dyskow = FC, SAS, iSCSI
= SAS, NL-SAS, SSD
= FC, SAS, iISCSI, IB, NVMe-oF
= Iminiops. < 0,3ms = 300 tys. iops.
= 21GB/s (odczyt) / 9GB/s (zapis) = 10GB/s (odczyt) / 3,7GB/s (zapis)

M NetApp



Kontrolery

M NetApp

- ile mocy potrzeba?

NVMe AFA (EF300)

NVMe AFA (EF600)

~670k iops
<200 microsekund
20GB/s (odczyt)/ 12,5GB/s (zapis)

~2 min iops
<100 microsekund
44GB/s (odczyt)/ 12,5GB/s (zapis)



Wysoka wydajnos¢ w praktyce
Wysokowydajne réwnoczesne przetwarzanie danych

P ,
= 3

ORACLE

Latency (ms)

M NetApp

NVMe/FC 8K 75% Reads Dynamic Disk Pools

Qo o0 o0 o0 oo
ﬁﬁn E..Ebﬂﬁ -;_-,ﬁﬁﬁ Q,QE'D .LQGDG
10PS
wEF 280 EF300 ===EF570 EF600



Porownanie wydajnosci kontrolerow

FCP 100Gb NVMe/IB IB NVMe/IB
300K<210usec 670K<250us 1.0M<250usec 2M<250usec
45K<160usec 100K<190us 180K<100usec 340K<190usec

10 GB/sec<830usec | 20 GB/sec<200us | 21 GB/sec<200usec | 44 GB/sec<200usec

9 GB/sec<300us

ot 7 with PI ON only 9 GB/sec<460usec [12.5GB/sec<300usec

GB/sec<3,300usec

NVMe/IB
6 GB/sec 12 GB/sec 14 GB/sec 24 GB/sec
55K<140usec 150K<200us 180K<170uS 140K<110usec
45K<160usec 50K<100us 180K<100uS 200K<80usec
24 24 48 24
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Funkcjonalnosci systemu SANtricity
Woczasy All - Inclusive

2z N A

Dynamic Disk Pools Shapshot, .Volgme Copy & NetApp ActivelQ
Szybka odbudowa, bez spowolnien Remote M'”O””Q o Analiza zachowan, wsparcie
Ochrona, klonowanie i replikacja proaktywne

Rowniez klasyczny RAID: 1, 3, 5, 6,

10

©

LLLLLL VX*o

oonon
Data Assurance Enterprise Security & Administration Encrypted Drives*
Bezpieczenstwo, weryfikacja Zarzgdzanie oparte na rolach Wsparcie dyskow FIPS oraz FDE,
zapisanych danych (wg. Standardu wielosktadnikowa autentykacja, bezpieczny lokalne lub zewnetrzne zarzadzanie
T10PI) CLI oraz wsparcie dla Active Directory kluczem

M NetApp



Sprzetowe portfolio systemow SANtricity

EF600
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EF300

NVMe + SSD + NL-SAS

BOO
0
()

444 dyskKi

HPC/AI Media Video Analytics
& & &
Modern Analytics Entertainment Surveillance
Backup Enterprise Databases
& &
Recovery VMware

M NetApp

264 dyski

NVMe + SSD + NL-SAS

DE460C

DE212C

DE224C

NE224

E5700
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480 dyskow
SAS +SSD + NL-SAS

“‘[
|[[
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BN
M

180 dyskow
SAS + SSD + NL-SAS

Chasis & Expansions




System obiektowy NetApp StorageGrid

NANOW

Software-Defined Deployment

Optymalny koszt

VMware-based Bare Metal

Engineered Systems

SG6060
(RS e

SG6060-Expansion
S === == e

Systemy transakcyjne

Duza skala; setki PB'ajtow

SGF6024
CF R seaneT

SG100/5G1000

Gateway Node
Klasyfikatory ruchu - QoS

Duze wysokowydajne instalacje

Fizyczny appliance dla Admin Node oraz

Mnigjsze i srednie systemy

Jako Admin node zamiast VM

M Net
App 56  © 2022 NetApp, Inc. All rights reserved.
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Sprzetowe portfolio systemow z ONTAP

FAS 9000 FAS 9500
FAS 2720/FAS2750 FAS 8300 FAS 8700
FAS Systems === [ === =0
144 dyski a .
720 dyskow 1440 dyskow i .
SSD, SAS, NL-SAS _ _ 1440 dyskow 1440 dyskow
SSD, SAS, NL-SAS SSD, SAS, NL-SAS SSD, SAS, NL-SAS SSD, SAS, NL-SAS
AFF C400 AFF C800
AFF C250 , g
AFF C-series sBdyskow i I I : I '__4 I I I
NVMe /7 QLC 96 dyskow 240 dyskow
NVMe /7 QLC NVMe /7 QLC
AFF Agoo
AFF A400 e AFF A800 =
. AFF A150 AFF A250 a4 =% ST
AFF A-series
72 dyski 48 dyskow e oy
SSD NVMe , IS IS
480 dyskow 240 dyskow

NVMe + SSD

NVMe + SSD

NANOW/

Distributor Partner

Services Certified




Ustugi i rozwigzania NetApp w chmurze / |

N——
Cloud deployment optimization 1 L Full control on Kubernetes deployment J
Astra Control {Servicel .
IG o \a /” Management Astra Control {Centerl ::
ANALYZER OCEAN  ELASTIGROUP Astra Trident
T N Spot Storage Astra Data Store

by NetApp

Cloud Backup @ Cloud Tiering @ Cloud Data Sense
( Cloud Sync e Cloud Volumes Edge Cache 1 @ ( Global File Cache

ACTIVEIQ CLOUD INSIGHTS

@
\

CLOUD STORAGE

aWws HEM Microsoft 3 Q

N H Azure Google Cloud IBM Cloud w
M NetApp



Portfolio rozwigzan NetApp

PUBLIC CLOUD

STORAGE & DATA SERVICES

M NetApp

aWs

U

Bl Microsoft
Azure

S
C D

Google Cloud IBM Cloud

HYBRID
CLOUD
Cloud Backup E Cloud Tiering } Cloud Data Sense
p
Cloud Sync } Cloud Volumes Edge Cache } E Global File Cache
-
ACTIVEIQ CLOUD INSIGHTS

ON-PREMISES STORAGE

__I|

aWs

N/

CLOUD STORAGE

B Microsoft
H™ Azure

) -

Google Cloud IBM Cloud
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