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Industrial Routers
Modular 4G/5G – for connecting remote and mobile assets

Industrial Cybersecurity
Cyber Vision, Secure Equipment Access

Industrial Ethernet switches
DIN-Rail, IP67, and Stackable Rackmount

Data Control and Exchange
Edge Intelligence, IOx

IR8100

Embedded Networking
Embedded routers and switches for industrial Makers

Industrial Wi-Fi and Ultra-reliable Wireless Backhaul
For outdoor conditions

Management and Automation
Cisco Catalyst Center, Cisco Catalyst WAN Manager, Field Network Director

ESS9300ESS3300ESR6300

IW9167E-HZ

IE3400 IE3300 IE3200 IE3100

IE3400H IE9300

IR1100 IR1800 

IR8300

CV Sensors

IW9167E

IW9165DIW9165E IW9167i

SEA Agents

Industrial IoT networking portfolio Overview
Our solutions meet the needs of IT and operations
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Securing Critical Infrastructure is a Key Priority

TSA Security DirectivesNERC CIP NIS2

Substations & Renewable Energy Rail, Pipelines, Airports Energy, Transport, Water, Manufacturing, …..
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There are increasing demands on security teams

Too little
visibility

Too much
exposure

Too few 
experts

Too little
integration

Transition to 
the cloud

Unlimited 
devices

Distributed 
workforces

Digital 
transformation

Business evolution Security pressures
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Cisco Industrial Security Solution

Talos Threat Intelligence Talos Incident Response+

Build a Security 
Foundation

IT
IDMZ

OT

Cisco Secure 
Firewall

1

Security Posture & 
ZTNA of OT Assets

CVSEA

Cisco Secure 
Equipment Access

Cisco 
Cyber Vision

2

Segment Network into 
Smaller Trust Zones

CV

CELL Segmentation

CV

Cisco
 ISE

3

Develop Incident 
Investigation & Response

Cisco Cyber VisionCisco Secure 
Firewall

Cisco ISE

Cisco XDR

4

ZONE Segmentation

Cisco 
Cyber Vision

Cisco Firewall 
Management
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Cisco Validated Designs

Design, deploy, and extend networking and 
cybersecurity technologies successfully

Cisco 
Validated 
Design

Reference architectures validated for the 
specific needs of your industry

Faster deployments Less risk 

Predictability End to end designs 

Helping industries with generic and specific designs, 
as well as addressing regulatory requirements.
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The Cisco Industrial Security Differentiation

Network as a 
fabric to secure 

OT at scale

Segmentation & 
Remediation Policies 

enforced by network equipment

OT Visibility 
embedded in network 

equipment

ZTNA Remote Access 
gateway embedded in network 

equipment
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Unique edge monitoring architecture

Industrial 
Switching

Sensor

IoT Gateways /
Compute

Sensor

Industrial 
Routing

Sensor

Industrial
Wi-Fi

Sensor

Sensor Networking
 (RF Mesh)

Sensor

Cisco Cyber Vision Center:
Centralized analytics & data visualization 

Cisco integrations 

SecureX, FMC, ISE, 
Stealthwatch, DNA-C

Partner integrations 

SIEM, CMDB,
ICS vendor software

Cyber Vision Sensors: Deep Packet Inspection & Active Discovery built into network elements 

Industrial cybersecurity that can be deployed at scale

Application flow
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Collects Industrial 

Network Traffic

Decodes Industrial Protocols 

(DPI)

Understands most OT and IT 

communication protocols to analyze 

packet payloads and extract 

meaningful information 

Captures industrial network flows 

(passive) and queries devices (active). 

Stores data locally in case the Center 

is not accessible

Sends Metadata to the

Cyber Vision Center

Sends metadata to the Center for 

storage, analysis and visualization. 

This only adds 3 to 5% extra traffic to 

the network

The role of the Cyber Vision Sensor
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Cisco Cyber Vision portfolio

Cyber Vision

Sensors

Cyber Vision

Center

Hardware Appliance
UCS based servers with Hardware RAID

Software Appliance
Virtual Machines

VMWare ESXi OVA HyperV VHD 

Minimum requirements
Intel Xeon, 10 cores

32GB RAM and 1TB SSD
1 or 2 network interfaces

CV-CNTR-M5S5
• 16 core CPU
• 64 GB RAM
• 800GB drives

CV-CNTR-M5S3
• 10 core CPU
• 32 GB RAM
• 480GB drives

Minimum requirements
Intel Xeon, 10 cores

32GB RAM and 1TB SSD
1 or 2 network interfaces

Network-Sensors
Deep Packet Inspection built into network-elements eliminating the need for SPAN

Catalyst IE3300 and 
IE3400 Switches

Sensor

Catalyst IE3400HD 
IP67 Switch

Sensor

Catalyst IR1101 
LTE/5G Gateway

Sensor

Catalyst 9300/9400

Sensor IDS

Hardware-Sensor
DPI via SPAN to support brownfield

IC3000 Industrial Compute

Sensor IDS

Sensor IDS

Catalyst IR8300 

Multiservice Router
Catalyst IE9300 Rugged

Sensor

Aggregation Switches

Microsoft Azure
Amazon Web 

Services

Container Sensor
DPI via SPAN to support brownfield
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Cyber Vision offers flexible deployment options 

• Network-sensors embedded in Cisco 
networking for simple and highly 
scalable deployments

• Hardware-sensors capturing traffic on 
any switch with a single hop SPAN

• On-Center sensor to leverage existing 
SPAN infrastructures, or collect traffic 
within the datacenter

SPAN

Network sensor
DPI built into 
the network

Cyber Vision Center

Sensor

Hardware sensor
DPI and IDS for any 

network equipment

On-Center sensor
Centralized 
DPI and IDS

Lightweight
 Metadata

Sensor

Sensor

Cyber Vision can mix architectures to best fit your constraints
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Operations and 
Control

Purdue Level 3

Process
Purdue Level 0-2

I-DMZ

Enterprise
Purdue Level 4-5

Industrial core

IT
O

T

Zone 1 Zone 2

IT network

HMI

SIS

PLC/RTU/IED

HMI

PLC/RTU/IED

MES

Sensor Sensor

Cisco 
IE switch

Sensor

Switch

Sensor

IC3000

SPAN
3

1

SIEMSecureX

6

FMC Cyber Vision 
Global Center

Cisco Secure Firewall

Distribution stack

SensorIDS

Cyber 
Vision

ISE

2

4

Duo

Cisco Cyber Vision in Manufacturing

Security Operations Center

Isolate IT and OT by installing an industrial 
DMZ with Cisco Secure FW

Create macro-segmentation zones in 
the Catalyst 9300 switches and deploy Cyber 
Vision sensors with Snort IDS.

Cyber Vision sensors deployed within 
segments across IE3400 switches

Cyber Vision hardware-sensors deployed via 
one-hop SPAN to gain visibility on non-Cisco 
switches

Build zones and conduits in Cyber Vision and 
share with ISE for micro segmentation

Cyber Vision shares details on OT devices and 
events with SOC to build informed security 
policies and investigate threats across domains

2

3

1

4

5

6

5
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• Automatically maintain a detailed list of all OT 
and IT equipment

• Immediate access to software and hardware 
characteristics

• Track rack-slot components

• Tags make it easy to understand asset 
functions and properties

Comprehensive asset inventory

Track the industrial assets to protect 
throughout their life cycles
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Detailed information on assets

Rack slot component details

Asset characteristics, version and 
network configuration

Control logic properties

Insights on risks, vulnerabilities, 
communications, variables, etc. 

Tags to easily understand 
characteristics, activities, and 

threats
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• Identify all relations between assets including 
application flows

• Spot unwanted communications & noisy 
assets

• Tags make it easily to understand the content 
of each communication flow

• View live information or go back in time

Detailed communication maps

Drive network segmentation and 
fine-tune configurations
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Aggregated activities match ISA/IEC 62443 conduits

Unaggregated Aggregated

View all asset relationships Easily browse through conduits
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Aggregated components match the physical inventory

Map view ID Cards Technical Sheets

Double-border icons indicate 
a device with multiple 
components

Easily list the components of a 
device. Click on a component to 
view more details
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• Organize your map to match the 
business and processes

• Groups and Nested groups

• Multi-faceted views

• Quick drilldown

• Enables IT/OT collaboration to 
define security policies

• Group information shared with 
IT security tools such as Cisco 
ISE

Group assets to define zones and conduits
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Group OT assets into zones

Visualize conduits

Identify traffic violations

Share context with other platforms to enforce 
segmentation

Cisco Cyber Vision

Leveraging visibility to drive segmentation
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Group OT assets into zones

Visualize conduits

Identify traffic violations

Share context with other platforms to enforce 
segmentation

Cisco ISE &
Catalyst Center

ISE profiles endpoints based on 
“Cell1” custom attribute and 
assigns SGT in AuthZ policy

Cisco Cyber Vision

RADIUS

pxGrid

Leveraging visibility to drive segmentation



© 2 023   Cisco and/or its affi liate s. All ri ghts  re se rved.   Cisco Confidential

-

© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Group OT assets into zones

Visualize conduits

Identify traffic violations

Share context with other platforms to enforce 
segmentation

Cisco ISE &
Catalyst Center

ISE profiles endpoints based on 
“Cell1” custom attribute and 
assigns SGT in AuthZ policy

Cisco Cyber Vision

RADIUS

pxGrid

Cisco Secure Firewall 

Cisco Firewall 
Management Center

Creates dynamic 
objects in FMC

CSDAC

Leveraging visibility to drive segmentation
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Splunk for OT Security
Break silos between OT & IT domains with 
cross-domain detection and remediation

Improve threat detection, incident investigation, and 
response across OT & IT domains with telemetry from 

Cisco and 3rd party security products
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Cyber Vision 5.0

Deep Packet Inspection and Active Discovery
built into your network infrastructure

Cyber Vision Center

Cyber Vision Sensors

MetadataIntroducing the 
NEW Cyber Vision UX 
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Cyber Vision 5.0

Deep Packet Inspection and Active Discovery
built into your network infrastructure

Cyber Vision Center

Cyber Vision Sensors

Metadata

Enhanced Feature Set

• Custom preset category
• Zone and Conduit visualization 
• Active discovery UI
• Inventory report
• DPI enhancements

Enhanced Deployment Capabilities
 
• Catalyst IR1800 support
• Docker sensor
• Zero-touch provisioning (ZTP)
• Certificate auto renewal

Integrations enhancement

• Splunk Add on App
• API improvements
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Secure Equipment Access 
+ Updates
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Secure Remote Access for OT

Existing options are either security backdoors or 
come with many trade-offs

Ad-Hoc 
Software

Often installed on 
operator workstations

Backdoor to IT security 
policies

Cellular
Gateways

Dedicated hardware 
installed by machine 

builders

Backdoor to IT security 
policies

VPN

Always-On, 
All-or-Nothing access

Need additional controls 
to deny full network 

access

ZTNA
deployed in iDMZ

Provides controlled 
identity and

context-aware access

Challenging to deploy in 
industrial settings
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Secure Remote Access for OT

But existing ZTNA solutions do not translate well to OT

Cell 1 Cell 2 Cell 3

Separate hardware needed for to prevent 
lateral movement 

Centralized
ZTNA 

Gateway

Level 0 - 2 NAT is common, Not all IPs are translated 
outside of cells

Centralized ZTNA gateway located far from OT Assets
Distributing ruggedized ZTNA gateways among cells in Level 0-2 is 
expensive, and cumbersome to maintain

Forces exposing private IPs outside Level-2
Burden end users to unnecessarily NAT private IPs, negating resource 
isolation and increasing attack surface

Lack control on lateral movement
Since gateway is far from the OT assets, a separate solution is needed for 
east-west segmentation among cells

ZTNA 
Trust Broker

MES Historian
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Cisco Secure Equipment Access

Simple, Scalable, Distributed ZTNA

Get remote access to assets using the same switch that 
provides secure connectivity

Eliminate complexity of creating and managing multiple 
firewall rules across all your sites

Maintain resource isolation by traversing NAT boundaries 
without exposing private IP addresses 

Prevent lateral movement by enforcing segmentation on the 
switch that runs the ZTNA gateway

Cell 1 Cell 2 Cell 3

ZTNA 
Trust Broker

Level 0 - 2

Only one rule required to allow 
access to and from SEA service

Users can access only specified asset

SEA agent can reach private IP 
addresses

Secure Equipment 
Access

ZTNA gateways 
embedded in the 

network
SEA SEASEA

MES Historian
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Cisco Secure Equipment Access

Address the shadow IT problem

Eliminate complexity of 
maintaining point hardware 
for remote access

Move beyond conventional 
remote access to ZTNA for OT 
assets

Stop security backdoors from 
cellular gateways 

Get remote access to assets using 
the same switch that provides 
secure connectivity

Remote 
Access 

Gateway

LTE
Backdoor

Industrial
Switch 

Remote access through IT 
controlled iDMZ firewall

Reduced complexity 
with less hardware

Cisco
IE Switch

Secure Equipment 
Access

SEA
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Zero Trust Network Access (ZTNA) for OT Assets

Cisco Secure Equipment Access

✓ Configure least-privilege access 

✓ Enforce multifactor authentication

✓ Check remote users' security posture

✓ Record, monitor, terminate sessions

Zero trust remote session control

Empower OT teams to easily perform remote operations while enforcing strong 
zero trust cybersecurity controls

OT Assets

OT

IT

Cloud simple
Accelerate time to value

Cisco secure
Built to keep operations safe

Designed for OT
Drive business outcomes

Highly scalable
Cloud + network working together

Remote user

✓ Clientless ZTNA: Browser-based remote 
access using RDP, VNC, HTTP(S), SSH, 
Telnet

✓ Agent-based ZTNA: remote access that 
supports native desktop applications 

Cisco industrial 
switches or routers

SEA Agent

Cisco Secure 
Equipment Access 

service

Operational network
iDMZ
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Platforms that support 
SEA Agent

Industrial Switches

Industrial Routers

IE3300, IE3400
IE3100

Roadmap
(Q4 CY23)

IE3400H

Roadmap

IE9300

IR1101 IR1800

IR8300

Roadmap
(H2 CY24)

Roadmap
(H2 CY24)

SEA Agent SEA Agent SEA Agent

SEA Agent

SEA Agent SEA Agent

SEA Agent

SEA Agent is the ZTNA gateway function 
embedded in network platforms
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