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Traditional Networks Challenges  
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Network deployment challenges

Network Infrastructure

Switching Routers Wireless

Network security challenges
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Wireless & wired network challenges Network operations challenges
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Cisco Software Defined Access
The Foundation for Cisco’s Intent-Based Network

Mobility

Policy follows User

Cisco Catalyst Center

AssuranceAutomationPolicy

IoT Network

Identity-Based 
Policy and Segmentation

Policy definition decoupled 
from VLAN and IP address

AI-Driven
Insights and Telemetry

Analytics and visibility into 
User and Application experience 

One Automated 
Network Fabric

Single Fabric for Wired and Wireless 
with full automation
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Benefits of SD-Access
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Enhance Security and Compliance Deliver consistent Experience

Boost operational effectiveness Gain network insights
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Why an Overlay?  

Underlay: Build and forget! 
Reliable, manageable, and simple. 

 

Overlay: Flexible, Scalable and Extensible. Easy to add, 
modify, and deliver services in virtualized overlay 
topologies. Optimizes mobility events. 



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



Cisco Catalyst Center – Ewolucja operacyjna
Skalowanie w odpowiedzi na potrzeby Twojego przedsiębiorstwa

Catalyst Center fizyczny appliance ESXi wirtualny appliance AWS wirtualny appliance

Oprogramowanie dostarczone przez Cisco 
bez dodatkowych kosztów $0

Subskrypcja AWS

Licencja ESXi

Oprogramowanie dostarczone przez Cisco 
bez dodatkowych kosztów $0

Preinstalowane oprogramowanie

Serwer oparty na architekturze x86Serwer Cisco UCS®

Cisco Catalyst Center



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential



© 2 024   Cisco and/or its affi liate s. All ri ghts  re se rved.   

Cisco Confidential

What is Security Group Tag and Group-Based Policy?

SGT: 30

Group-
Based Policy

Endpoint authenticated and
classified as Camera (SGT 5) Destination = SGT 20

IP: 10.1.100.52
IP: 10.1.10.220

IP: 10.1.200.100

DST  ➔
  SRC

Lighting
 (20)

HVAC
(30)

Camera (5) Permit Deny

BYOD (7) Deny Permit

Endpoints authenticated and 
classified as:
Lighting (SGT 20)
HVAC (SGT 30)

SRC: 10.1.10.220
DST: 10.1.100.52

SGT: 5 SGT: 20

VXLAN overlay

5
SD-Access
Underlay
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