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72%

Nie kwestia czy, ale kiedy

wydarzy się atak 

ransomware.

In 2024, Ransomware affected 72% of organizations.
Source: Sophos ”The State of Ransomware 2024”

https://news.sophos.com/en-us/2024/04/30/the-state-of-ransomware-2024/
https://assets.sophos.com/X24WTUEQ/at/c949g7693gsnjh9rb9gr8/sophos-state-of-ransomware-2023-wp.pdf
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Koszty ataków Ransomware

$4.35M
Średni koszt ataku 

Uwzględniając straty i 
odtworzenie w 20221

10x
Koszt odtworzenia i 

przestoju
potrafią być 

10 krotnie większe niż 
koszt zapłacenia 

okupu3

$4.8B
Ubezpieczenia
74% YoY growth 

(2020-2021)2

1 IBM, Cost of a Data Breach 2022 Report

2 S&P Global Market Intelligence analysis.

3 Sophos, The State of Ransomware 2021

https://www.ibm.com/reports/data-breach
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/insurers-revisit-cyber-coverage-as-demand-premiums-spike-70880071
https://secure2.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf


Ransomware jako usługa
RaaS ☺



Macierz jako ostatnia linia obrony
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• Zminimalizować ryzyko udanego ataku

• Zminimalizować wpływ udanego ataku

• Ochronić krytyczne dane, szybko 

zdiagnozować że jesteśmy atakowani i 

błyskawicznie się odtworzyć

• Izolować krytyczne dane backupowe

• Upewnić się że odtworzenie będzie udane

Co musimy zrobić: 



Zaprojektowany bezpiecznie1

Wykrywanie i odpowiedź w czasie 

rzeczywistym
2

Szybkie i łatwe narzędzia budujące 

strategię bezpieczeństwa

3 Zablokowane kopie snapshot 

twój sejf na dane

4

Gwarancja odtworzenia5

NetApp 

Ochrona 

przed 

Ransomware



• AI w służbie ochrony Twoich 
danych.

WBUDOWANA 
OCHRONA 
RANSOMWARE



Potwierdzone 
bezpieczeństwo dla danych 
na najwyższym poziomie 
tajności
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FIPS 140-2Commercial Solutions for 
Classified (CSfC) 
Components List 

Department of Defense 
Information Network 
Approved Products List 
(DoDIN APL)

Common Criteria

Visit security.netapp.com/certs/for the latest lists of all certifications, 

and for a list of Common Criteria certified products, visit 

netapp.com/esg/trust-center/compliance/common-criteria/



NetApp Ochrona przed ransomware
Secure by Design

Malicious

file blocking

Multi-user 

verification and 

authentication

Immutable 

backups & 

snapshots

Data-centric on-box protection

AI

Single control plane for comprehensive ransomware defense

Isolated, immutable & indelible 

WORM snapshots

Layered approach to further fortify data 

against ransomware attacks

Air-gapped WORM protection with cyber vaulting

Ransomware  

Recovery 

Guarantee

AI-powered 

detection

AI
Real-time Detection & Response
99% detection accuracy to minimize 

attack impact

Actional 

intelligence for 

insider threats

AI

No data loss 

with NetApp 

Snapshots, 

guaranteed.BlueXP Ransomware Protection

IDENTYFIKACJA

Automatically 

identifies, maps data, 

and analyzes 

workload for risk. 

OCHRONA

Recommends 

workload 

protection policies 

and applies them 

with one-click.

WYKRYWANIE

Detects potential 

attacks on your 

workload data in 

near real-time using 

industry leading 

AI/ML.

ODPOWIEDŹ 

Automatically 

responds by taking 

immutable and 

indelible Snapshots 

when a potential attack 

is suspected. 

Integrates with popular 

SIEMs.

ODTWORZENIE

Rapidly 

restores workloads 

with application 

consistency, through 

simplified orchestrated

recovery.

ZGODNOŚĆ 

Implements your 

ransomware 

protection strategy 

and policies, and 

monitors outcomes​.

SnapLock Compliance

ARP/AI Cloud Insights

FPolicyMFA/MAVSnapLock

Tamper-proof 

Snapshots



NetApp Ochrona przed ransomware
Secure by Design

Malicious

file blocking

Multi-user 

verification and 

authentication

Immutable 

backups & 

snapshots

Data-centric on-box protection

Isolated, immutable & indelible 

WORM snapshots

Layered approach to further fortify data 

against ransomware attacks

Air-gapped WORM protection with cyber vaulting

Ransomware  

Recovery 

Guarantee

AI-powered 

detection

AI
Real-time Detection & Response
99% detection accuracy to minimize 

attack impact

Actional 

intelligence for 

insider threats

AI

No data loss 

with NetApp 

Snapshots, 

guaranteed.

SnapLock Compliance

ARP/AI Cloud Insights

FPolicyMFA/MAVSnapLock

Tamper-proof 

Snapshots

Data Corruption Detection (DCD): NetApp ONTAP Autonomous Ransomware Protection with AI - DETECTION - SE LABS ®

https://selabs.uk/reports/netapp-ontap-autonomous-ransomware-protection-with-ai/


Antywirus

NetApp ONTAP – Integracja z Ekosystemem Security dla 
najwyższej ochrony przedRansomware Protection

Industry-leading anti-malware and 

anti-virus solutions that build upon 

ONTAP Vscan technology. 

Ochrona danych Kontrola 
użytkownika

XDR & SIEM

Integration with NetApp ONTAP 

Snapshot and efficient replication 

with SnapMirror.

Integration with FPolicy to deliver an 

intelligent view of file and user 

behavior 

Integration with forensic analytic 

syslog or SIEM tools

NetApp Snapshots, 

NetApp SnapMirror

NetApp Cloud Insights & 

NetApp BlueXP

NetApp Cloud InsightsNetApp ONTAP 

Integrations



Integrated application-backup software

Wiele scenariuszy bezpieczeństwa

Zintegrowana ochrona danych

NetApp SnapCenter®

Secondary 
data center

Primary data center FabricPool 
object tiering

SnapMirror and 
SnapVault

Archive to cloud

NetApp® 
SnapMirror®

NetApp 
SnapVault

12
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Replikacja SnapMirror – kompleksowa forma ochrony różnych środowisk

SAN/NAS NAS SAN/NAS/S3 SAN/NAS SAN SAN/NAS

FlexVol and FlexGroup volumes 
(Data)

SVM
(Identity and data)

FlexVol volume

FlexGroup volume

Consistency Group

LUN
(Data)

FlexVol volume

LUN
(Data)

Consistency Group
(data and identity)

Infrastructure level

No failover Manual or scripted failover Transparent failover

05

min

15

min

30

min

1

day

1

hour

1

week

Business continuityBackup/Archive Disaster recovery

RPO
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Replikacja SnapMirror – kompleksowa forma ochrony różnych środowisk

SAN/NAS NAS SAN/NAS/S3 SAN/NAS SAN SAN/NAS

FlexVol and FlexGroup volumes 
(Data)

SVM
(Identity and data)

FlexVol volume

FlexGroup volume

Consistency Group

LUN
(Data)

FlexVol volume

LUN
(Data)

Consistency Group
(data and identity)

Infrastructure level

No failover Manual or scripted failover Transparent failover

05

min

15

min

30

min

1

day

1

hour

1

week

Business continuityBackup/Archive Disaster recovery

RPO

SnapMirror® MetroCluster

cloud, vault asynchronous synchronous active sync
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• Odporne, niekasowalne kopie NetApp® 
Snapshot  zablokowane w sejfie danych, z 
restrykcyjną kontrolą dostępu.

• To samo API oraz automatyzacja wspiera 
wszystkie systemy z ONTAP

• Na dowolnym sprzęcie wpieracjącym system 
ONTAP®: od niskiego kosztu, z rozwiązaniami 
typu capacity flash przez rozwiązania 
hybrydowe do najszybszych rozwiązań flash aby 
sprostać wymagającym czasom na odtworzenie.

• Zintegrowana efektywność: dane zawsze w 
postaci zdeduplikowanej oraz skompresowanej 
przez cały cykl ich życia.

Niezniszczalne i niezmienialne kopie migawkowe

Bezpieczny sejf dla Twoich Danych
NETAPP CYBER VAULT

Immutable and indelible snapshots



Uniwersalna linia systemów z systemem ONTAP

© 2024 NetApp, Inc. All rights reserved.  NETAPP CONFIDENTIAL16

CAPACITY FLASH

AFF C-Series

Block 

Optimized

Optymalny stosunek 
ceny do wydajności

ASA C-Series

Unified

Jednolity system zarządzania danymi, te same funkcje, wieloprotokołowy dostęp, 

efektywne wykorzystanie przestrzeni.ONTAP

Keystone 

STaaS

HYBRID FLASH

FAS

Niższe koszty, wykorzystanie 
nośników HDD

PERFORMANCE FLASH

AFF A-Series

ASA A-Series

Najwyższa wydajność i 
niskie opóźnienia



Uniwersalność systemu ONTAP

Hybrid FAS All-flash AFF Next-generation 

tech

ONTAP Select

NFS SMB FC iSCSI NVMe/FC S3

SAN S3NAS

NVMe/TCP

NetApp Trident CSI



Box Software Cloud

ONTAP FAS/AFF Cloud Volumes ONTAPONTAP Select

SAN S3NAS

Kompresja KompakcjaDeduplikacja

SnapMirror MetroClusterSnapshot

Szeroki wachlarz możliwości



NetApp Ochrona przed ransomware
Secure by Design

Malicious

file blocking

Multi-user 

verification and 

authentication

Immutable 

backups & 

snapshots

Data-centric on-box protection

Isolated, immutable & indelible 

WORM snapshots

Layered approach to further fortify data 

against ransomware attacks

Air-gapped WORM protection with cyber vaulting

Ransomware  

Recovery 

Guarantee

AI-powered 

detection

AI
Real-time Detection & Response
99% detection accuracy to minimize 

attack impact

Actional 

intelligence for 

insider threats

AI

No data loss 

with NetApp 

Snapshots, 

guaranteed.

SnapLock Compliance

ARP/AI Cloud Insights

FPolicyMFA/MAVSnapLock

Tamper-proof 

Snapshots

Data Corruption Detection (DCD): NetApp ONTAP Autonomous Ransomware Protection with AI - DETECTION - SE LABS ®

https://selabs.uk/reports/netapp-ontap-autonomous-ransomware-protection-with-ai/


New AFF C-Series Systems
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• 122TB– 2.2PB raw

• Up to 9.7PB effective

• 2U base / 24 drives 

• 122TB – 26.5PBs raw

• Up to 106PBs effective

AFF C30

• 245TB–7.3PB raw

• Up to 32.4PB effective

• 2U base / 24 drives

• 245TB –87.6PB raw

• Up to 353.6PB effective

AFF C60

• 367TB–14.7PB raw

• Up to 65.4PB effective

• 4U base / 48 drives

• 367TB – 176.8PB raw

• Up to 707.3PB effective

AFF C80

HA system

Cluster 

(NAS)

Effective capacity calculation includes a 5:1 storage efficiency possibility.

Capacity flash to modernize and consolidate general-purpose workloads
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Experience significant power and floor space savings and gain the performance of all-flash

Modernize your hybrid flash data center with NetApp AFF C-Series

NetApp AFF C60

All calculations are estimates, individual power usage may vary.

Hybrid 1.2TB 10K SAS HDD

vs.

6.5PB effective at 5:1 data efficiency

kWh/year

SAS 10K 494,738

1 x C60 24 x 61.4TB 6,508

                         99% decrease in rack space

                         97% less power consumption

Equivalent to the greenhouse gas emissions of 

48 gas-powered passenger vehicles driven for one year



NOWA PLATFORMA 
SPRZĘTOWA
Powerful, Intelligent, Secure

© 2024 NetApp, Inc. All rights reserved.  NETAPP CONFIDENTIAL
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Rozwiązania hybrydowe

Modele FAS

FAS50

HA system

Cluster 

• 13.4TB -  2.7PB raw 

capacity

• 2U form factor

• 35.8TB -  3.2PB raw 

capacity

• 2U form factor

• 100TB-10.6PB raw 

capacity

• 2U form factor + 

2U drive shelf

• 96TB–14.7PB raw 
capacity

• 2x2U base + 
2U drive shelf

• 96TB–14.7PB raw 
capacity

• 2x2U base + 
2U drive shelf

• 13.4TB – 32.2PB 

raw capacity

• 35.8TB – 38.0PB 

raw capacity

• 100TB-127PB raw 

capacity

• 96TB–176PB raw 

capacity

• 96TB–176PB raw 

capacity

FAS90FAS70FAS2750 FAS2820
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Rozwiązanie Unified (file, block, and object) wysoka wydajność dla najkrytyczniejszych środowisk

Modele AFF A-Series

HA 

System

Cluster

Protocols NVMe/FC, NVMe/TCP, FC, iSCSI, NFS, SMB, S3

AFF A30

• 15.36TB–1.10PB raw
• Up to 4.92PB effective
• 2U base / 24 drives

• 15.36TB –13.27PB raw
• Up to 54PB effective

AFF A20

• 15.36TB– 737.28TB raw
• Up to 3.28PB effective
• 2U base / 24 drives 

• 15.36TB – 8.84PBs raw
• Up to 37PBs effective

AFF A50

• 15.36TB–3.30PB raw
• Up to 14.70PB effective
• 2U base / 24 drives

• 15.36TB – 39.65PB raw
• Up to 92PB effective

AFF A70

• 91TB–3.7PB raw
• Up to 15.5PB effective
• 4U base w/ 48 drives

• 91TB–44PB raw
• Up to 185PB effective

AFF A1K

• 91TB–3.7PB raw
• Up to 15.5PB effective
• 2U+2U base + 2U drive shelf

• 91TB–44PB raw
• Up to 185PB effective

• 91TB–3.7PB raw
• Up to 15.5PB effective
• 4U base w/ 48 drives

• 91TB–44PB raw
• Up to 185PB effective

AFF A90
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Wysokowydajne dedykowane rozwiąznie blokowe all-flash

Modele ASA A-Series

HA 

System

Cluster

Protocols NVMe/FC, NVMe/TCP, FCP, iSCSI

ASA A30

• 15TB – 1.1PB raw

• Up to 4.8PB effective

• 2U base / 24 drives

• 15TB – 6.6PB raw

• Up to 29PB effective

ASA A20

• 15TB – 734TB raw

• Up to 3.2PB effective

• 2U base / 24 drives 

• 15TB – 4.4PB raw

• Up to 19PB effective

ASA A50

• 68TB – 1.8PB raw

• Up to 8PB effective

• 2U base / 24 drives

• 68TB – 11PB raw

• Up to 48PB effective

ASA A70

• 68TB – 2.67PB raw
• Up to 11.6PB effective
• 4U base w/ 48 drives

• 68TB – 16PB Raw

• Up to 69PB effective

ASA A1K

• 91TB – 2.67PB raw
• Up to 11.6PB effective
• 2x2U base + 2U drive shelf

• 91TB – 16PB raw
• Up to 69PB effective

• 91TB – 2.67PB raw
• Up to 11.6PB effective
• 4U base w/ 48 drives

• 91TB – 16PB raw
• Up to 69PB effective

ASA A90

Effective capacity calculation includes a 5:1 storage efficiency possibility (from usable).

Supported 

NVMe 

drives

1.92TB, 3.84TB, 7.68TB, 15.3TB
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ONTAP One

ONTAP bogaty w narzędzia

Protokoły Efektywność Anty-Ransomware Ochrona Danych Tenancy & Scale

• NFS

• CIFS

• Block

• Object

• Unified

• Best raw-to-usable

• Deduplication, 

Compression,

Compaction

• Thin Provisioning

• Data tiering to 

hybrid, object, or 

cloud

• Near-real-time 

detection

• Tamper-proof 

Snapshot recovery

• Multi-admin 

verification

• Blocking of known 

malicious files

• App-integrated 

backup

• Business continuity

• Sync/Async 

disaster recovery

• Snapshots

• Clones

• Multi-tenancy

• QoS

• Cluster-wide 

scaling

ONTAP 

Data management software 
Delivering automation, efficiency, data protection, and security capabilities 

across the NetApp portfolio for file, block, and object

SaaS



JAK MOŻEMY 

POMÓC?

PL-SALES@ALEF.COM
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