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2%

In 2024, Ransomware affected 72% of organizations.
Source: Sophos "The State of Ransomware 2024”

Nie kwestia czy, ale kiedy
wydarzy sie atak
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https://news.sophos.com/en-us/2024/04/30/the-state-of-ransomware-2024/
https://assets.sophos.com/X24WTUEQ/at/c949g7693gsnjh9rb9gr8/sophos-state-of-ransomware-2023-wp.pdf

Koszty atakow Ransomware X ALEF

10x

Koszt odtworzenia i
przestoju
potrafig by¢

$4.35M
Sredni koszt ataku
Uwzgledniajgc straty i $4 8 B

odtworzenie w 20221

10 krotnie wieksze niz

koszt zaptacenia
okupu?®

Ubezpieczenia

74% YoY growth
(2020-2021)2

11BM, Cost of a Data Breach 2022 Report
2 S&P Global Market Intelligence analysis.
M NetApp 3 Sophos, The State of Ransomware 2021



https://www.ibm.com/reports/data-breach
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/insurers-revisit-cyber-coverage-as-demand-premiums-spike-70880071
https://secure2.sophos.com/en-us/medialibrary/pdfs/whitepaper/sophos-state-of-ransomware-2021-wp.pdf

Ransomware jako ustuga
RaaS ©

Enable BTC:

Enable XMR:

10 days , 00:00:00

Public chat Our chat

Access key:

TOR LINK
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Macierz jako ostatnia linia obrony d N ALEF

T Identity security —

Co musimy zrobic¢:

I Network i
« Zminimalizowaé ryzyko udanego ataku SNOTK Seciity

« Zminimalizowa¢ wptyw udanego ataku

., —  Application security —
* OchroniC krytyczne dane, szybko

zdiagnozowac ze jestesmy atakowani i
btyskawicznie sie odtworzyc — Mission Critical —

» |zolowaé krytyczne dane backupowe Assets
STORAGE

* UpewniC sie ze odtworzenie bedzie udane

N NetApp 5



NetApp
Ochrona
przed
Ransomware

X ALEF

1 Zaprojektowany bezpiecznie

Wykrywanie i odpowiedZ w czasie
rzeczywistym

3 Zablokowane kopie snapshot
twoj sejf na dane

Szybkie i tatwe narzedzia budujace
4 strategie bezpieczenstwa

5 Gwarancja odtworzenia
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X ALEF

Potwierdzone
bezpieczenstwo dla danych

na najwyzszym poziomie Fl NetAppr

tajnosci
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Commercial Solutions for FIPS 140-2 Department of Defense Common Criteria
Classified (CSfC) Information Network
Components List Approved Products List

(DoDIN APL)

Visit
and for a list of Common Criteria certified products, visit

n NetApp 8 netapp.com/esg/trust-center Jcompliance/common criterial

security.netapp.com/certs/for the latest lists of all certifications,
iteri i isi



NetApp Ochrona przed ransomware

Secure by Design
Data-centric on-box protection

SnaplLock e
Tamper-proof N
Snapshots W

Immutable

backups &
snapshots

verification and

? MFA/MAV @ FPolicy

Multi-user

Malicious
file blocking

authentication

Real-time Detection & Response

99% detection accuracy to minimize
attack impact

ARP/AI

Al-powered
detection

Cloud Insights
Actional
intelligence for
insider threats

Air-gapped WORM protection with cyber vaulting

Layered approach to further fortify data
against ransomware attacks

© &

IDENTYFIKACJA OCHRONA

Automatically Recommends
identifies, maps data, workload

and analyzes protection policies
workload for risk. and applies them
with one-click.

M NetApp

A

WYKRYWANIE
Detects potential
attacks on your
workload data in
near real-time using
industry leading
Al/ML.

=1

=

Single control plane for comprehensive ransomware defense

ODPOWIEDZ
Automatically

responds by taking

immutable and

indelible Snapshots
when a potential attack

is suspected.

Integrates with popular
SIEMs.

SnapLock Compliance

Isolated, immutable & indelible
WORM snhapshots

BlueXP Ransomware Protection

9 >
-
ODTWORZENIE ZGODNOSC
Rapidly Implements your
restores workloads ransomware
with application protection strategy
consistency, through and policies, and

simplified orchestrated monitors outcomes.
recovery.

Ransomware
Recovery
Guarantee

No data loss
with NetApp
Snapshots,

guaranteed.




NetApp Ochrona przed ransomware

Secure by Design
Data-centric on-box protection SnaplLock

- MFA/MAV FPolicy
Tamper-proof — ? @
Snapshots W (2

Immutable Multi-user Malicious
backups & verification and file blocking
shapshots authentication

Real-time Detection & Response ARP/AI Cloud Insights
i

99% detection accuracy to minimize Al-powered Actional
attack impact detection intelligence for

insider threats Ransomware

. : : . ) Recovery
Air-gapped WORM protection with cyber vaulting SnapLock Compliance

_ Guarantee
Layered approach to further fortify data ( Isolated, immutable & indelible
against ransomware attacks E WORM snapshots

No data loss
with NetApp
Snapshots,
guaranteed.

Product Tested Detection Accuracy (%) Legitimate Accuracy Rating (%)

NetAp
The Detection rating shows how effective the product was at detecting the ransomwares attacks. ONTAP Autoncr;’mous
Ransomware
Protection with Al

M NetApp Data Corru

tion Detection (DCD): NetApp ONTAP Autonomous Ransomware Protection with Al - DETECTION - SE LABS ®


https://selabs.uk/reports/netapp-ontap-autonomous-ransomware-protection-with-ai/

NetApp ONTAP - Integracja z Ekosystemem Security dla

najwyzszej ochrony przedRansomware Protection

Industry-leading anti-malware and
anti-virus solutions that build upon
ONTAP Vscan technology.

NetApp ONTAP
Integrations

, symantec. Trellix

e

SentinelOne

d=cp
INnstinct

M NetApp

Integration with NetApp ONTAP
Snapshot and efficient replication
with SnapMirror.

NetApp Snapshots,
NetApp SnapMirror
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CLEONDRIS
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Integration with FPolicy to deliver an

intelligent view of file and user
behavior

NetApp Cloud Insights &
NetApp BlueXP

Braingaﬁﬁﬂ CLEONDRIS
STEALTH N\ vaRrONIS

O rotion

VERITAS

Integration with forensic analytic
syslog or SIEM tools

NetApp Cloud Insights

splunk > Braingaﬁﬁﬂ

O rrotion

CLEONDRIS

NWwvaronis VERITAS

STEALTH



Zintegrowana ochrona danych N ALEF

Wiele scenariuszy bezpieczenstwa

SnapMirror and
SnapVault

NetApp®
SnapMirror®

I NetApp
I SnapVault™ -
|
|
I Primary data center -
|
|

Secondary
data center

FabricPool
object tiering

|

|

|

|

|

1 Archive to cloud
: { StorageGRID' )
I L‘\ o /
|

coMMvaULT @ CLEONDRIS VERITAS &% ubrik
EZ"E lveeam § cATALOGIC ‘¥

Integrated application-backup software

M NetApp 12



Replikacja SnapMirror - kompleksowa forma ochrony roznych srodowisk
1 1 1RPO 30 15 ) 0)

week day hour min min min

4—_
—_—

SAN/NAS NAS SAN/NAS/S3 SAN/NAS SAN SAN/NAS

FlexVol volume

FlexVol and FlexGroup volumes SVM FlexGroup volume FlexVol volume Consistency Group
(Data) (Identity and data) ConSIStEBﬁ/ Group (If)gg) (data and identity) Inirastruciire level
(Data)
No failover Manual or scripted failover Transparent failover

Backup/Archive Disaster recovery | BuSIness continuity

Il NetApp 13 ©2024 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —



Replikacja SnapMirror - kompleksowa forma ochrony roznych srodowisk
RPO
1 1 1 30 15 5 0
week day hour min min min

4—_
—_—

Sn ap M | rror® MetroCluster

cloud, vault asynchronous synchronous

Backup/Archive Disaster recovery = Business continuity

Ml NetApp 14 ©2024 NetApp, Inc. All rights reserved. — NETAPP CONFIDENTIAL —



Bezpieczny sejf dla Twoich Danych
Niezniszczalne i niezmienialne kopie migawkowe NETAPP CYBER VAULT

Odporne, niekasowalne kopie NetApp®
Snapshot™ zablokowane w sejfie danych, z
restrykcyjng kontrolg dostepu.

To samo APl oraz automatyzacja wspiera
wszystkie systemy z ONTAP

Na dowolnym sprzecie wpieracjgcym system
ONTAP®: od niskiego kosztu, z rozwigzaniami
typu capacity flash przez rozwigzania
hybrydowe do najszybszych rozwigzan flash aby
sprostaC¢ wymagajgcym czasom na odtworzenie.

Zintegrowana efektywnos¢: dane zawsze w
postaci zdeduplikowanej oraz skompresowane]
przez caty cykl ich zycia.

Immutable and indelible snapshots

X ALEF

Ml NetApp 15 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL



Uniwersalna linia systemow z systemem ONTAP

Nizsze koszty, wykorzystanie Optymalny stosunek
nosnikow HDD ceny do wydajnosci
HYBRID FLASH CAPACITY FLASH

FAS AFF C-Series

l I ' FM.NetApp

Unified N NetApol |
l I ll'l NetApp {
Block ASA C-Series

M NetApp

Optimized

N ALEF

Najwyzsza wydajnosc i

niskie op6éznienia

PERFORMANCE FLASH
AFF A-Series

ﬂ!et!pp

ASA A-Series

Jednolity system zarzgdzania danymi, te same funkcje, wieloprotokotowy dostep,

efektywne wykorzystanie przestrzeni.

= Keystone o
K S STaaS Q aws n

Microsoft
Azure

Google Cloud

Ml NetApp 16 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL



N ALEF

Uniwersalnosc¢ systemu ONTAP

NAS SAN S3

NetApp Trident CSI

NVMe/TCP
NFS SMB FC ISCSI NVMe/FC S3

M NetApp



N ALEF

Szeroki wachlarz mozliwosci

Box Software Cloud

ONTAP

ONTAP FAS/AFF ONTAP Select Cloud Volumes ONTAP

Snapshot SnapMirror MetroCluster

M NetApp



NetApp Ochrona przed ransomware

Secure by Design
Data-centric on-box protection SnaplLock

- MFA/MAV FPolicy
Tamper-proof — ? @
Snapshots W (2

Immutable Multi-user Malicious
backups & verification and file blocking
shapshots authentication

Real-time Detection & Response ARP/AI Cloud Insights
i

99% detection accuracy to minimize Al-powered Actional
attack impact detection intelligence for

insider threats Ransomware

. : : . ) Recovery
Air-gapped WORM protection with cyber vaulting SnapLock Compliance

_ Guarantee
Layered approach to further fortify data ( Isolated, immutable & indelible
against ransomware attacks E WORM snapshots

No data loss
with NetApp
Snapshots,
guaranteed.

Product Tested Detection Accuracy (%) Legitimate Accuracy Rating (%)

NetAp
The Detection rating shows how effective the product was at detecting the ransomwares attacks. ONTAP Autoncr;’mous
Ransomware
Protection with Al

M NetApp Data Corru

tion Detection (DCD): NetApp ONTAP Autonomous Ransomware Protection with Al - DETECTION - SE LABS ®


https://selabs.uk/reports/netapp-ontap-autonomous-ransomware-protection-with-ai/

New AFF C-Series Systems

Capacity flash to modernize and consolidate general-purpose workloads

SRNEC SN R )

AFF C30 AFF C60 AFF C80
e« 122TB- 2.2PB raw « 245TB-7.3PB raw « 367TB-14.7PB raw
HA system « Up to 9.7PB effective * Upto 32.4PB effective * Up 10 65.4PB effective
* 2U base/ 24 drives * 2U base / 24 drives * 4U base / 48 drives
Cluster « 122TB - 26.5PBs raw e 245TB —-87.6PB raw  36/TB-176.8PB raw
(NAS) | . Up to 106PBs effective « Up to 353.6PB effective - Up to 707.3PB effective

Effective capacity calculation includes a 5:1 storage efficiency possibility.

M NetApp 20



Modernize your hybrid flash data center with NetApp AFF C-Series

Experience significant power and floor space savings and gain the performance of all-flash

111NN 41111110 I D D D LI LI NetApp AFF C6O

L Vs, I I I I "M NetApp

nnnmn o nnnn o o o o o 6.5PB effectlve at 5'1 data efflclency

99% decrease in rack space
97% less power consumption

kWhlyear

L B e SAS 10K 494,738
B e e e e e 1XC60 24 X 61.4TB 6,508

Hybrid 1.2TB 10K SAS HDD

All calculations are estimates, individual power usage may vary.

M NetApp © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL
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NOWA PLATFORMA
SPRZETOWA

Powerful, Intelligent, Secure



Modele FAS

Rozwigzania hybrydowe

FAS2750 FAS2820 FAS50 FAS70
e 134TB- 2.7PBraw <+« 358TB- 3.2PBraw <+ 100TB-10.6PB raw « 96TB-14.7PB raw e 96TB-14.7PB raw
HA system capacity capacity capacity capacity capacity
e 2U form factor e 2U form factor e« 2U form factor + e 2x2U base + « 2x2U base +
2U drive shelf 2U drive shelf 2U drive shelf
Cluster | * 13.4TB - 32.2PB « 35.8TB —38.0PB e 100TB-127PB raw e 96TB-176PB raw e 96TB-176PB raw

raw capacity raw capacity capacity capacity capacity

M NetApp 23



Modele AFF A-Series

Rozwigzanie Unified (file, block, and object) wysoka wydajnos¢ dla najkrytyczniejszych srodowisk

HA
System

Cluster

Protocols

Ilwetwpp

AFF A20

15.36TB-737.28TB raw
Up to 3.28PB effective
2U base / 24 drives

15.36TB - 8.84PBs raw
Up to 37PBs effective

M NetApp 24
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AFF A30

15.36TB-1.10PB raw
Up to 4.92PB effective
2U base / 24 drives

15.36TB-13.27PB raw
Up to 54PB effective

llﬁet’pp

AFF A50

15.36TB-3.30PB raw
Up to 14.70PB effective
2U base / 24 drives

15.36TB - 39.65PB raw
Up to 92PB effective

NVMe/FC, NVMe/TCP, FC,

AFF A70

91TB-3.7PB raw
Up to 15.5PB effective
4U base w/ 48 drives

91TB-44PB raw
Up to 185PB effective

ISCSI, NFS, SMB, S3

AFF A90

91TB-3.7PB raw
Up to 15.5PB effective
4U base w/ 48 drives

91TB-44PB raw
Up to 185PB effective

AFF A1K

91TB-3.7PB raw
Up to 15.5PB effective
2U+2U base + 2U drive shelf

91TB-44PB raw
Up to 185PB effective



Modele ASA A-Series

Wysokowydajne dedykowane rozwigznie blokowe all-flash

M NetApp

ASA A20

* 15TB-—734TB raw

HA
System Up to 3.2PB effective
e 2Ubase/ 24 drives
Cluster 15TB — 4.4PB ravx_;
+ Upto 19PB effective
Supported
NVMe
drives
Protocols

M NetApp 25

ASA A30

« 15TB-1.1PBraw
+ Upto 4.8PB effective
e 2Ubase/ 24 drives

+ 15TB-6.6PBraw
+ Up to 29PB effective

ASA A50

68TB — 1.8PB raw
Up to 8PB effective
2U base / 24 drives

68TB — 11PB raw
Up to 48PB effective

M NetApp

ASA A70

68TB - 2.67PB raw
Up to 11.6PB effective
4U base w/ 48 drives

68TB — 16PB Raw
Up to 69PB effective

1.92TB, 3.84TB, 7.68TB, 15.3TB

NVMe/FC, NVMe/TCP, FCP, iSCSI

M NetApp

ASA A90

91TB - 2.67PB raw
Up to 11.6PB effective
4U base w/ 48 drives

91TB - 16PB raw
Up to 69PB effective

ASA A1K

91TB-2.67PB raw
Up to 11.6PB effective
2x2U base + 2U drive shelf

91TB - 16PB raw
Up to 69PB effective

Effective capacity calculation includes a 5:1 storage efficiency possibility (from usable).



ONTAP bogaty w narzedzia

ONTAP One

NFS * Bestraw-to-usable -+ Near-real-time App-integrated * Multi-tenancy
« CIFS » Deduplication, detection backup * QoS
» Block Compression, » Tamper-proof * Business continuity + Cluster-wide
* Object Compaction Snapshot recovery + Sync/Async scaling
» Unified * Thin Provisioning * Multi-admin disaster recovery

« Data tiering to verification * Shapshots
hybrid, object, or * Blocking of known <+ Clones

cloud malicious files

ONTAP
Data management software

Delivering automation, efficiency, data protection, and security capabilities
across the NetApp portfolio for file, block, and object

e O i
(N
Azure Google Cloud IBM Cloud & saas

M NetApp 26
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